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«NHpopMupoBaHHe KIHEHTOB CHCTEMbI
AUCTAHIMOHHOT0 DAHKOBCKOI0
oocayxuBanus «iBank2» o mepax
3a1UThI 32 ssHBapb 2022 r.»

B ¢Bsizu ¢ HEOOXOIMMOCTBIO CHUIKCHHUST PHCKOB BO3JICHCTBUS BPEJIOHOCHOTO KOJIA, PUCKOR
HCIONB30BAHMSL  YA3BUMOCTEH [POrpaMMHOTO ODECHEUEHHSs W [OBBLILICHHS YPOBHS 3allHTHI
urdopManuy 1pyu paboTe ¢ CUCTEMOH JIMCTAHIIMOHHOTO OaHKOBCKOro odciyxuBaHus «iBank2»
(Murepuer-0ankom) ciyxba UH(POPMALTMOHHOH 0€E3011aCHOCTH PHKO
JIPOMCBSI3LUMHBECT»  (O0O0)  pexkomenjyer —it-CrielMaJdcTam — HallMX — KJIHCHTOB
(opraHmsainii ¥ MHAMBHY&ILHBIX TPEANpPUHMMATeeH) MNpUMEHST, B CBoell  paboTe
peKOMEHIaNH 110 3aimTe HHpopMaiy, ykasanubie B [Tpunoxennn 1 k nanHoMmy muceMy. B
corydae BO3HUKIOBECHHS BOMNPOCOB 110 NPHMCHEHUIO PEKOMEH/ Al mpocum Bac mo3BOHHUTEL B
cyx6y nudopmanronHoii 6esonacHocTy 1o Homepam 8 (8722) 67-72-75, 8(8722) 62-16-94.
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[punoxenne Ne |

K UHPOPMALHOHHOMY TIHCHMY
«MudopmMupoBaHHe KIHEHTOB CHCTEMBI
MHCTAHUHOHHOTO DAHKOBCKOIO
obcayxkuBanus «iBank2» o mepax
3alNThI 3a suBapb 2022 r.»

Ha koMmiibloTepe. ¢ HCIOMb30BalHeM KOTOPOTO OCYLIECTBISICTCS paboTa B cHeTeMe JABO
«iBank2». 1e  PEKOMGHJIYCTCS  YCTAHABIMBATHL  [IPOTPAMMHOC  oOecriedyeHHg,  MMCIOLIee
YA3BUMOCTH € KPHUTHUHBIM YPOBHEM OIACHOCTH. K takomy IIporpaMMHOMY O00EGIICUEHHUIO
OTHOCHTCS IPOIPAMMHOE 00ecIICUCHHE, YKA3aHHOe B TAOIMIE HHKE.

Ne | Haumenosauue Haentudgu | Onucanue ya3sumMocTH Jara CebUIKA HA HCTOUHHKH Hanu
YHIBHMOIO KaTop BhISIB/ICHHH ne
ILPOTPAMMHOTO VA3BUMOCT 06HOB
Ootecneuenusn eil ’ JeHuii

1 Mossbienne MITRE: Ircnayarauns vissuvocti | 18 ausaps | hitpsd/www.cybersecurity- Eeth
npusnaernii s | CVE-2012- | nossoaser goraasHomy | 20221, help.cz/vdb/SB2022011820
Linux kernel 0185 AYTCHTHHHUHPOBAHIOMY httpz//github.com/torvalds/linux/commit/3elae

LA0VMBIILIEHHHKY  MOBLICHTH  CBOM b00e6d132efc151dacc062b38269bcYecce#difl-
NPUBIAECTHE B LEJICBOI  cucreme c4a9ea83dedad2a0d 1 bebaf1f03ce35188f38da4d
HOCPEACTBOM CHEHIANLHO CO3ANHOI 987¢le7as2ane7f04del4a05
BPENOHOCHOTO  KOJA.  YA3BUMOCTE http://git.kernel.org/pub/sem/linux/kernel/git/t
00y CI0B ICHA HETOUHC TCHHBIM orvalds/linux.git/commit/?id=722d94847de293
| | nmepenoanennes. 10e8aa03fchdb41fc92c521756
MuomecToennpie | MITRE: DRCNIYATALNA vileuMocTH | 26 smsaps | https:/www.cybersecurity-
VHIBHMOCTH B | CVE-2022- | noiBoaser viagennomy | 2022 r. help.cz/vdb/SB2022012633
Apple iOS 22584 LI0YMBILILIEHHIKY BLINOTHIThH http://supportapple.com/en-us/HT213056
NPON3IBOILHBI K01 B HEICBOI http://supportapple.com/en-us/HT213053
CHCTEME  TOCPEACTBOM  OTKPLITHA
N01b30BATETEM [CHITUBRINIY

COMIANHOTO  BpeloHocHoro  Gaiina.
VaIBUMoCTs 00YC10BIeHA omniKoi
FpAHILL NAMSTH,

Buinoanenue MITRLE: Jrenayaranus yaipumocTh | 26 sinsaps | https:/www.cybersecurity-
NPOHIBAILHOTO CVE-2022- | nolpoaset yragennonmy | 2022 r. help.cz/vdb/SB2022012702
koaa B Apple | 22590 3 IOVMBIILIICHHIKY BLIOIHHTE http://supportapple.com/en-us/HT213053
Safari NPOM3IBOJALHKI K04 B HEACBOI
cHCTEMC  MOCPEACTBOM  OTKPLITHA
noJIL30BaTe1eM CnennaiLo
coLAaAnHOi BPEAOHOCHOIT neh-
CTpAHMIbL. VaiBuMocTs
ofyc10B1eHa omnoroii
HCTO IR IOBANISE noc.1e
- OCcBODOAACHUS, -
[Tosbimenie MITRE: DRenayaranus yaiguvoceTn | 26 simsapsi | https:/www.cybersecurity-
NPHBHICTHIT g | CVE-2021- | noisoasier Jokaasnomy | 2022, help.cz/vdb/SB2022012601
polkit pkexec 4034 AYTEHTHHHUHPOBAHHOMY http://gitlab.freedesktop.org/polkit/polkit/-
VIOYMBHIIEHIHKY  MOBBICHTL  CBON feommit/a2bf5e9c83boaed6ebd3e779d3055b T8
NPHBHJETHH B LeJeBOil  cHeTeme 1ded683
NOCPEACTBOM CO3AAHUS CNCUHATBHO http://bugzilla.redhat.com/show_bug.cgi?id=2
chOPMHPOBAHHBIX NCPEMEHHBIX 114 025869

pkexee. ¥YmBumocts  ofycaosicHa
HCROPPERTHOI NPoBePROIT BXOIHBLIX

JAHHBIX.
Beinoanenne He JRenayaranus yaisuvocri | 25 ausaps | https://www.cybersecurity-
HPOHIBONLHOTO onpeaecn | MOIBOasIeT yaagenuomy | 2022 help.ez/vdb/SB2022012505
koga B Foxit LI0VMBILLIEHHHKY BLIMOHUTH http://www.foxitsoftware.com/support/securit
PDF  Reader n NPOHIBOIBHBIE K01 B LEICBOI y-bulletins.html]
| Editor for Mac cHeTeMe  NocpeacTBoM  OTKPhLITHA
MOJIL30BATEIEM CTeunaIbLHO
chOpPMUPOBAHHOTO PDI-daiiaa.
YaisumocTh 00V CI0RTEHA
] IPAHHYHBIM YCI0BHEM,
Muowecrsennnte | MITRE: DRCIIyaTALHA vaipuvocTu | 24 sineaps https://www.cybersecurity-
VHIBHMOCTH B | CVE-202i- | noisoasier yvaaaennomy | 2022 r. help.cz/vdb/SB2022012438
11O 1BM 45105 LIOVMBHIICHHURY BLIIBATL OTRAT B https://www.cybersecurity-
OOCAYAHBAHNIL  1EJCBOI CHCTEMBI help.cz/vdb/SB2022012440
HOCPLACTBOM OTNPABRN CHENNATLHO https://www.cybersecurity-
CHOPMHPOBAHNBLIX AAHNBIX. help.cz/vdb/SB2022012441
YH3IBUMOCTD 00YCTOBICHA https://www.cybersecurity-




I JAMNKINBAHHEM BHVT K14CCA.

| 24 suBapn 2022 1,

help.cz/vdb/SB2022012442
https://www.cybersecurity-
help.cz/vdb/SB2022012443 *x
http://www.ibm.com/blogs/psirt/security-
bulletin-ibm-disconnected-log-collector-is-
vulnerable-to-denial-of-service-and-arbitrary-
code-execution-due-to-apache-log4j-cve-2021-
45105-and-eve-2021-45046/
http://www.ibm.com/support/pages/node/6541
922  http://www.ibm.com/blogs/psirt/security-
bulletin-ibm-integrated-analytics-system-i
vulnerable-to-denial-of-service-and-arbitrary-
code-execution-due-to-apache-logdj-cve-2021-
45105-cve-2021-45046/ e
http://www.ibm.com/support/pages/node¥6541
930 http://www.ibm.com/blogs/psirt/security-
bulletin-due-to-the-use-of-apache-logdj-ibm-
spectrum-symphony-is-vulnerable-to-
arbitrary-code-execution-cve-2021-44832-and-
cve-2021-45046-and-denial-of-service-cve-
2021-45105/
http://www.ibm.com/support/pages/node/6539
410 hHp:/h\'\\'w.ihm.cnm/hlngsfpsirl/secuFit}'—
bulletin-due-to-the-use-of-apache-logdj-ibm-
spectrum-conductor-is-vulnerable-to-
arbitrary-code-execution-cve-2021-44832-and-
cve-2021-45046-and-denial-of-service-cve-
2021-45105/
http://www.ibm.com/support/pages/node/6541
736 http://www.ibm.com/blogs/psirt/security-
bulletin-ibm-operations-analytics-predictive-
insights-is-vulnerable-to-denial-of-service-
and-arbitrary-code-execution-due-to-apache-
log4j-cve-2021-45105-cve-2021-45046/
http://www.ibm.com/support/pages/node/6549
300

Muowcersennsie | MITRE: ‘)Kc:l.'l)';.l'rmum yazsumocrn | 19 ausaps | https:/www.cybersecurity-
YHIBHMOCTH B | CVE=2817- | noisoaner yvaaiaennomy | 20221, help.cz/vdb/SB2022011910
Oracle VA | 7045 3L IOYMBIULICHHHRY  MOBLICHTH  CBOH http//www.oracle.com/security-
Server NPUBILICIHH B LEIEBOI cnerese, alerts/ovmbulletinjan2022.html

NSI3BUMOCTD 00V e I0BTeHA

HCKOPPERTHBIMIE  OFPAHHYeHISMI

0e30nacHoOCTH,
Buinoanenne MITRE: IKCIIYATALHH ymsuvocetu | 19 auBaps | https://www.cybersecurity-
NPOH3BOILHOTO CVE-2021- | no3soaser yaagensomy | 20221, help.cz/vdb/SB2022011824
K02 s [0 | 2351 TT0YMBILIEHHNKY BhINOIHHTE https://www.cybersecurity-
Oracle NpoOM3BOALHBIT  KO1 B HeJ1eBOi help.cz/vdb/SB2022011825

cucereme. YsBUMOCTL [lﬁ_\‘l‘.l(]BJt‘“}l
Ill.‘h'Op[)t‘h‘Tlll"lﬁ ]Ip(]l!t‘[)l\‘()ﬁ BXO/IHBIX
JAHHBIN,

https://www.cybersecurity-
help.cz/vdb/SB2022011826
hittps://www.cybersecurity-
help.cz/vdb/SB2022011832
https://'www.cybersecurity-
help.cz/vdb/SB2022011833
https://www.cybersecurity-
help.cz2/vdb/SB2022011834
http://www.oracle.com/security-
alerts/cpujul2021.html
http//www.oracle.com/security-
alerts/cpujan2022.html?6 1750
http://www.oracle.com/security-
alerts/cpujan2022.html
http://mwww.oracle.com/security-
alerts/cpujan2022.htmlI?947510
http://www.oracle.com/security-
alerts/cpujan2022.html?924165
http:/Awvww.oracle.com/security-
alerts/cpujan2022.html?3354

MHoKecTBEHHBIE
VAIBUMOCTH B
Google Chrome

MITRE:
CVE-2022-
0290 CVE-
2022-0293
CVE-2022-
0295 CVi-
2022-0296
CVE-2022-
0297 CVE-
2022-0298
CVE-2022-

IrenayaTanns
no3soasier
LTOVMBIHILTEHHHKY
HPOHIBOILHBLIE  KO1 B
CHETCME  110CPEICTBOM
NOJAB30OBATECM

VA3ZBHMOCTH
VIAJIEHHOMY
BbINOJTHHTE

e 1eBoii
OTKPLITHA
CHECHHAIBHO

| cozaannoii BPEIOHOCHOT Beh-
CTpanuubi. Vs3BuUMOCTh
00y C/I0BIEHA omndKoi
HCNOL30BAH IS noce

0cBODOKICHNS,

19 susaps
2022 r.

http://erbug.com/1270358
http://erbug.com/1278613
http://erbug.com/1284367
http://crbug.com/1281979
http://crbug.com/1283375
http://erbug.com/1276331
http://erbug.com/1275438
http://erbug.com/1282118
http://erbug.com/1278180
http://erbug.com/1283805
http://erbug.com/1283371

(8]




o0 OVE- | - - http://crbug.com/1282354 }
‘ 2022-0302 hltp:Hcl'hug.cutm’!273(”7
| | CVE-2022- | l

http://erbug.com/1260007 "
0304 http://crbug.com/1212957 * |

Boino.imenne MITRE: DJrenayarauns vsissumocti | 18 sinBaps https:/www.cybersecurity-
I NPOIBOALHOTO CVE-2022- | no3Boasel yaadennomy | 2022r. help.cz/vdb/SB2022011818
woia B Apache | 23302 L10YMBIILTEHHIRY BLINOIHHTH http:h’lisls.ap;lchc.m*g/thrcadfberIqu-'lg(}myr
Logdj NpOMIBOILIBIL - KOL B e 1eBoil jhy9ho7bexodpkwjdw

cueTeMe  NoCpeacTBoM  OTHPABKH hnp:ff’logging.npnchc.nrgflog4j/l.2/index.htm|

CneuHAILHO chopMHPOBAHHBIX

Aannpix. YA3BUMOCTH 00yca0BIeHA

HEKOPPERTHOI NPOBEPKOii BXOAHBIX

AAHHBIX o npu ofipaboTie

| cepuaamidBANHBIN JAHNBIN.

Janpocnl K | MITRE: Dkcnayarauns ysizsimoeTn | 18 sHBaps https://www.cybersecurity-
MPOH3BOIBHBIM CVE-2021- | noisoaset yaagennomy | 20221 help.cz/vdb/SB202201 1836
cHcTeMam B | 40438 L0V MBIHILTE IR http://m\‘\\.urnL‘le.cumfsccurity-

Oracle HTTP :llertslcpuja|12022.htm!?138‘)

Server

WA POBATE “qanpockl K
NPONIBOALHBIM cuereMam c
VIBHMOTO ped-cepsepa
[OCPEICTBOM OTHPABKH CELHATLHO
CPOpPMHPOBATIHOTO HTTP-nakera.
Va3BHMOCTh 00yc/I0BIeHA
HEKOPPERTHOI nposeproi
BBE1CHIBIX AAHHBIN.



