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<<I4uQoplrupoBaHue KJrr.reHToB crrcreMbr
AncraHrluoHHoro 6aHKoucKoro

odclyxunarv-s <iBank2> o Mepax
3auruTbr 3a aBrycr 2021r.>>

B cessn c neo6xoAl4Mocrblo cHr.rxeHr,rq pr4cKoB no:4eficrnzs BpeAoHocHoro KoAa, pr{cKoB
I'IcnoJIb3oBaHLrfl. ys3Butrlocreft [porpaMMHoro o6ecnerreHr4s r4 rroBbrrr]eHr.rr ypoBHff 3aulr4Tbr
au@opuauuu npv pa6ore c cucreraofi AricraHllr4oHHoro 6aHxoecxoro o6clyNHBaH:as. <iBank2>
(tr4Hrepuer-6auxonr) c,ryN6a uuQopuaquouuofi 6esonacHocru PHKO
(IIPOMCB,fl3bI4HBECT) (OOO) peKoMeHAyer it-cnequzurr{craM Harrrux Krr}reHroB
(opraHnsaurafi il u:r.rr4BprryurbHbrx npeArrpr,rHr4rraarenefi) npaMeHflTb n cnoeft pa6ore
peKoMeHAaIIrII4 no 3arru.ITe uu$oplraurrr4, yKa3aHHbre B flpNloxeuuu 1 r AaHHoMy nncsuy. B
cnyqae B03HLIKHoBeHI,II BolpocoB no rrpr4MeHeHr4ro peKoMeH.qauNfi rrpoctrM Bac nogsoHr4Tb B
cryN6y r.tr$oprraauuounofi 6egouacsocrv ro HoMepaM S (8722) 67-72-75, S(8722) 62-16-94.
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flpn,roxeuue J\b I

r nuQopnlaulloHHoMy rtltcbMy
<[,[HQoprr.rupoBaHLre KJtueHToB cItcreMbt

trncraHuuoHHoro 6auKoecrcoro
o6c,lyxuaauuq (iBank2)) o Mepax

3aruurbr 3a aBrYcr 2021 r.>>

Ha xorunrrorepe, c r4crroJrb3oBaHr4eM Koropofo ocyu1ecrBnfrercfl. pa6ora B cllcreMe AEO
<iBank2>, He peKoMeHAyercfl ycraHaBnrrBarb ilporpaMMHoe o6ecneueHue, I4MeIouIee

y-f,3Br.rMocrlr c KpurrrqHbrM ypoBHeM onacHocrl4. K rarotty nporpaMMHoMy o6ecneqenuro

orHocurcq rrpofpaMMH_oe o6ecneqeHl'Ie, yKa3aHHoe B Ta6nuqe HI4xe.

Ns HauMeHosauue
yrr3BnMoro
nponpaMMHoro
O6ecneqeHuq

tr{4euruQurcar
op
yq3BuMocreE

Onucaune vfl3BuMocrl.l Aara
BbIflBJIEHUfl

Cct t.lra Ha ucroqulrKtl Ha,quq
HC

o6son

"reH uii

I Brtno.nHeHne
npoH3Bo,'rr,Horo
r<o4a n OpenSSL

MITRE: CVE-
z02r-371r

3rcn.nyaraulrn yl3BUMocrH
fio3Bo.'rfler yAaJIeHHOMy

3,.royMb[rr,'leH H u Ky BblIlo,lH l.tTb

nponroo.nsuurfi Koa B ue,leBofr
cucTeMe IlocpeacTBost oTnpaBKil
cneuHa,.rbHo cQopvupoaaHuutx
aaHHbrx, Yq3suuocrs o6yc,ron,rena
ouru6rcoii rpaHlru naMlrl.t B

$yHxqllr EVP_Pl(EY_decrypt0 B

DeaJlH3auuu aeurudposaHlrtl SM2,

24 aerycra
2021 r.

https://www.cybersecu rity-
help.czlvd b/SB202108241 4

https://www.openssl.org/news/secadv/202 I 082

4.txt
https ://gi t.ope nssl.org/gitrveb/? p=openssl.git;a

=com mitdilT; h=59f5e75Rbced8fcOel 30d72a3f
582c11b180b46

Ecrs

7 Bsrno.nuenue
rr pou3Bo!'rbH or-o

KOAA B

BlackBerry QNX
SDP u QNX OS

MITRE: CVE-
202r-22156

3rcn.nyarauun yrr3BrrMocru
no3Bo,.rqeT yAarelrHoMy
3,royMbrt[qeHHHKy Bblno,'lHHTr,
npo[38o,'tbHbril Koa B ue,teBoil
cncreMe t]ocpeacrBoM ortrpaBKn
clreuuarbHo cQop*rltpooattut'rx
aaHHbrx. )'q:a$nrocru o6yc"roorcHa
ue!,Ioquc,leHHbtM nepeno,'lHeHlIest B

Qyuruun calloc0 s 6u6"tuorercc
cDerbr BbtnoJllenUq C.

l8 aanycra
2021 r.

https://rvwrv.cybersecu rity'
hel p.czlvd b/SB202108230 4
https://su pport, blackbe rry,com/kb/a rticleDeta
il ?a rticleNu m ber=000082334
h ttps://tools.cisco.co m/secu ri ty/center/conten t/
CiscoSec u rityAd vi sorly'cisco-sa-q n x-
TOxiVPdl.,

Ecru

3. Bsrno,rseune
Irpou3BoJ'lr'H oro
KOAA B

ilraplxpyTU3aTop
ax Cisco

MITRE: CVE-
2021-34130

Srcn.ryarauuR ys3cuMocrll
[o3B0Jrfler yaaJIeHHoMy

3JrOyMblrlr'reH HUKy Bbl nor'lH urb
npouruo.nsHuril Koa B uereBoii
c[cTeMe nocpeacTBoM oTnpaBKH
ctteufia,rbHo cSopuupoeauustx
UPnP-ranpocoo. Yq:|snNroclb
o6yc,roe.reua ouu6r{ofi rpaHuu
naMrrH e c,ryx6e Universal Plug-
and-Plav (l-lPnP).

l8 aerycra
2027 r.

https://www.cybersecu rity-
h e I p.czlvd b/SB2021 08220 l
h ttps ://tools,cisco.com/secu ri tylcentericontent
CiscoSec urityAdvisory/cisco-sa-cisco-sb-rv-
overflow-htpy m N't B5
h ttps://bst.clo ud a pps,cisco.com/b ugsearch/bug
/(lSCvz05607

HET

4 MHoxectseuurre
yq3BHMOCTIT B

Realtek SDK

MITRE: CVE.
202r-35392

Sncn,ryarauua yfl3BuMocrll
[o3BOrReT yAa,leHHOMy

3JrOyMbilXreHHr.rKy BbrnoJIHHTb
npon3BorbHr,rii KoA B ue,,reBofi
cHcreMe nocpeacrBoM ornpaBKn
ctreuuaJrbHo cQopuupoaaHnurx
3anpocoB. Vqteunrocrs o6yc,ron,relta
HeKOppeKTHbrM CO:],'laHHeiV

coo6ureuuii SSDP NOTIFY ui
3aro!'roaKa ST, noJ'ryrrelurbrx
coo6ureuuii M-SEARCH.

l7 anrycra
2021 r.

https ://www.cybersec u ri ty-
help.czlvdb/S82021081709 https://www.iot-
i nspector.com/blog/advisory-multiple-issues-
realtek-sd k-iot-su pply-chai n
https://www.rea ltek.com/i mages/safe-
report/Rea ltek_A PRo uter_SD K_Adviso ry-
CV E-202 I -35392_J5J95.pdf
https://wrvw,realteli.com/en/cu- I -en/cu- l -
taiwa n-en

Ecru

{ Muoxec-rseHurle
yq3BuMocTn B

Realtek SDK

MITRE: CVE-
202r-3s394

3rcn.ryaraunR yfl3BnMocrH
no3BoJrger yaa,leHHoilry
3JrOyMb[X!'teHHuKy Bbtflor.tHHTb
npoutBolbHbre KouaHrbr o6o,roqru
a qe,tegoii oticreMe ltocpeacrBorlr
oT[paBKH Crrcuua,tbHo
cQopulrpoeanHsrx naHHbtx B

yg3Br.rlroe n pilroxeHile. Ys'tsunocru
o6yc,ronreHa Heroppcl{-r Hoii
lpoB€pnoii BxoAHbrx aaHHbrx B

auarHocruqecKou uHtrpynerrre MP
Daemon.

l7 anrycra
2021 r.

https://wwrv.cybersec u ri ty-
hrlp,czlvdb/S82021081709 https://www.iot-
inspector.com/blog/advisory-multiple-issues-
realtek-sd k-iot-su pply-chain
https://www.rea ltek.com/i ma ges/safe-

report/Rea lte k_APRouter_SD K_Adviso ry-
CVE-202 l -35392*J5395.pdf
https://www.realtek.comicnicu-l -cnicu- l -
tailyan-en

Ecru

6. MuoxecrseHHsre
Vq3BHMOCTU B

MITRE: CVE-
2021-35393

Srccnnya'raunn ys3BuMocrll
no3BoJ'lReT v.[a'leHHoivv

l7 asrycra
2021 r.

https:i/www,cybersec urity-
h elo,czlvd b/S8202 I 08 1709 h ttDs://www.iot-

Ecru

z



Realtek SDK 3,'royM btuJreHHu Ky Bbrtro,flft llTb
npoutao,rsusrii Ko.rI e uc,reeoft
cucTeMe nocpeacTBoM oTnpaBKll
cneuna,lbHo c$opnrnponaunutx
aaHHr,lx. Yq:guN,rocru o6ycnoo,neua
HeKOppeKTHL,rM CU H'I'a KC rtqeC Kn M

aHa,,rM3ov '|aro,'roBra o6pa ruot o

Bbr3oBa LjPnP SUBSCRIBE I
UNSUBSCRIBE.

inspector.com/blog/advisory-multiple-issues-
realtek-sd k-i ot-su p ply-chai n

h ttps://www. rea ltek.com/imagesi safe-

report/Rea I tek_APRou ter_SD K*Advisory-
( V E-202 I -J5392_J5395.pd1'
https://wlvw,realtek.com/en/cu-I -en/cu- I-
taiwan-en

1 MHoxecrneHnute
ya3RUMOCTlr B

Adobe
Photoshop

MITRE: CVE-
2021 -36065

3rcn,ryarauur ys3rluMocru
lo3BorqeT yAaJIellHoMy

3.[OyMb[XJreHHIlKy BblIlOJrHHTt

npou3BorbHr,rii Koa B qe,qeeoii

cucreMe nocpeacrBoM o'rKpblTlls
noJrb3oBaTeJreNr cneuHA,ilbHo
cQoprvu poaaH Horo QaiiLta.
Ys:sifirocrb o6yc.noo,reua ou u6noii
TDAHITU NAMqTI|,

l8 anrycra
2021 r,

https://www.cybersecu rity-
help.czlvdb/S8202 I 081 806
https://helpx.adobe.com/security/products/pho
toshop/apsb2 l -68.html

!lcrs

8. N{HoxecrseHHsre
yq3BuMocTH B

Adobe
Photoshop

MITRE: CVE-
202r-36066

Srcn,ryarauuR yfl3Brr [,rocrlt
no3BoJseT yAa.reHHoMy

3,'toyMbrlIl!,|eHHuKy Bbruo,'rHuTb
npou:eo,ruuurii Koa B ue,,reBoii
cacreMe nocpeacrBoM oTKpr'rTutl
noJrb3oBaTe!'teM clreuua,lbHo
cQopnruponaHuoro Qaii.la.
Yntstlil{ocrs o6yc,ron,reHa oruuOKoil
TDAHUU IIAMflTH.

l8 aerycra
2021 r.

h ttps ://www.cybersecu ri ty-
help.czlvdb/S8202 1081806

https://hel px.ad obe,com/sec u rity/prod ucts/pho
toshop/apsb2l -68.html

Ecrr

9. MHoxecrseHHsre
yfl3BUMOCTn B

Google Chrome

MITRE: CVE-
202 I -30598
cvE-202r-
30599

3rcn.nyarauun yrllBuMocrn
no3Borfler yaaJlerrHoNty

3"royM bilx,'reH HH Ky Br,r flor'ril uTb
npoHlBo,,rbHbrii KoA B ue,reBoii
cHcTeMe [ocpeacTBoM oTKpbrTua
IIOJ'lb3OBaTe!'IeM CII€UUA,'|bHO

co3aaHHoii speAoHocHoii se6-
crpaHuubr. Yq:euN{ocru
o6yc.nonneua ourlr6tcoil cMeucHlttl
TUnOB.

l7 aerycra
2021 r.

https://bugs.ch romiu m.org/p/chromium/issues
I detail?id=12317 61
https://bugs.chromiu m.org/p/chromium/issues
I <1 etail? id=123 4'7'/ 0
https://bugs.ch romi u m.org/p/chrom iu m/issues

/detail?id=l 231009
https;//bugs.chromium.org/p/chromium/issues
/detail?id=l 233564
https://bugs.ch romiu m,org/p/chromium/issues
I detail? itl=12307 67
https://ch romereleases.googleblog.com/202 l/0
8/stable-cha n ncl-update-for-desktop.html
h ttps://rvww.cybersec u rity-
help.czlvdb/SB202l 08 I 702

https://b ugs.ch rorn iu m.org/p/c h rom iu m/issu es

/detail?id=l 234829
https://bugs.ch romiu m.org/p/ch romiu m/iss ues

/detail?id=l2ll lJ,l

Ecru

r0. MHoxecreeuHure
yq3BuMocTu B

Google Chrome

MITRE: CVE-
2021-30600
cvE-2021-
30601 cvE-
2021-30602

3rcn.nyarauun yfllnnMocrt.{
rro3Bo,rqer yaareHHoMy
3JrOyMbllllfleHHUKy Bbrno,rHUTb
npoH'|Bo,'rbHbrii Koa B ueJeBoii
cucreMe nocpeacrBoM orKpbrrrrs
noJ'tb3oBa'refleM cleuuaJrbHo
coraauHoii BpeaoHocHoii ee6-

crpaHuubr. Vq:sutrocru
o6yc"ron,reua ourudroii
ncnoIb3oBaHuq IIoqlIe
oceo6oxaeur.lR.

l7 aerycra
2021 r.

https:/itrugs.chromiu m.org/plchromium/issues
/detail?id-l 234764
https://bugs.chromi u m.org/p/chromium/issues
/detail?id= | 23,1770
https:i/bugs.chromiu m.orgiplchromiunt/issues
/detail?id=l 214009
h ttps://b ugs.c h rom iu m.org/p/chrom iu m/issues
/detail?id=l 233564
https://bugs.chromium.org/p/chromium/issues
/cletail?id=1230767
https://ch rome releases.googleblog.com/2021 I 0

8/sta bl e-c ha n nel-u pdate-for-desktop.h tm I

https://www.cybersccu rity-
help.czlvdb/S8202 I 08 I 702
https:/ibugs.ch romium.org/pichromium/issues
/detail?id=l 231829
https://bugs.c h rom iu m,org/p/chrom iu m/issues
/detrlil?id=123I 134

Ecrs

t.l Mgoxectneguute
yg3BuMocrH B

Google Chrome

MITRE: CVE-
202 l -30603

Srcn,ryarauun yff3BHMocru
no3BorqeT yaaJrerrHoMy

3!'toyM bt lxJreHHa Ky Bbt no!'ilt r.tTb

nponrBo,rbHblfr Kot B uereBoii
cHcTeMe nocpeAcTBoM oTKpbrTr.rrl
TIOJIb3OBATEJIEM CTICUIIAJIbHO

co:AasHofi opegoHocHoil ee6-
crpannul,r, YqlenN.rocru
obyc.nonneua cocroqHueM roHKu B

WebAudio.

l7 anrycra
2021 r.

https://bugs,chromium.org/p/chromiu m/issues
/detail?id=1234164
https://bugs.c h rom iu m.org/p/c h rom iu m/issues
ldetail?id=1231770
h ttps://bugs,c h ro m iu m.org/p/ch romiu m/iss ues

/detail?id=l 234009
https://bugs,chromiu m.orgiplchromium/issues
/detail?id: I 233564
https:l/bugs.c h romiu m.org/p/chrom iu m/issues
/detail?id=l 230?67
https://chromereleases.googleblog.com/202 l/0
8/sta ble-chan nel-u pdate-for-desktop.html
https ://www.cy bersecu rity-
hcl p.czlvdb/S820210817 02
httns://buss,c h rom iu m.ors/n/c h ro m iu m/issues

Ecrs

a
J



/detai l?id=l 234829
h ttps://bugs.ch rom iu m,org/p/c h rom iu m/issues

/detail?id=1231 134

t2. Muoxecteeuuure
ys3BlrMocTr{ B

Google Chrome

MITRE: CVE-
202r-30604

9rccn.nyarauur yg3tlumocrn
rro3BoJrfleT yaa,'reH HoMy
3JtOyMbtt[,leHHnKy BbriloJlHHl'b
npolrtaolsHsrii Koa e ue,qeeoil
crrcTeMe nocpeacTBoM oTr(pbrTHrl
NOJ'Ib3OBATEJICM CTIEIIHAJII'HO

corAansoii BpeaoHocHoii ee6-

crpaHfiqbr. Ygls[N,roctt
o6yc.iloo.reHa ouru6roil
ucnorb30BaHuq nocJre

ocso6oxaeHnq,

\l

l7 anrycra
2021 r.

h ttps://bugs.c h rom iu m.org/p/chrom iu m/issues
ldetail?id=12311 64
https://bugs.ch romi u m.org/p/chromium/issues
/detail?id=l 214770
https://bugs.chromiu m,org/pichromium/issues
/detail?id=l 234009
h ttps://bugs,ch romiu m.org/p/ch romiu m/issues
/dctail? id=l 233564
https://bugs,ch romi u m,org/p/ch rom iu m/issues

I detail? irl=12307 6'7

h ttps://ch romereleases.googleblog.coml2D2l l0
8/sta ble-c ha n nel-u pda te-for-desktop,htm I

https://rvww.cybersecu rity-
hel p.czlvd b/S8202 | 08 | 702

https://bugs,ch rorniu m,org/pichromium/issues
/detail?id=l 2J4829
h ttps://bugs.ch ro miu m.org/p/ch romiu m/issues
/detail?id=1231 134

Ecru

13. Brrno,rHeslre
npou3BoJrbHoro
roaa s Microsoft
Windows Media
NIPEG-4 Video
Decoder

MITRE: CVE-
2021-36937

3xcnnyarauuR yq3BuMocru
[o3Borqer yAa,leilltoMy
3JIOyMbUXTeHHUKy BbrnOJrHHTb

r|pouiBorr,Hbrii Koa B ue"T eBoii
cncTeMe nocpe,[cTBoM oTt|paRK]r
cneunaJrbHo cQopnlrpoeaunoro
3anpoca. YqteuNrocrt odycnos,rena
HeKoppeKTHoii npoBepKo[ BxoAHbrx

,[aHHbrx B BHAeo aeroaepe Windows
Media MPEG-4.

l0 aarycra
2021 r.

https :/iwwrv.cybe rsccurity-
h c I p. czlvd b/S 82021 08 | 032
https://portal.msrc.microsoft.com/en-
IJS/secu rity-gu i da nce/advisory /CVE-2021 -

36937

Ecru

14. Bslno,rHesue
rrpori3BoJrbHoro
roAa s Microsoft
Remote Desktop
Client u Hyper-V
Viewer

MITRE: CVE-
202t -34535

Sxcn,ryarauus ys3BuMocrr.r

no3BoJIreT yAarelrrroMy
3JrOyM6lrXfleHHIrKy BF,tnOJrHUTb

[pou3BoJrbHbrii KoA B ue,reBoii
cucTeMe nocpeacTBoM oTrrpaBKrl
cneuHafll,Ho c$opnrupooarrnoro
3arrpoca. Yslslrruocrr o6yc,rou,reHa
HeKoppeKTHofi nponeprofi Bxoaubrx
aailHbrx B KJrueilTe yaaJreilrrolo
pa6ouero crofla n cpeac'r'Be
noocMorpa Hvper-V.

10 anrycra
2021 r.

https ://rvww.cybersecu rity-
help.czlvdb/S8202 108 I 025
h ttps://portal.msrc. microsolt"com/en-
f.lS/secu rify-guida nce/advisory / CVE-2021
34535

Ecrs

15. Bsrno.rHeHue
npou3BoJlbnoro
Koaa s Microsofl
Office

MITRE: CVE-
2021-36941

Srcn.nyaraulrn yrr3BuN{ocru

Ito3BOJ'rqeT yaaflerilroMy
3,'royMbmr!'reHHuKy BbrloJrrruTr,
npoulBo,,rbHr,rii Ko,l B uc,'reBoii
cucTeMe fiocpeacTBoM oTKpbr'r'lfli
noflb3oaaTeJteM cneltna.lt[,Ho
colaaHHoro apeAoHocnoro Qaii.na,
Vgtsill,toctu o6yc,rooncua
HeKoppeKTHoii IlpoBepKoii BxoAtrbrx
AAHHbIX.

l0 annycra
2021 r.

h ttps://www.cybersecu rity-
help.czlvdb/S8202108 1028
https://portal. msrc. microsoft.com/en'
US/sec u rity-gu ida n ce/advisory /CVE-2021-
3694 r

Ecrs

16. Brrno,rsesne
npou3BoJrbHofo
Koaa B Microsoft
Office

MITRE: CVE-
2021-36941

Srcn,ryarauun yq3BuMocru
no3BoJlfleT yAaJreHrroMy
3!.royMb[x,.teHHHKy Bbrno,'rHuTr,
npousBorr,Htrii Koa B ue,'reBoil
cucTeMe nocpeacTBoM oTKpbrTne
rIoJrb3OBaTeJreM cneuilaJlr,Ho
co3aaHHoro BpeaoHocHoro Qaii.[a,
Vqreul{oct u o6yc,ronrrerra
HeKoppeKTHoil npoBeprofi BxoaHr,rx

AAH HbIX.

l0 anrycra
2021 r.

https://wwrv.cybersecu rity-
help.czlvdb/S8202108t 028
https://portal.msrc.microsoft.com/en-
l-lS/secu ri ty-guida nce/advisory / CV E-2021 -

3694 I

Ecrs

t'7. Burno.rueHue
I|pon3BoJr[,Horo
KoAa n Google
Chrome

MITRE: CVE-
202r -30s90

i)rcn.nyarauun yrr3BuMocru
rro3BoJrneT yaaJleHtroMy
3JrOyMr,ruaeuHItKy BbrnoJrHuTb
npou'iBoflbHblfi KoA e ue,qesoii
cncTeMe nocpeAcTBoM oTKpbtTUn
IIOJIb30BaTeIeM Ct|eU[aJrbtIO
co3AaHHofi BpeAoHocHoil ee6-
crpaHuul,r. )'gruuMocr s
obyc"roe,reHa ouru6roii rpaHult
nAMsrl.r npr o6pa6orre llTNll,-
TAH HbIX.

2 aorycra
2021 r.

h ttps : //c r b u g.co m / | 229298
h ttps://crbug.co m I 1209 469
h ttps://ch romereleases.googleblog.com/202 I i0
8/the-sta ble-c ha n n el-has-been-u pdated-
to.html h ttps://c rbug,com/l 2 | 8468
https://www.cy bersecu rity-
help.czlvd b/S8202 I 08021 |
h ttps:i/c rb ug.co m11221777

Ec'rs

18. Brrno.nsesue
npoH3BoJrr,Hofo
Koaa e Google
Chrome

NIITRE: CVE-
2021-30s91

Srcu.ryarauun yq3BuMocru
flo3BoflfleT yaa,qeHHoMy
SJrOyMbuXJreHHlrKy BbrnoJrHHTb
npou3BorbHbrfi KoA B qereBoii
cHcTeMe trocpeacTBoM oTKDbtTr.tfl

2 anrycra
2021 t.

h ttps ://c r b u g.co m I 1 229298
h ttps ://c rb u g, co m / 1209 469
h ttpsl//ch romereleases.googleblog.com/2021 /0
8/the-stable-chan n el-has-bee n-u pdated-
to.html https://c rbuq.com/l 2 I 8168

Ecru

4



I

t,
noJIb3OBaTeJIeM cneuuaJrbHo
co3aaHHofi BpeaoHocHoii Be6-
crpaHfiubr. yq:nfiMocru
obyc,ronnena ourlrbKofi
nCtlOJIb3OBaHUq nogr.te
ocBooox,leHufl s roMnoHe]rre ApI
Qafi,roeoii cucreMbt e Google
Chrome.

2 aarycra
2021 r.

https://www.cybersecu ri ty-
help.czlvdb/SB202 l 08021 I
https://crbug.co ml 1221 7 77

h ttps ://c rb ug.co ml | 229298
https://crbug.co m/ 1209 469
h ttps://ch romereleases.googleblog,com/2021 I 0
8/the-stable-chan nel-has-been-updated-
to.html h ffps://crbug.com/l2l g46g
https://www,cybersecu rify-
help.czlvdb/S8202 108021 I
h ttps://crbug.co ml 1227 7 7 7

Ecrr
19. BsrnolHeHue

npou3BoJtbHono
KoAa u Google
Chrome

MITRE: CVE-
202r-30592

3rcn,nyarauna ys3BuMocrll
no3BoJrfleT yaafleHHoMy
3JIOyM r,ltxneHHr.iKy Bbr[oJtHrfTr,
nponsoolr.urrfi KoA B ueleBofi
cucTeMe nocpeacTBoM oTKpbtTlrrl
noJtb3oBaTeJteM C[eu[|aJ|bHo
co3aaHHo[ BpeAoHocHoft Be6-
crpauuubr. Vsgguuocrs
o6tcroBneHa ourr.r6noii r paHuu
naMqru rpH o6pa6orrce FITML-
aaHH6rx B rpynnax BKIIa.lroK.

20. Brrno,rHeHue
n pou3Bo"lbHoro
Koaa e Google
Chrome

MITRE: CVE-
2021-30s94

9rcn.nyaraqun yn3BnMocrrl
no3Bo,lfleT yaaJreHHoMy
3JlOyMblurJ'IeHH uKy Bbt noJ,tH HTb
npou3Bo,TbHr,ril KoA n ue,reeoir
cilcTeMe nocpeacTBoM OTKpr,rT[g
noJrb30BaTeJteM cneuHaJrbHo
co3AaHHoR epeAoHocuofi ae6-
crpaHlluht, Vq3s[Drocts
o6ycroB"leHa oruu6roii
UCnOJlb3OBaHl|fl n61r.te
OCgo6oxAeuttg B KoMrroHeHTe
norb3oBaTeJlbcKono uurepQeiica
<I{HQopuauun o crpanrue) B

Gooqle Chrome,

2 aorycra
2021 r.

https ://crtrug.co m/ 1229298
h ttps ://c r b u g,co m I | 209 469
https://ch romereleases.googleblog.com /2021 /0
8/the-sta ble-c ha n nel-has-been-u pdated-
to,html https://crbug.co m/121846g
h ttps://www.cybersecu rity-
help.czlvdb/SB202t 08021 I
h ttps ://c r b u g.co m / | 227 1 7 7
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