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«HpopmMuUpoBaHHE KIHEHTOB CHCTEMbI
AUCTAHIHOHHOr0 6AHKOBCKOI'0
o0cnyxuBanus «iBank2» o mepax
3amuTHhI 32 pepanb 2022 r.»

B cB3M ¢ HEOOXOJAUMOCTBIO CHIDKEHHUSI PACKOB BO3JEHCTBUS BPETOHOCHOTO KOJa, PUCKOB
UCIIONIb30BaHMs YA3BUMOCTEH MPOrpaMMHOTO OOECIEUYECHUsS K IIOBBIIICHUS YPOBHS 3allUTHI
uHpOpMAIMH TIPH paboTe ¢ CHCTEMON AUCTaHIHOHHOIO 6aHKOBCKOro oOcmykuBaHus «iBank2y
(UuTepHeT-6aHKOM) ciryx6a uHpOpMaIMOHHON 0€e30I1acHOCTH PHKO
«[TPOMCBSI3BBUHBECT» (O0OO) pekoMeHOyeT it-cempaiWcTaM HaIIUX — KJIHEHTOB
(opraEW3anuii ¥ WHIMBHIy&IbHBIX IMpeANpHHHUMATENled) NpPHMEHATh B CBOeH pabote
peKOMeHaI|My Mo 3amuTe HHOpManuy, ykasanuele B Ilpunoxenun 1 x gannomy mucemy. B
CIydae BO3HMKHOBEHHS BOIIPOCOB IIO NMPUMEHEHMIO peKOMEHJanui npocuM Bac mo3BoHHTH B
ci1yx0y uHpopMaImOHHO# Oe30macHOCTH 110 HoMepam 8 (8722) 67-72-75, 8(8722) 62-16-94.
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/@MaHOB K.A.

/
Ipeacenatens Ipapienn



«iBank2»,

Ipunoxenne Ne 1

K HH(GOPMALIHOHHOMY MHCbMY
«npopmupoBaHHe KJIHEHTOB CHCTEMbI
AUCTAHIHMOHHOI0 6aHKOBCKOI0
o6cnyxkuBaHus «iBank2» o mepax
3awuThI 32 iHBapb 2022 r.»

Ha KOMITBIOTEpE, C HCTIOJB30BAHIEM KOTOPOTo OCyIecTBiseTcs padora B cucreme JIbO

He peKoMeHjyeTcs YCTaHABIMBATh IIPOrPaMMHOE

obecmeyeHue,

HUMCECIOIIICC

YA3BUMOCTH C KPHTHYHBIM YPOBHEM OIIACHOCTH. K Takomy mporpaMMHOMY OGECIIEYEHHIO
OTHOCHTCSI IPOTPAMMHOE 00ecIeueHH e, yKa3aHHOE B TaOJIHIE HIDKE.

Ne | HaumenoBaHue Upentupn | Onucanue ya3BHMOCTH Jdarta CcblIKa HA HCTOYHHMKH Hanunu
ySI3BHMOFO KaTop BbLIsIBJIEHHS ue
nporpaMMHOro yS3BUMOCT 00HOB
QOoecneuyenus el JeHuii

1. BbInoJiHeHHe MITRE: IKenayaTauus yasBumoctu | 8 ¢espans | https:/www.cybersecurity- Ectb
NpOU3BOJILHOIO CVE-2022- | mo3BoJseT yaajesHomy | 2022 r. help.cz/vdb/SB2022020849
koaa B Microsoft | 21988 3/I0YMBIILIEHHUKY BBINOJHUThH http://portal.msrc.microsoft.com/en-

Office Visio NpoM3BOJLHBIH  KOA B LeJeBoi US/security-guidance/advisory/CVE-2022-
cucTeMe  MOCPeACTBOM  OTNPAaBKH 21988
CeUHATBLHO ¢OpMHPOBAHHOIO
3anpoca. Ys3BHMOCTb 00YC/IOB/ICHA
HEKOPPEKTHOH NpOBEPKOil BXOAHBIX
JAHHBIX.
2. Muoxectsennbie | MITRE: DKCmIyaTauus ya3BHMOCTH | 8 despans https://www.cybersecurity- EcTh
| yaseumoct B | CVE-2022- | mo3BoJseT nokajabHomy | 2022r. help.cz/vdb/SB2022020837
| Mozilla Firefox u | 22753 ayTeHTH(PUUHMPOBAHHOMY http://www.mozilla.org/en-
Firefox ESR 3JI0yMBIIIJIEHHHKY TOBBICHTH CBOH US/security/advisories/mfsa2022-05/
NpUBHJIETHH B LeJIEBOil  cHCTeme. http://www.mozilla.org/en-
YSA3BUMOCTH o0ycsioB/IeHA US/security/advisories/mfsa2022-04/
COCTOSIHMEM TOHKH B cayx0e
00HOBJICHHS.

3. MuozxectBennbie | MITRE: DKeniayaTauus yazgumoctH | 8 despans https://www.cybersecurity- Ectb
yassumoctn B | CVE-2022- | mo3BonsieT yaajenHomy | 2022 r. help.cz/vdb/SB2022020849
Mozilla Firefox u | 22754 3a0ymbimaennuky nomyuuts HCJI k http://portal.msrc.microsoft.com/en-

Firefox ESR HeJeBOil  cucTeMe  MOCPEACTBOM US/security-guidance/advisory/CVE-2022-
YCTAaHOBKH noJib30BaTeeM 21988
onpee/IeHHOr0 THIA PACHIHPEHHUS
Gpaysepa. Ys3BUMOCTL 00yCJI0B/IeHA
HEKOPPEKTHLIMH  OTPAaHHYCHHAMH
6e30MaCHOCTH.

4. Muoxectsennbie | MITRE: IKCMIyaTalus ya3BumMocTH | 8 despans http://helpx.adobe.com/security/products/illus | Ectb
yassumocty B | CVE-2022- | nmo3poaser yaasensomy | 2022 r. trator/apsb22-07.html
Adobe Illustrator | 23186 3JI0yMBIILIEHHUKY BBINOJHHTh https://www.cybersecurity-

CC ’ NpOM3BOJbHBI KOX B  leJeBoii help.cz/vdb/SB2022020848
cHCTeMe MOCPeACTBOM  OTKPBITHS
noJib30BaTeeM crenuaabHo
CO3aHHOTO BpeJoHoHoro aiina.
Vs3BuMocTb 00yC/10BJIeHA OLIMOKOI
rpaHul NaMATH.

5. BbinoJjiHeHHE MITRE: IKenayaTauus ys3BumocTu | 8 Gespans | https:/www.cybersecurity- Ectb
MPOM3BOJILHOTO CVE-2022- | nosBojsieT yaanenHomy | 2022 r. help.cz/vdb/SB2022020842
koma B Adobe | 23203 3JIOYMBIILTEHHHKY BBINOJIHHTH http://helpx.adobe.com/security/products/phot
Photoshop NpoU3BOJbLHBIA  KOA B  LeJeBoil oshop/apsb22-08.html

cHCTeMe IOCPeICTBOM  OTKPBITHS
no/bL30BaTeeM CreuHaIbHO
CO3JAHHOTO BpeJOHOCHOTO (aiina.
Ys3BUMOCTh 00YC/I0BJIeHA OLIHMOKOM
rpaHul NaMsITH.

6. Muozxkecrenubie | MITRE: DKenayaTauus ya3BUMOCTH | 28 sHBaps http://www.foxitsoftware.com/support/securit | EcTb
yasgumoctn B | CVE-2021- | mo3Bosser yaajgeuHomy | 2022 r. y-bulletins.html  https://www.cybersecurity-
Foxit PDF | 44708 3JI0yMBILLIEHHHKY BBINOJIHHTH help.cz/vdb/SB2022012806
Reader u Editor | CVE-2021- | npousBoibHblii Ko1 B  HeJeBoil
st Windows 44709 cHcTeMe IOCPeICTBOM  OTKPBLITHS

no/ib30BaTe/IeM CrienHaabLHO
CO31aHHOTO PDF-gaiina.
Vs3BHMOCTL 00yC/I0BJIeHa OIHUGKOI
rpaHHuL NamMsaTH.




CO3JAHHOTO BpEAOHOCHOrO daiina.
Ysa3BumocTs o0ycJioBiiena
HEKOPPEKTHOH NpoBepKoil BXOAHBIX
JaHHBIX.

0467 http://portal.msre.microsoft.com/en-
US/security-guidance/advisory/CVE-ZOZZ-
0462 http://portal.msre.microsoft.com/en-
US/security-guidance/advisory/CVE-2022-
0457 http://portal.msrc.microsoft.com/en-
US/security-guidance/advisory/CVE-2022-
0459 http://crbug.com/1287962
http://chromereleases.googleblog.com/2022/02/
stable-channel-update-for-desktop.html
http://portal.msrc.microsoft.com/en-
US/security-guidance/advisory/CVE-2022-
0453 http://portal.msrc.microsoft.com/en-
US/security-guidance/advisory/CVE-ZOZZ-
0454 http://portal.msrc.microsoft.com/en-

7 Mhuo:xectBennsie | MITRE: IKcnIyaTauus ya3BUMoOCTH | 28 sHBaps http://www.foxitsofﬂvare.com/suppo;t/securit Ectb
yassumoctH B | CVE-2018- | mossoasier yaanenHomy | 2022 r. y-bulletins.html https://www.cyberf'security-
Foxit PDF | 1285 3JIOYMBIILICHHHKY BbINOJIHUTE help.cz/vdb/SB2022012806
Reader u Editor NPOH3BOJILHBIH  KOA B  weseBoii
s Windows CHCTeMe. YA3BHMOCTh 0Gyc/I0BJIeH

HEKOPPEKTHOH NMpOBepPKOH BXOXHBIX
JaHHBIX.

8. MmuozkecTBennbie | MITRE: IKeniyaTanus ya3BumocTH | 28 sauBaps http://www.foxitsoftware.com/support/securit Ectb
ysazBumoctH B | CVE-2021- | mosBossier yAaanendomy | 2022r. y-bulletins.html https://www.cybersecurity-
Foxit PDF | 40420 3JI0YMBbIULIEHHUKY BBINOJIHUTh help.cz/vdb/SB2022012806
Reader u Editor NPOH3BOJIbHBLIA KO B  1LeJeBoii
ans Windows CHCTEME MOCPEACTBOM  OTKPBLITHA :

NobL30BaTe1IeEM CNeNHANBHO & _
CO3XaHHOrO PDF-daiina. w5
Ys3BuMocTs 00ycsioBaena omuoKoii

HCIMOJIb30BAHUS nocje

0CBOOOKIEHHUS.

9. MmuosxectBennbie | MITRE: IKenayaTauus ya3BuMocTH | 28 sauBaps http://www.foxitsoftware.com/support/securit Ectn
yassumoctH B | CVE-2022- | mo3Boaser yaaneHHomy | 2022 . y-bulletins.html https://www.cybersecurity-
Foxit PDF | 22150 3JI0YMBILLICHHUKY BbINOJIHUTH help.cz/vdb/SB2022012806
Reader u Editor NPOU3BO/IBLHBLIA  KOX B  HeJeBoil
a1 Windows CHCTEME  MOCPeJCTBOM  OTKpPLITHS

No/Ib30BaTeIeM CrenHanbHO
CO3aHHOTO PDF-gaiina.
YazBumocTh 06ycIoBIeHa OMIMGKO
TPaHUI NAMSITH.

10. | Boimosinenue MITRE: IKenayaTanus yassumoctu | 30 suBaps https://www.cybersecurity- Ectp
NPOU3BOJILHOTO CVE-2022- | no3Boaser yaajensHomy | 2022r. help.cz/vdb/SB2022012807
Koa B | 23967 3JIOYMBIULICHHUKY BBINOJHUTE http://www.tightvnc.com/licensing-server-
TightYNC NpOM3BO/ILHBIAL  KOA B  leJeBoii x11.php

CHCTEME  MOCPEACTBOM  OTNPABKH http://github.com/MaherAzzouzi/CVE-2022-
crenHaiIbHO copMHupOBaHHBIX 23967
AAHHBIX. YA3BUMOCTH 006yc/I0B/IeHA

| OWHOKOH  rpanun  namatH  npu

[ 00paboTKe JaHHBIX B dbyHkunu

L InitialiseRFBConnection.

11. | MHuoxecrBenunie | MITRE: IKenIyaTauus ysa3BumoctH | 1 ¢espans https://www.cybersecurity- Ecte
YS3BHMOCTH CVE-2022- | no3Boasier yaanennomy | 2022r. help.cz/vdb/SB2022020404
Microsoft Edge | 0459 3JI0YMBILILIEHHUKY BBINOJIHUTE http://portal.msrc.microsoft.com/en-
(Chromium- CVE-2022- | npousBoibHLI Kog B  He/IeBoii US/security-guidance/advisory/CVE-2022-
based) 0452 CHCTEME MOCPEACTBOM  OTKPBITHS 0452 http://portal.msre.microsoft.com/en-

CVE-2022- | nonb3oBartenem cneuHaIbLHO US/security-guidance/advisory/CVE-ZOZZ-

0453 CO31aHHOIA BPeJOHOCHOI BeG- 0467 http://portal.msre.microsoft.com/en-

CVE-2022- | cTpaHHIbI. YsasBumocrs US/security-guidance/advisory/CVE-ZOZZ-

0456 o0ycs10B/1€HA oHoKoii 0462 http://portal.msrc.microsoft.com/en-

CVE-2022- | ucnoan3oBanus nocJe US/security-guidance/advisory/CVE-2022-

0458 0CBOOOKIEHHS. 0457 http://portal.msre.microsoft.com/en-
US/security-guidance/advisory/CVE-2022-
0459 http://crbug.com/1287962
http://chromereleases.googlebl0g.com/2022/02/
stable-channel-update-for-desktop.html
http://portal.msrc.microsoft.com/en-
US/security-guidance/advisory/CVE-ZOZZ-
0453 http://portal.msrc.microsoft.com/en-

» US/security-guidance/advisory/CVE-2022-

0454 http://portal.msrc.microsoft.com/en-
US/security-guidance/advisory/CVE-2022-
0456

12. | MuoxecrBennsie | MITRE: IKemiyaTauus yasBumocta | 1 cespans https://www.cybersecurity- Ecth
YA3BHMOCTH CVE-2022- | no3Bo.sier yaanenHomy | 2022r. help.cz/vdb/SB2022020404
Microsoft Edge | 23263 3JI0YMBIULTEHHUKY BBINOJIHUTH http://portal.msre.microsoft.com/en-
(Chromium- s OpPOU3BOILHBIA  KOX B  me/eBoil US/security-guidance/advisory/CVE-2022-
based) CHCTEME MOCPEJCTBOM  OTKPBLITHS 0452 http://portal.msre.microsoft.com/en-

M0JIL30BaTe/ieM CneuHaabHO US/security-guidance/advisory/CVE-Z()ZZ-




US/security-guidance/advisory/CVE-2022-
0456 :

13. | MHuoxecrBenunie | MITRE: DKenayaTanusa yasBumocT | 1 despans | https://www.cybersecurity- Ectb
ySI3BUMOCTH CVE-2022- | no3BoasieT yaaneHHomy | 2022 r. help.cz/vdb/SB2022020404
Microsoft Edge | 0462 3J10yMBILULIEHHHUKY BBINOJHUTH http://portal.msrc.microsoft.com/en-
(Chromium- NpPOU3BOJbLHBLIA KOA B  LeJeBoil US/security-guidance/advisory/CVE-2022-
based) CHCTEME IOCPEACTBOM  OTKPBITHS 0452 http://portal.msrc.microsoft.com/en-

10JIb30BaTe/1eM cneuuanbHo US/security-guidance/advisory/CVE-2022-

CO3JAHHOTO BpEJOHOCHOro (aiina. 0467 http://portal.msrec.microsoft.com/en-

YA3BUMQCTH 00ycsi0BlIeHA US/security-guidance/advisory/CVl*‘Zh-ZOZZ-

HEKOPPeKTHO!H MpOBepKOil BXOTHBIX 0462 http://portal.msrc.microsdft.'gqm/en-

JAHHBIX. US/security-guidance/advisory/CVE-2022-
0457 http://portal.msrc.microsoft.com/en-
US/security-guidance/advisory/CVE-2022-
0459 http://crbug.com/1287962
http://chromereleases.googleblog.com/2022/02/
stable-channel-update-for-desktop.html
http://portal.msrc.microsoft.com/en-
US/security-guidance/advisory/CVE-2022-
0453 http://portal.msre.microsoft.com/en-
US/security-guidance/advisory/CVE-2022-
0454 http://portal.msrc.microsoft.com/en-
US/security-guidance/advisory/CVE-2022-
0456

14. | MHuoxecrBennbie | MITRE: IKCMJIyaTauus yasBumoctu | 1 despans | https://www.cybersecurity- Ecth
YA3BHMOCTH CVE-2022- | no3BoJisieT yaajgeHHomy | 2022 r. help.cz/vdb/SB2022020404
Microsoft Edge | 0462 3J10yMblIeHHUKY noayuuts HCH k http://portal.msrc.microsoft.com/en-
(Chromium- CVE-2022- | naHHBIM B ueJeBOHl  cHcTeMe US/security-guidance/advisory/CVE-2022-
based) 0466 NnocpecTBOM OTKPBITHS 0452 http://portal.msrc.microsoft.com/en-

CVE-2022- | moan3oBaTejieM cneuHaabHO US/security-guidance/advisory/CVE-2022-
0467 co3AaHHOil BpeIOHOCHOI BeO- 0467 http://portal.msrc.microsoft.com/en-
CTPAHHIIBI. Ys3BumocTh US/security-guidance/advisory/CVE-2022-
o6ycJ10BJIeHA HEKOpPPEeKTHO# 0462 http://portal.msrc.microsoft.com/en-
peanusauueii Scroll. US/security-guidance/advisory/CVE-2022-
0457 http://portal.msrc.microsoft.com/en-
US/security-guidance/advisory/CVE-2022-
0459 http://crbug.com/1287962
http://chromereleases.googleblog.com/2022/02/
stable-channel-update-for-desktop.html
http://portal.msrc.microsoft.com/en-
US/security-guidance/advisory/CVE-2022-
0453 http://portal.msrc.microsoft.com/en-
US/security-guidance/advisory/CVE-2022-
0454 http://portal.msrec.microsoft.com/en-
US/security-guidance/advisory/CVE-2022-
0456

15. | BoinosiHeHue MITRE: JkemayaTayus yasumoctu | 10 despans | http://support.apple.com/en-us/HT213091 Ectb
NpOU3BOILHOTO CVE-2022- | no3BoJsieT yaajgenHomy | 2022 r. https://www.cybersecurity-
koga B Apple | 22620 3JI0yMBILJICHHUKY BBINOJHUTH help.cz/vdb/SB2022021014
Safari NpPOU3BOJILHBIAE  KOX B  HeJIeBOii

cHCTeMe TOCPeACTBOM  OTKPBITHS
N0JIb30BaTeIeM cnennansHo
CO3AaHHOMH BpEeIOHOCHOM BeO-
CTPaHHLBI. Ysa3BUMoCTh
o0ycJi0BIeHA omuOKOH
HCMOJIBb30BaHHS nocJje
0CcBOOOMKICHHS.

16. | MuoxecrBenunie | MITRE: IKemIyaTaums yassumoctn | 23 despans | http://support.zabbix.com/browse/ZBX-20350 | Ectb
ys3sumoctd B | CVE-2022- | nosBoasier nokanbHoMy | 2022 . http://lists.fedoraproject.org/archives/list/pack
Zabbix 23132 ayTeHTH(GHLHPOBAHHOMY age-

3/JI0yMBILIVIEHHHKY TOBBICHTL CBOM announce@lists.fedoraproject.org/message/6S

NpUBHJIETHH B 1leJeBOli cucreme. ZYHXINBKCY42ITFSNCYE7KCSF33VRA/

Ysa3BuMoCTh 00ycJI0BJIeHA http://support.zabbix.com/browse/ZBX-20341

HEKOPPEKTHBIMH  OTPAHHYeHHSIMH https://www.cybersecurity-

0e30MacHOCTH. help.cz/vdb/SB2022022306
http://lists.fedoraproject.org/archives/list/pack
age-
announce@lists.fedoraproject.org/message/V
B6WS556GVXOKUYTASTDGL3AI7S3SJHX7
/

17. | MHo:xecrBennbie | MITRE: IKenayaTanus ys3Bumoctn | 23 deBpans | http:/support.zabbix.com/browse/ZBX-20350 | Ectb
YSI3BHMOCTH B | CVE-2022- | no3BosasieT ' yaajaeHdHomy | 2022 r. http://lists.fedoraproject.org/archives/list/pack
Zabbix 23131 30ymbluieHHHKY noayunts HCJL k age-

HeJieBoii  cucreme.  YA3BHMOCTh announce@lists.fedoraproject.org/message/6S
00ycJI0BJIeHA HEKOPPEKTHOM ZYHXINBKCY42ITFSNCYE7KCSF33VRA/

paboToii mpouecca ayTeHTHPHKALMH.

http://support.zabbix.com/browse/ZBX-20341




https://www.cybersecurity-
help.cz/vdb/SB2022022306 ¥y
http://lists.fedoraproject.org/archives/list/pack
age-
announce@lists.fedoraproject.org/message/V
B6W556GVXOKUYTASTDGL3AI7S3SJHX7
/

18. | MuoxecrBennsie | MITRE: JKenJIyaTauus yasBumocTu | 14 ¢espans | https://www.cybersecurity- Ectp
YSA3BUMOCTH B | CVE-2022- | no3Boasier yaaiaeHHomy | 2022 r. help.cz/vdb/SB2022021430
Google Chrome 0603 CVE- | 3/10yMBbILIEHHUKY BBINOJHHTH http://chromereleases.googleblog.com/2022/02/
2022-0605 NPOU3BOJILHBIA  KOA B  LeJeBoil stable-channel-update-for-desktop_14.html
CVE-2022- | cucreMe MOCPeACTBOM  OTKpPbITHS http://crbug.com/1273397
0606 CVE- | moab3oBaresiem cnequanbLHO http://crbug.com/1286940 i
2022-0607 CO3XAHHOH BPe1OHOCHO# BeoO- http://crbug.com/1285449 Y
CVE-2022- | cTpaHuubl. Ysa3Bumoctn http://crbug.com/1296150
0609 00yc/0BJIeHa omuOKoi http://erbug.com/1270333
HCNO1b30BaHUS nocJie http://crbug.com/1290008
0CBOGOKICHHS. http://crbug.com/1288020
http://crbug.com/1250655
19. | Muoxecrsennsie | MITRE: DKCMmIyaTauus ys3BumocTH | 14 despans | https://www.cybersecurity- Ectp
yaseumoctH B | CVE-2022- | mo3Bossier yaanenHomy | 2022 r. help.cz/vdb/SB2022021430
Google Chrome 0604 3/10YMBIILIEHHUKY BbINOJIHUTH http://chromereleases.googleblog.com/2022/02/
NpOU3BO/IBLHBIA KOX B  ILeJeBoil stable-channel-update-for-desktop_14.html
CHCTeMEe IOCPeACTBOM  OTKPLITHS http://crbug.com/1273397
10JIb30BaTe/IeM crneuuaIbLHO http://crbug.com/1286940
CO3AaHHOI BpeOHOCHOI Beb- http://crbug.com/1285449
CTPaHHIUBbI. Ysa3BumocTb http://crbug.com/1296150
o0yciaoBaeHa  owWHMOKON  rpaHul http://crbug.com/1270333
naMsTH. http://crbug.com/1290008
http://crbug.com/1288020
http://crbug.com/1250655
20. | MuoxecrBennble | MITRE: IKcnayaTauust yasBumocTu | 14 despans | https://www.cybersecurity- Ectb
YA3BHMOCTH B | CVE-2022- | no3Boasier yaaneHHomy | 2022 r. help.cz/vdb/SB2022021430
Google Chrome 0608 3/10yMBILLTEHHUKY BBINOJIHUTH http://chromereleases.googleblog.com/2022/02/
NpOM3BOJILHBLIA KOA B  LeJIeBOii stable-channel-update-for-desktop_14.html
CHCTeMEe MOCPeACTBOM  OTKPBITHSI http://crbug.com/1273397
10J1b30BaTeIeM crnenHanbLHO http://crbug.com/1286940
CO31aHHOii BPeJOHOCHOIi Be0- http://crbug.com/1285449
CTPAHHLIBI. Ysa3BuMocTh http://crbug.com/1296150
00ycJI0B/IeHA LeJTOYHCJIEHHBIM http://crbug.com/1270333
nepenoIHeHHeM. http://crbug.com/1290008
http://crbug.com/1288020
http://crbug.com/1250655
21. | MuoxecrBenusie | MITRE: JKemayaTauus yassumoctu | 11 despans | https://www.cybersecurity- Ectb
YHA3BUMOCTH B | CVE-2022- | no3Bogasier JoKaabHOMYy | 2022 r. help.cz/vdb/SB2022021114
Mozilla 22753 AYTeHTH()ULHPOBAHHOMY http://www.mozilla.org/en-
Thunderbird 3JI0yMBILLIEHHHKY TOBBICUTH CBOU US/security/advisories/mfsa2022-06/
NPHBHJIETHH B UeJIEBOil cHcTeMe.
Ya3BHMOCTB 00ycJji0B/IeHA
COCTOSIHMEM TOHKH B cJayxk0e
00HOBJIEHHS,
22. | MuoxecTBennble | MITRE: JkcnayaTauus yasBumoctu | 11 despans | https://www.cybersecurity- Ecth
YA3BUMOCTH B | CVE-2022- | mo3Boasier yaajgeHHomy | 2022 r. help.cz/vdb/SB2022021114
Mozilla 22754 3J10yMbILILIEHHUKY moayuuts HCJH k http://www.mozilla.org/en-
Thunderbird uejieBOii  cucreMe  MOGPEACTBOM US/security/advisories/mfsa2022-06/
YCTAHOBKH nosib30BaTeaemM
ONpefeIeHHOr0 THNA PACIIMPEHUS.
Ysa3BuMoCTh 00yc/10B/IeHA
HEKOPPEKTHBIMH  OrpaHHYEHUAMH
0e30MacHOCTH.
23. | MuoxecrBennsie | MITRE: DKenayaTanus yassumoctu | 11 despans | https://www.cybersecurity- Ecth
YA3BHMOCTH B | CVE-2022- | no3Boasier yaajaeHdHomy | 2022 r. help.cz/vdb/SB2022021114
Mozilla 22756 3710yMBILLTIEHHUKY BBINOJIHUTH http://www.mozilla.org/en-
Thunderbird NpOU3BO/IbLHBIE  KOX B  1e/IeBoil US/security/advisories/mfsa2022-06/
CHCTeMEe  MOCPEACTBOM  MepeHoca
NnoJb30BaTeeM Ha pabouuii CcTOJ
cneuHanbLHO CO3AaHHOTO
BPEAOHOCHOTO u300pazkeHus.
Ysa3BuMoCTh o0ycJ10BJIeHA
HEeKOPPeKTHOIH HACHTHOHKALMU
(daiinoB  Bo  Bpems  omepauuu
nepeTacKHBaHMus.
24. | MHoxecrBenubie | MITRE: DkenayaTagus yassumoctu | 11 despans | https://www.cybersecurity- Ectb
YA3BHMOCTH B | CVE-2022- | mo3Bosser yaajsieHHomy | 2022 r. help.cz/vdb/SB2022021114
Mozilla 22764 3710yMBILJIEHHUKY BBINOJIHHTh http://www.mozilla.org/en-
Thunderbird NPOM3BOJIbHBLINE KO B  leJIeBOii US/security/advisories/mfsa2022-06/
CHCTEME MOCPEACTBOM  OTKPBITHS
N0J1b30BaTe1eEM CrelHaIbHO




CO31aHHOH BPEI0HOCHOH Be0-
CTpaHHLBIL. Ys3BUMOCTH %
ofycioBjieHa  OWIMOKOH  rpaHUL '
namsTH.
MuozkectBennblie | MITRE: DKCmIyaTaums yassuMocTH | 16 deppans https://www.cybersecurity- Ectb
ympumocth B | CVE-2022- | mo3BoJjsier yaajennomy | 2022 r. help.cz/vdb/SB2022021622
Microsoft Edge 0603 CVE- | 3/10yMBbILUJIEHHHKY BBINOJHHUTD http://portal.msrc.microsoft.com/en-
2022-0605 NpOU3BOJbHBI  KOA B LeeBoii US/security-guidance/advisory/CVE-2022-
CVE-2022- | cucTeMe TMOCPEACTBOM OTKPbITHS 0610
0606 CVE- | noan3oBartenem crnenuaabHo http://chromereleases.googleblog.com/2022/02/
2022-0607 CO3/1aHHOI BPe1OHOCHOIA BeO- stable-channel-update-for-desktop_14.html
CVE-2022- | cTpaHHUbI. Ysa3sumocTb http://crbug.com/1290008
0609 obycioBiena ournoKoii http://crbug.com/1285449
HCNO0JIb30BAHHS nocJje http://portal.msrc.microsoft.com]eh_—(
0cBOGOKAEHHUSA. US/security-guidance/advisory/CVE.-2022-

0603 http://crbug.com/1273397




