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o, «MHpopMHPOBAHME KIHEHTOB CHCTEMBI
AHCTAHIHOHHOTO DAHKOBCKOIO

obcayxuBanus «iBank2» o mepax

3aIMThI 32 HOSAOPL 2022 r.»

B cpasn ¢ HeOOXOAMMOCTBIO CHUKCHMA PUCKOB BO3HEHCTBUS BPEIOLOCHOIO KOJTa, PUCKOR
HCTTONR30BANNS  YI3BHMOCTEH TIPOTPaMMHOTO O0ECTICUENHsS W IIOBBIEHHA YPOBHSA 3allliThl
unpopmanuy 1pyu padboTe ¢ cucTeMoil THCTAHIINOHHIOrO BAHKOBCKOrO obcnyxxuBarug «iBank2»
(Murepuer-6ankoM) ciayx0a HH(pOPMATTHOHHOH fesonacHoCTH PHKO
« [IPOMCBS3BUHBECT» (OOO) pexkoMeHiyeT it-crenmaliucTaM — HAlMX — KIHCHTOR
(opranuzauui ¥ HMHIMBUIYATBHBIX UpeANpUHUMATCNEH) TpUMeHsSTE B cBoeil  pabore
PEKOMEHJALNH TIO 3alliTe MHpOpMalny, ykasanubie B Lpriokenuu 1 x gammomy mucomy. B
CIy9ae BO3UMKHOBCHHS BOIIPOCOB TTO [IPUMEHEHHUIO PEKOMENANHN 1pocuM Bac mossouuTs B
cyx0y undopmanronsoii GezomacHocty no Homepam 8 (8722) 67-72-75, 8(8722) 62-16-94
H/IH HaIPaBUTh IIMCBMO 110 21EKTPOHHOM ouTe office(@psib.ru .

Bp.n.o. Ilpeacenarens lpasnenus ///Jﬂf’ “€ero Henanos P.O.

MOAIHCL




Mpuaoxenne No 1

K HHOPMALHOHHOMY [THCHMY
«HndgopmnpoBanne KAHEATOR CHETEMEI
AHCTAHUMOHHOTO DAHKOBCKOTO
obcayRuBannsg «iBank2» o mepax
3alNThI 32 HOSOPL 2022 r»

Ha xomIbioTepe, ¢ HCIOTB30BANMEM KOTOPOTO ocymecrsasercs padbora B cucreme J50

«iBank2», He pexkoMeHIyeTcs yCTaHABIMBATEH nporpaMMHoe  olecrieyenye, HMerOIee
YA3BHMOCTH C KPUTHYHBIM YPOBHEM olacHocTH. K TAKOMY IIpOTPAMMHOMY obecredeHHIO
OTHOCHTCH IMPOTPaMMHOe: obecnedyenue, YKazaHHoe B Tabnuie nmxe; k- .
[ Ne | Hauwvenosanne [ Hiaenrtugn | Onuncanne yuzsumoern [ Mara Cenlaka Ha HCTOYHHKEN Hamry |
| YAIBHMOIO | karop BRISBJICHIH He '
11O PAMMHEOTO YHIBHMOCT ofinon
‘ Odeeneuens eii | neHui
I Muoawecrsennnie | MITRE: Drenavaras yuzeumocri | 11 wondpa | http://portal. msre.microsoft.com/en- | Ectn
vaisumoern b | CVE-2022- | noisosmmer yiaacHHoMy | 2022 r | US/security-guidance/advisory/CVE-2022-
; Microsoft Edge 3885 CVE- | 310yMBILIICHIHKY BBIMOHTE 3889 http:/iportal.msre.microsoft.com/en-
2022-3886 NPUH3EOALNLIT K01 B UeleBoii US/security-guidance/advisory/CVE-2022-
‘ CVE-2022- | cHeTeMe  NOCPeacTBoM  OTKPLITIH 3890 htip://portal.msre.microsoft.com/en-
| 3887 CVE- | noasiosarenem CHEUHATLID US/security-guidance/advisory/CVE-2022-
| 20)22-3588 COTAHHOI BPeOHOCHOT Bed- | 3888 http://portal.msre.microsoft.com/ien- |
CTPAHHILL YaiBuUMocTh US/security-guidance/advisory/CVE-2022-
ofycioBacia DIHGROI 3885 http://portal.msre.microsoft.com/en-
HENOJIB30BAI A nocie US/security-guidance/advisory/CVE-2022-
OCBOBORAEH I, 3886 http://portal.msre.microsoft.com/en-
US/security-guidance/advisory/CVE-2022-
| 3887
2. | Muowecrsenunie | MITRE: IKemIyaTalun yazsumocTs | 11 noadpn | httpfportal.msre.microsoft.com/en- Eetn |
yaisnvoern B | CVE-2022- | nosnonser yhajennomy | 20221, US/security-guidanee/advisory/CVE-2022-
Microsoft Edge 3889 HIOYMBILLTCHIRY BBINOIHHTh 3889 http:/iportal.msre.microsoft.comien-
| NPOU3BOALNLIA  KOI B Uelenoii US/security-guidance/advisory/CVE-2022-
CHCTEME  HOCPEICTBOM  OTKPRITHA | 3890 hitp:/portal.msre.microsoft.com/fen-
NOAL3OBATCICM CHEUHATLHO US/security-guidance/advisory/CVE-2(22-
COBTAHH O BPEI0HOCHOH Bef- 3888 http://portal.msre.microsoft.com/en-
CTPAHHULLL YaipumocTs US/security-guidance/advisory/CVE-2022-
00YCA0BAEHA  OWHOKON  CMEIIeHHs 3885 hitp://portal.msre.microsoft.com/en-
THAOR. US/security-guidance/advisory/CVE-2022-
3886 hitp://portal.msre.microsoft,com/en-
US/security-guidancefadvisory/CVE-2022-
| ) _ 3887 )
3. | Muowmecrnennpie | MITRE: DRCNayaTauny yazosumocrn | 11 noaGps | http:/portal.msre.microsoft.com/en- EcTi
VHIBHMOCTH 8 | CVE-2022- | noisoaner viagaesHnoMy | 2022 1, US/security-guidance/advisory/CVE-2022-
Microsoft Edge 3890 1T0¥MBHIICHHIKY BRINOJIHHTE | 3889 http://portal.msre.microsoft.com/en-
NPOHSBUBIENT  Koa B UedeBoii US/security-guidance/advisory/CVE-2022-
CHCTEME  NOCPEICTBOM  OTKPRITHH 3890 http://portal.msre.microsoft.com/en-
DOALIOBATEIEM CHEUHAIBHO US/security-guidance/advisory/CVE-2022-
COIMNAHHOM BPENOHOCHOIT Bef- 3888 http://portal.msre.microsoft.com/en- |
CTPAHIILLL YaieuMmocTs US/security-guidance/advisory/CVE-2022-
obyeaopaena  owmdkoil  rpavnu | 3885 htep://portal. msre.microsoft.com/en-
naMAaTH, » US/security-guidance/advisory/CVE-2022-
| 3886 http://portal. msre.microsoft.com/en- |
US/security-guidance/advisory/CVE-2022-
. ) | 3887
4. HCO s Dell | MITRE: IRenayaTanus yussunoetn | 14 HoaGpa | http:/fwww.dell.com/support/kbdoc/en- Ecre
| Technologies CVE-2022- | nospoasner yaatenomy | 2022 r. us/100199904/dsa-2022-140-dell-technologies-
PowerProtect 24422 HWOYMBIILTeHUUEY noayunts HC k powerprotect-data-domain-security-update-
Data Domain UeIeBol  coeremMe.  YHIRUMOCTL | for-idrac9-yne-console-authentication-
madels: DD3300, 00VCA0BIEHA OmIHGRO npi | vulnerahility
DDo400, ndpadorke 3ANPUCOB HY
I DDGYOODDYH00/ AYTENTH(H KA.
DDYS0H |
= Buinonuenue MITRE: Ixenayaranus ysspusocTi | 15 moudpn | http:isceurity.gentoo.org/glsa/202208-27 EcTo
NPOHIBIILHOTD CVE-2021- | nossonsieT ayrenTnduuuposannomy | 2022 r,
woda & QEMU 3750 NOKATLHOMY IA0YMAIILICHHHKY
GLINOJHHTE MNPOHIBMLIEHBIH KOOI B
| kowrexere npouecea QEMU  ua
xoere.  YaiBumocTs  ofyenosdena
omuOKOH  HeNoOAB30BAHHA oI |
ocBODOwACHNY, |

]



G. MuoxecToennrie | MITRE: Kenayarauusa YsI3BHMOCTH | 1 moafips htrp:/fwww.oracle.com/security- Ecrn
YHIBHMOCTH B | CVE-2022- | nospoasier ayTentuduuuposanvomy | 2022 r. alerts/epujul2022.himl? 1408
‘ Oracle Database | 21510 JIOKATLHOMY JAOYMBHINIEHHHKY
| Server BLUTOTHHTL NPOMIROJILHBIH KO B
ueneroit  cuereme.  YAIBHMOCTH *a
00y CTUBICHA HEROPPERTHOI
| HPUBCPKOI BXOAHBIX JATIHLIX,
[ 7 MuoimeceTnennne | MITRE: IRenavaTanus yszgumoerd | 1 poadps | hetp:/fwww.oracle.com/security- Eern
yaipumocrn B | CVE-2020- | noisoumer yaaaennomy | 2022 r. alerts/cpujul2022.html? 1408
Oracle Database | 35169 IIOYMBILUICHIHKY MAHIIYIUPOBATH
| Server AAHHBIMEH B neaesBoil  cucTeme,
| ¥H3BHMOCTE ofye10riIeH
HCKOPPERTHOH NPOBLPKONT BXOAHBLIX

L i ) JAHHLIX.

8. Muowecrsenusie | MITRE: IRenayaTauNa yiseuMoeTn | 1 noadps http:/fbugs.php.net/bug.php?id=81738 Ecth
YHIBEHMOCTH v | CVE-2022- | nossosisey ayTentuduunposannosy | 2022 r. http:/tbugs. php.net/bug.php?id=§1739
PHP 31630 VIAJICHHTOMY JI0YMBILLTEHHHRY “or

NPOYNTATE NPUH3BOILILIE Pafifin B
| ueneBoii  cHCTEME  MOCPENCTBOM
OTIPARKI CHCHHAIBIO
ChOPMHEPOBANHKIX AAaHkIX,
¥ssBunsocTh 00YCI0BIEH
TPAHHYHBIM YCIOGHEM B (DYHRUHH
imageloadfont().
| 9. Muoweersennnie | MITRE: | Dxenavaraing yaspusocrn |1 nowdps | http://bugs.php.net/bug.php?id=81738 Ecrn
| VABIMOCTH B | CVE-2022- | nozsogasier yiaaesrnomy | 2022 1, http:/‘bugs.php.net/bug.php?id=81739
PHP 37454 3A0YMBIHIICHHURY BhINOJHHTL
OpPOM3BOIBHLIL  KOM B UCACDBOI
CHETEME  MOCPEACTBOM  OTMPABKH
CHEUHAIALHO cthopMHpoBANTILIX
QAHHBIX. YAIBHNMOCTL 00VCTOBIEHA
S UCT0YHCIEHHBIM MCPCOIOTHENHEM.
10, | Muowecreennuie | MITRE; DRCMAYATAIMS yaisumocty | 1 Hosulps http:,";'l:lllzu.vmwure.coma’securit)-_fevc_Z{}gz_ Eere
| ¥HIBUMOCTH s | CVE-2022- | nowsoaser ayrentudmunposanuomy | 2022, 31690 http:/ftanzu.vmware.com/security/cve-
| VMware Spring | 31690 YUAICHHOMY 0V MBILLICHHIRY 2022-31692
Seeurity UOBBICHTBL  CBOM  UPHBINICTHH B
UEICBDil  cHeTeMe  mOCpeacTBOM
MOLIETKH  3AMPOCca  KIHEHTA  HA
CEpEED ABTOPH3ALNM. Ya3BHMOCTL
vlycnosaena HEROPPERTHEIMI
OTpaNH4YEHHsIMI He30MACHOCTH,

I1. | Muomeersennnte | MITRE: DKenayaTauus yszgumoeTn | 1 nondpa | http:/tanzu.vmware.com/security/eve-2022- Eern
yaipumocrn B | CVE-2022- | wossoaser ayrewrnduunposamiomy | 2022 1. 31690  http:/ftanzu.vmware.com/security/cve-
VMware Spring | 31692 YAAIEHHOMY LTOYMBINNIEHHIKY | 2022-31692
Security nonyuutk HCA K uenesoit cucrese.

¥siBHMOCTL ulycaoBIena |
| HEKOPPERTHRIMHI NpaRNIAMHI
L ARTOPH3ALHH.

12. | Mumsecrsendsie | MITRE: | DRemAVaTalng ympiamoern | 1 noadpa | httpr/www.opensslorg/news/seeadvi20221101 Ecre
yaspumocrn B | CVE-2022- | nozpodser yaaaewnomy | 2022 r, .txt
OpenSSL 3602 3I0YMBILLTCHITHERY BBINUIHUTE

NPUN3BOALNLIT  KOX B LCAeBoi

CHCTEME  [IOCPEACTBOM  OTHPABKH

CNENHATBHO chOPMHPUBHHHBIX

AAHHBIX., YA3BUMOCTR 00YCI0BACHA
N OWHGKOH CPAHKI TAMSTH.

13. | Muomeerpenuste | MITRE: rennyaranis yassumocrn | 1 wosbps | httprwww.openssLorg/mews/secadv/20221101 | Ects
YHIRUMOCTH s | CVE-2022- | noisoaser yitsennomy | 20221, txt
OpenSSL 3786 WIOYMBIULICIHIHKY BRIIBATE OTKAZ B

OBCVIKIBAIMN  URTEBOH  CHETEMBI

| HOCPCACTEOM OTHPABKH CHCUHATLIG
CHOPMHEPOBAHHBIX BPEAMHOCHRIX
Janneix. YuspumMocTs 0fyCios/iena
OLHOKOI rPaHHL MAMATH,

14, | MuomeerneHure | MITRE: FRCIayaTanua vaisusmoctn | 9 HosGps http:/ierbug.com/1375059 Ecitn
YAIGHMOCTH B | CVE-2022- | nossoaser yiasgeHaomy | 2022 r. http:/ferbug.com/1372999
Guoogle Chrome 3885 CVE- | anoyMelunieningy BLINOIHHTh http:/ierbug.com/1380063

2022-3886 MPOHIBOALHBIE K01 R nelieBoii http:/ferbug.com/1380083
CVE-2022- | cucreme  MOCDENCTEOM  OTKPBLITHH http://erbug.com/1372695
3887 CVE- | nouasizosatenem CelHATLHY http:/ierbug.com/1377816
2022-3888 | cosnamuoii  ppelomocuoii  Bed-

CTPAHIILLL ¥aipuMocTn

00y ca0BICHA ouIIfRod

HCNOALI0BAHHS noeie |

) ) 0CBOGOHIEH I,

15, | MuokecreenHsie | MITRE: JKCILAYATANNY yaisamocrn | 9 nosdps | httpifierbug.com/1375059 Letn |
yazgumocorn B | CVE-2022- | nossoager yaanensomy | 2022, htip:/ferbug.com/1372999
Google Chrome 3889 3JOYMBILLTEHHHRY BBEITOTHHTE http:/ferbug.com/ 1380063

NPOHIBOABHLIE KOG B dedeBoii http:/ierbug.com/1380083
| CHCTEME  TIOCPeACTBOM  OTKPBITLS http:/erbug.com/1372695

12




‘ MOAL3OBATENEN CICUHATLIO http:/ferbug.com/1377816

| co3IaHHoi BpPe1OHOCHD Beh-
‘ CTPAIIIEL Yassumocth |
ofive/osieHa  owHOKol  cveweHus |

) THNOR. 3

16. | Muomweersennnie | MITRE: IRCIIyaTALNA ysiseumoctn | 9 wonbpa | http:/ferbug.com/1375059 Ecte
yaasuvoeryn B CVE-2022- | nossoaser yaaacnnomy | 2022 r. http:/ferbug.com/1372999 '
Google Chrome 3890 TOYMBEHILTEHHURY BLINOIHHTE http:/ierbug.com/1380063

NPON3BOIBHEIE  Kod1 B nenesoii http://erbug.com/1380083
CHUTCME  TIOCPEACTBOM  OTKPBLITHS http://erbug.com/1372695
NOJIB30BATEIEM CHEUHATBIO http://erbug.com/1377816
CO3AAHHOI BpeAOHOCHOH el |
CTPAHHILBL Ya1BUMOCTh
ofycnosiaena  ommniroil  rpasuun

) TLAMSITH.

17, | Brinoanenne MITRE: JrenayiiTauns yszeumoetn | 8 wonfps | http:/portal.msre.microsoft.com/én- . | Eer
NPONIBOILIIOTG CVE-2022- | nozgoageT JIORAJIRHOMY | 2022 5, US/security-guidance/advisory/CVE-2022- |
roda o Microsoft | 41061 LTOVMBINLIEHHHKY BLINOAHNTL | 41061
Word OPOU3BOUIBHBI KOO B UeJesoi

CHCTEME HOCPEACTBOM mepeladll B
NPHIUKCHHC CIENHAIBHO
| cospannmix BXOAHBIX  JAHHBIX.
¥a3pumMoceTh o0ywioBea
HEROPPCKTHOIH npopepKoll BXOAHKIX |
B MAHHBIX. B

18. | Brmoauncuue MITRE: DrenayvaTauus yasBusoero | 9 gosdpa | hitpi/portal.msre.microsoft.com/en- Fere
NPOIBKILEORD CVE-2022- | nozpoaser moraasnomy | 2022, US/security-guidance/advisory/CVE-2022-
kona s Microsoft | 41107 Y MEIIVICHHIKY BLINOIHHTE 41107
Office NPOHIBOALHEI  KOT B HeIeBoi

| CHCTEME  MOCPEACTBOM  OTKPLITIS
NOIL30BATEIEM CNEUNAIBHO
CHOPMUHPOBAHHOIO BPEIOHOCHOTC
taiima. ¥Yazsumocrs  ofyciobaena
HEKOPPEKTHOI NpoBepkoii BXOAHKIX
_ JAHHBIX. |

19, | Brinoanenue MITRE: JKenayaTanua yssumoctu | 8 woubps | httpr/portal.msre.microsoft.com/en- Lete |
NPONIBNIEHOID CVE-2022- | noisonsier Joransnomy | 2022, US/security-guidancefadvisory/CVE-2022-
koida B Visual | 41119 JTOYMBIITCHITHKY BRITVIHHTE 41119
Studio NPOHIBOALHBIA KO B HEICBOI

CHCTEME  HOCPEACTBOM  OTKPLITHS
NOAL30BATEIACM . clelHAlLHG |
COIMAHHOIY  BpedonocHoro  dQafina.
¥3BUMOCTL 00y CI0BIEHA
! HEROPPERTHON NPOBEPKOIE BXOIHLIX
| OaHibIX.

21 | BrinoJiHenne MITRE: FRCIIYATALNA yaspumocrn | 16 noadpa | http:/fgithub.com/python/epython/issues/9751 Ecrn
NPUIEBOILILOTD CVE-2022- | nosponsieT ayTentuduunposannomy | 2022 r. 4
Koaa B Python 42919 JTOKATLIOMY TOYMBIIIEHHHKY |

BBHIOJIHATE TIPOH3BOABILIT Koa ¢ |

HUBBLILICHULIMI  TPHBWJIETHAMH B
| ueacsoii  cuereme.  YHIBHMOCTB
| ofiycnoriena HECROPPCKTHON
| LHPOBCPKOH BXOIHKIX JAHHBLIX LPH

obpaboTke CePHANIHIUBAHHBIX |

| JAHHKIX,
»




