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«AndopmMHpOBaHHE KIHEHTOB CHCTEMBI
AHCTAHIHOHHOTO OAHKOBCKOI0
obcayxuBanus «iBank2» o mepax
3amuTel 32 Mapt 2021 r.»

B cBs3u ¢ HEOOXOMMMOCTBIO CHHIKEHHS PHCKOB BO3/JEHCTBHS BPEIOHOCHOTO KOJa, PHCKOB
HCIIONB30BAHUSL YSI3BUMOCTEH MPOrpaMMHOIO OOECHeYeHHs W TMOBBINIEHHS YPOBHS 3aIIUTLI
HH(OPMALMK TIPH PaboTe ¢ CHCTEMON IUCTAHIIHOHHOTO GAHKOBCKOTO 00CITykHBaHMs «iBank2y
(MuaTeprer-6aHKOM) cayxba HH(OPMAITHOHHOH 0e30macHOCTH PHKO
«[ TPOMCBA3BMHBECT» (OOO) pexoMenayer it-ciequaimycTaM  HAOIHX — KIHEHTOB
(opramsanuit W HMHIMBHIyalbHLIX IPEINPHHEMATEICH) NpPHMEHATH B cBoelt pabore
PeKOMEHJALKH 110 3aliuTe WHPOpMaluK, yKkasanuble B [Ipunoxennn 1 k mannomy nucemy. B
cllydae BO3HUKHOBEHHS BOIIPOCOB IO IPUMEHEHHMIO PEKOMEHIAIHH IIpOoCcHM Bac Mo3BOHUTH B
ciyx0y nHpOpMalMoHHOH 6e30macHoCTH 1o HoMepam 8 (8722) 67-72-75, 8(8722) 62-16-94.

K.A.A0aypaxmaHoB

Pylcoaomne.iﬁﬂg_..‘. b .. £
8 (8722) 67-72-75



«iBank2»,

IMpunoxenne Ne 1

K HHPOPMALHOHHOMY NHCHLMY
«AHdopmMnpoBaHne KJINEHTOB CHCTEMBI
AUCTAHUHOHHOIO0 GAHKOBCKOIO
obcayxxupannus «iBank2» o mepax

32K ThI 3a MapT 2021 r.»

Ha xommproTepe, ¢ HCIIOIB30BaHHEM KOTOPOTo OCYyIlecTB/seTcs padota B cucteme JBO

HC PCKOMCEHIAYETCA YCTaHaBJIMBAThb

[IPOTPaMMHOE

obecreueHue,

HMEHOIIEe

VA3BUMOCTH C KPUTHYHBIM YPOBHEM oOHacHOCTH. K TakoMy HOporpaMMHOMY OOECIIeYEeHHIO
OTHOCHTCS IPOrpaMMHOe obecrieueHue, yKa3aHHOe B TabITHITe HUXKE.

Ne | HaumenoBanue Haentndurar Onucanne ya3BaUMOCTH HaTa CeblIKa HA HCTOYHHKH Hannyg
YA3BHMOTO op BbIsSIBJICHHSI He
NpoOrpaMMHOro ya3BUMOCTE# obHoB
Obecneuenns JNeHuii

1. Kpurnueckue CVE-2021- SSRF ysspumocts B Exchange, | 3 mapta | https://msrc.microsoft.com/update- Ectn
YSI3BHMOCTH B | 26855 MO3BONAIOIIAS  3J0yMbIILIeHHUKAM | 2021 r. guide/vulnerability/CVE-2021-26855
Microsoft oTnpasafATe cneunanbuele HTTP
Exchange Server 3ampockl AJIsi AYTEHTHOHKALHH Ha

cepsepe

2. Kpurtiueckne CVE-2021- RCE ymBumocte B Exchange, | 3 mapra | https://msrc.microsoft.com/update- Ecrb
YA3BHMOCTH B | 26412 MO3BOAIOIAS  3JoyMbIILIeHHHKY | 2021 r. guide/vulnerability/CVE-2021-26412
Microsoft BBIOJIHHTE NPOH3BO/ILHLI K01 HA
Exchange Server cepBepe Exchange

3. Kputnueckne CVE-2021- RCE ysazpumocts B Exchange, | 3 maprta | https://msrc.microsoft.com/update- EcTb
YA3BHMOCTH B | 27078 MO3BOMAIIOIIASL  3J0yMbInLieHHuKY | 2021 T, guide/vulnerability/CVE-2021-27078
Microsoft BBLINOJIHHTE NPOH3BOJLHBIH KOA HA
Exchange Server cepsepe Exchange

4. Kpurnueckne CVE-2021- ¥a3BumocTe H  elesonacH  off | 3 mapta | https:/msrc.microsoft.com/update- Ectn

| YSI3BUMOCTH B | 26857 aecepuanuzaun u B Exchange, | 2021 r. guide/vulnerability/CVE-2021-26857
Microsoft NO3BOIAIOIIAST BBLINOIHATE HA
Exchange Server cepsepe Exchange kol 0T HMeHH
noan3oBatens SYSTEM

5. Buinosnenne MITRE: CVE- | Dxenayarauus ya3sumoctd | 23 deBpans | https:/www.vmware.com/security/advisories/ | Ecrb
MPOH3BOJALHOIO 2020-21974 no3BoJsier WIOYMBILLIEHHUKY, | 2021 1. VMSA-2021-0002.html
koga B VMware Haxogsiiemycs B CMeKHOH ceTH,

ESXi BLIMOJHHTL TMPOH3BOLHBI KO B
uesIeBoH  CHETEME  MOCPEACTBOM
OTNpaBKn CTEUHANILHO
cOpMHPOBAHHBIX CETEBLIX [MAKETOB
Ha nopr 427, Ys3BUMOCTH
o0ycoB/eHa HEKOPPEeKTHBIM
(GYHKUNMOHHPOBAHHEM  KOMIIOHEHTA
OpenSLP,

6. Hecanxuuonnpo | MITRE: CVE- | Okcnayarauns yassumocTH | 24 despans | https:/www.cybersecurity- Ecte
panublit  moctyn | 2021-1361 no3BoJaseT yaaiaenHomy | 2021 r. help.cz/vdb/SB2021022417
B Cisco NX-0S 3IOyMBILLIEHHHKY nojyauts HCH k https://tools.cisco.com/security/center/content/

uejieBOH  cHCTeMe  [OCpeJcTBOM CiscoSecurityAdvisory/cisco-sa-3000-9000-
OTNPABKH CNeunanbHO fileaction-QtLzDRy2

¢(hOpMHPOBAHHBIX NAKETOB HA MOPT https://bst.cloudapps.cisco.com/bugsearch/bug
9075/tep. Ya3BHMOCTH 00YC/I0BICHA /CSCvw89875

HeKOPPeKTHO koHdurypaunei

cepBHca, MPHBA3IAHHOIO K MNOPTY

9075/tep.

7. Hecanxunonnpo | MITRE: CVE- | Dkeniyatauus yazsumoctu | 24 deBpans | https:/www.cybersecurity- Eetb
BaHublit  goctyn | 2021-1393 no3BoJseT yaajaennomy | 2021 r. help.cz/vdbh/SB2021022416
B Cisco 3A0YMBIIEHHHRY noayunTe HCI k https://tools.cisco.com/security/center/content/
Application ueneBoii  cHCTEME  TOCPEACTBOM CiscoSecurityAdvisory/cisco-sa-case-mvuln-

Services Engine 0TNpaBKH CreuHaIbLHO dYrDPCow
¢(hOPMHPOBAHHBIX CCTEBLIX MAKETOB. https://bst.cloudapps.cisco.com/bugsearch/bug
YS3BUMOCTE o0yc/10B/eHA /CSCvw14124
HeKOPPEKTHBIM NpHMEeHeHHeM
MOJHTHK §e30MACHOCTH K CepBHCAM,
hyHKUHOHHPYIOIWHM B Data
Network.

8. Beinonnenue MITRE: CVE- | Jxenayarauus yaspumocTn | 22 maprta | https:/www.cybersecurity- Eete
NPOH3BO/IBHOTO 2020-27918 MO3BOJIAET yaagennomy | 2021r. help.cz/vdb/SB2021032301
koga B WPE | MITRE: CVE- | 310yMeimieHHUKY BBINOJIHUTH https://webkitgtk.org/security/WSA-2021-

WebKit u | 2020-9947 NPOU3BOJILHBLII KOO B UejeBoii 0002.html
WebKitGTK+ CHCTEME  TOCPEACTBOM  OTKPBITHS




0JIb30BATE/IEM CreuHATBHO
CO30AHHOMH Bed-cTpAHHIBL
VA3BHMOCTL ofyc/oB/IeHA
HekoppekTHOii  00paboTKOH ped-
V KOHTEHTA.

9. BoinoaHeHue MITRE: CVE- | Drenuyatauus ys3BHMOCTH | 24 mapTa https://www.cybersecurity- Ectb
NPOM3BOJILHOTO 2021-1433 03BOJIAET yradensomy | 2021r. help.cz/vdb/SB2021032415
rona B Cisco SD- 3J10YMBITILJIEHHHKY BBINOJIHHTh https://tools.ciscu.com/security/center/contentf
WAN NpOH3BOABHBIH K04 B 1es1eBoii CiscoSecurityAdvisory/cisco-sa-iosxe-

cHCTeMe  MOCpeacTBOM  OTMPaBKH buffover-CqdRWLe

cnenuaJIbHO chopMHPOBAHHBIX https:/Ibst.cloudapps.cisco.com/bugscarch/bug
CeTeBBIX  MAKETOB.  Y#3BHMOCTH /CSCvud2778

ofyc/10B/1eHA HEeKOpPPEKTHOI

oGpafoTkoii  ceTeBOTO Tpadura

npoueccom vDaemon.

10. | Bpinoanenue MITRE: CVE- | DxcnjiyaTauust yaisumocrn | 17 mapra https://www.cybersecurity- Ectb
NpoN3BOJALHOTO 2020-17163 103BOJIsIET yaamensomy | 2021 r. help.cz/vdb/SB2021031701
koga B Visual 3J10YMBILIEHHHKY BBITIOJIHHTE https://portal.msrc.micrusoft.cem/en-
Studio Code NpousBoJbLHBIL  KOA B uejeBof US/security-guidance/advisory/CVE-2020-
Python cucTeMe  MOCpPeacTBOM  OTKPBITHS 17163
Extension N0/ib30BATE/1EM CreLHAIBHO

copMHPOBAHHOTO taiina.
Ya3BUMOCTE 00yc10B/IeHA
HEKOPPEKTHOI NpOBePKOH BXOAHBIX
JAAHHBIX.

11. | Ysasumocrs B | MITRE: CVE- DKCMIyaTALHA yazpumocTu | 17 mapTa https://www.cybersecurity- Eetb
njaargHe Paid | 2021-20678 No3BOJSAET yaanenanomy | 2021r. help.cz/vdb/832021031708
Memberships AYTEHTHHHUHPOBAHHOMY https://jvn.jp/en.’jp/ﬂNDSl91557/index.html
Pro I L] 310YMBIILTEHHHKY MocpescTBOM https://www.paidmembershipspro.com.’pmpru
WordPress O0TNPaBKH CrenHanbLHo -update-2-5-6/

¢opMHPOBAHHOIO SQL-3anpoca
NOMIYy4YHTh HecAHKUHOHHPOBAHHBIT
poceryn K 0aze JaHHBIX WordPress.
VaspumocTh  00yC/I0BjeHA  H3-32
HEKOpPPeKTHOH OHHCTKOMH
NPEAOCTABIIRHHBIX  MOJL30BATEIEM
AAHHBIX.

12. | Boinoanenue MITRE: CVE- | DxcniyaTalns ys3BuMocTH | 9 mapTa https://www.cybersecurity- EcTe
POU3BOJIBLHOI0 2021-21085 No3BOJAET yaanennomy | 2021 r. help.cz/vdb/SB2021031001
koga B Adobe 310YMBIILTEHHHKY BBINOJIHHTH https://helpx.adobe.com.’security/productsfcon
Connect NpOM3BOJIBbHEIE  KOA B ueneBoi nect/apsbh21-19.html

cHCTeMe  MOCpeIcTBOM  OTMPABKH
CrenHaibio ¢(opMHPOBAHHOTO
sanpoca. VazsumocTh 08yciosena
HeKOpPeKTHOI MpoBepKoil BXOLHBLIX
AAHHBIX,

13. | BeinojiHeHune MITRE: CVYE- | Dxenayaramus yasgumoceT | 9 mMapTa https:;’Iwww.cybersecurity- Ectb
[1POH3BOABLHOTO 2021-27053 no3BoJisieT 3noymbiieHHuRy | 2021 T help.cz/vdb/SB2021030940
xona B Microsoft BLITIOJHHTE TNPOH3BOJILHBIA KOX B https://portal.msrc.microsoft.comien-

Excel HeseBoil  cucTeMe  [OCPEACTBOM US/security-guidance/advisory/CVE-2021-
OTKPBLITHH BPEIOHOCHOH CTPAHHLEI 27053
win  spenonocnore  XLSdaiina. https://www.zerndayinitiative.com!advisoriesl
V3BHMOCTH ofycJsioB/IeHA ZDI1-21-332/
HEKOPPEKTHOMH npoBepKoi
cymecTpoBanus  ofpewra  mepel
BLINOIHEHHEM OTepaLuii ¢ HAM NpH
ofpaborke XLS-paiinos.

14. | Bbimoqinenue MITRE: CVE- | DkcruyaTalns yasBHMOCTH | 9 MapTa https://www.cybersecurity- Eetb
NPOH3BOIBLHOTD 2021-27056 No3BONAET 30yMBILLTeHHNKY | 2021 T help.cz/vdb/SB2021030935
woma B Microsoft BLINOJIHHTE NPOH3BO/ILHBI K01 B https://portal.msrc.micmsnft.com/en-
PowerPoint ueseBoif  cHeTeMe  MOCPeACTBOM US/security-guidance/advisory/CVE-2021-

OTKPBITHA BPEIOHOCHON CTPAHHLUBI 27056
HITH BpPeAOHOCHOTO0 taiina

Mpe3eHTAUMH. Y3BUMOCTE

ofyc/i0B/IeHA HEKOPPeKTHOH

npoBepKoii cyLIeCTBOBAHHS obbeKTa

nepel BLUIOJHEHHEM onepaunii ¢

uam  npu  obpaborke  daiinos

npe3eHTaLH.

15. | Vassumocrs B | MITRE: CVE- IKCnAyaTALHA ymspumoern | 17 mapra https://tools.cisco.com/securitylcenter/content/ Ectb
naHe H 2021-1287 103BOJIIET ynanéunomy | 2021 r. CiscoSecurityAdvisory/cisco-sa-rv-132w134dw-
ynpasJeHus AyTeHTHGHIHPOBAHHOMY overflow-Pptt4H2p
MapuwpyTH3aTop JIOYMBILILJIEHHHKY BLIMOJHHTE
o Cisco Small NpoM3BOIBLHBIH K01 HIH BbI3BATH
Business 0TKA3 B OGCTY:KMBAHHH B UeneBoil
RVI32W H cHCTeMe  NOCPeacTBOM  OTMPABKH
RV134W crnennaIbHo chopMHPOBAHHOTO

L BPEe10HOCHOTO HTTP-3anpoca,




VA3BHMOCTH 00YC10B1EHbI
neoppexthoii ofpadoTkoii HTTP-
3anpocos B BeG-NaHeH ynpaBjieHns
yA3BHMOI0 YCTPOIiCTBA,
16. | BoinosHenne MITRE: CVE- | Dxenayarauns yaspumocTn | 13 mapra https://www.cybersecurity- Eete
POH3BOJIBHOIO 2021-21191 N03BOJISAET yaanennomy | 2021r. help.cz/vdb/SB2021031301
kopa B Google 3JI0YMBIILIEHHHKY BBLIMOIHHTL https://chromereleases.googleblog.com/ZOZl.’O
Chrome NpOM3BOJILHBIN KOO B UeNeBoi 3/stable-channel-update-for-desktop_12.html
cHeTeMe  TOCPeICcTBOM  OTKPBLITHSA https://erbug.com/1167357
N0/1b30BATEIEM CreuHaIbLHO
€O31AHHOI BpEAOHOCHOH ped-
CTPAHHUBL. Ys13BUMOCTD
o0yc10B/eHa HEKOPPEKTHBIM
(YHKLUHOHHDPOBAHHEM  KOMTIOHEHTA
WebRTC.
17, | Beinojnenue MITRE: CVE- | Dxecnayartauus yazpuMocTH | 15 mapra https://www.cybersecurity- Eeth
POH3BOJIBLHOTO 2021-21192 Nno3BOJIAET yaamensomy | 2021 r. help.cz/vdb/SB2021031301
kona B Google 3/I0YMBILLTEHHHKY BLIMOJIHHTE https://chrumereleases.goog]eblog.cam/ZOZ1/0
Chrome NpoM3BOJIBHBI  KOA B UeleBoi 3/stable-channel-update-for-desktop_12.html
cHereMe MOCPeACTBOM  OTKPBITHS https://crbug.com/1181387
NoOJIb30BaTE/1EM crelHaaLHo
co31aHHOl BPeIOHOCHOI Beh-
CTPAHHUDL VAa3BHMOCTH
00yC/I0B/ICHA HEKOPPeKTHBIM
onpeleJeHneM TPaHul NAMATH NpH
rpyNOHpoBAHHH BKJIA10K.
18, | Boinmoanenue MITRE: CVE- | Dkenayatauus yassuMoetn | 15 mapra https://www.cybersecurity- Ectb
NpPON3BOJILHOTO 2021-21193 no3BoJisieT yoasennomy | 2021r. help.cz/vdb/SB2021031301
rkopa B Google 3/I0YMBILLTEHHHKY BBINOJIHHTD https://chromere!eases.googleb]og.com/2021/0
Chrome NpoM3BO/ILHBIN  KOX B LeseBoil 3/stable-channel-update-for-desktop_12.html
cucTeMe  MOCPEACTBOM  OTKPBITHH https://crbug.com/1186287
NoJIL30BaTe1EM CreuHanLHo
cO31aHHOKH BPEIOHOCHOH Bel-
CTPAHHLEBL YA3BUMOCTD
0bycs10B€eHA HEKOPPEKTHBIM
GYHKUHOHHPOBAHNEM  KOMIOHEHTA
Blink.




