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«MupopMupoBaHHe KIHEHTOB CHCTEMEI

3 AHCTAHUHOHHOI0 HaHKOBCKOTO
obcayxuBanus «iBank2s o mepax

3alHThI 32 AHBapb 2023 r.»

B cBs13u ¢ HCOOXOAMMOCTBIO CHIDKEHUS PHCKOB BO3ACHCTBUS BPEJOHOCHOTO KO, PHCKOB
MCIIONL30BAHMSA  YA3BUMOCTEH MPOTPaMMHOro OO0eCHedeHHs U IOBBILEHUS YPOBHS 3allHTbI
uH(GOpManuy TpH paboTe ¢ CHCTeMOMN JHCTAHIMOHHOIO GAHKOBCKOTO obcmyxuBauus «iBank2»
(MuTepHET-0anKOM) cyxba undopMaIuoHHO Oe3zomnacHoCTH PHKO
«(ITPOMCBA3BMHBECT» (OOO) pekOMeHAyeT it-CHCIMAIMCTAM  HAIONX  KJIHCHTOR
(opraHusanuii M MHAMBHIYAIBHLIX HPEANpPUHUMATENel) TPHMEHSTE B  CBOCH pabote
PEKOMEHTATMA TI0 3auTe HHMOpMALKK, ykasanHble B [Ipunoxkennn 1 k nannomy mucemy. B
CITy4ae BO3HHKHOBCHHS BOIPOCOB TIO TPHMEHEHHIO PeKOMEHMAIUi npocuM Bac Mo3BouuTs B
c1yx0y WHQopMauuoHHOH GesomacuocT Mo HoMepam 8§ (8722) 67-72-75, 8(8722) 62-16-94
MM HAlPaBHTh TTHCHMO 110 21eKTPOoRHOM moure office@psib.ru .
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Npuaomenue No 1

K HHpopMaunoHnomy MuCcbMy
«Madopmuposanie kienton CHCTeMbi
AHCTAHLIHOHHOIO OAHKOBCKOTO
ofenyxuBauns «iBank2y o Mepax
3ALUIHTEI 32 9HBAPL 2023 .

Ha KOMTIBIOTEPE, C HCIIONB30BAHUEM KOTOPOro ocymecTBisieTes paGora B cucteme JIBO
«iBank2», me PEKOMEHAYETCS YCTAHARIMBATD IIpoTpaMMHOe obecreucnne, mmeromee VI3BUMOCTH ¢
KPUTUYHEIM YPOBHEM oOmacHocTH. K TaKOMy TPOIpaMMHOMY oOeclieYeHUEO OTHOCHTCST MPOTPaMMHOE
obecrneyenue, YKasaHHoOe B TabIuIle HuXKe:

Ne | Haumenoranne

Haewrupn | Onucanne ¥AIBUMOCTH | Hara ‘ Ceblaka va neTounnrn - Hanuy
&

| yassumoro KaTOp d BLIAR/ICHIS s e
N POrPAMMHOTO ¥AIBUMOCT ofinos ‘
OGecucuenns | eif ‘ eHnii
| I. | Mosbimenwe CVE-2023- | JManmas YI3BUMOCTE  YerpanaeTen | 2023-01-10 https://nvd.nist.govivaln/detail/ CVE-2023-

npusHIerni B | 21763 OQHIHATEHLEIM maTyem Belaopa. B 21763 |
Microsoft ‘ CBA3M co CAOKHBIIEiiCH https:ﬂhdu.fslec.ru;’vuIa’2023-0[l245
‘ Exchange Server 0beTaHOBKO u BBLAEHHBIN I |
‘ CAHKUHAMH  OpoTus  Poccuiickoii
‘ Deacpaunn PEROMEHAYeM ‘ |
‘ YCTAHABANBATL ofHuBTeHIA '

NPOTPaMMHOTO 1)GCCHE‘ICI{II$I TOILKO
nocnle OUeHKH Beex CUH_\"!'CTB}'K}LI.[HK

2. UTenue CVE-2023- | Dannaa YHIBUMOCTE  yeTpauserca | 2023-01-10 | https:.f!nvd.nist.gow‘vuInfdet:tila’(i\-"E—ZOZB- Ecrn |
JOKANLHBIX 21761 | obmuBAILIBIM naTYer Bengopa, B 21761 |
thaiinos B CHII3H cn CITOKHBIICIica https:/ibdu.fstee.rufvul/2023-00247 |
Microsoft oficTaHoBROi H BECICHHBIMI
Exchange Server CankuuaMi  nporus  Poccuiickoii

Dejepanun PEROMCHIYEM

‘ YeTaHARIHBATE ofHOBAEHHT
‘ NpoOrpaMMHOTo oﬁt-cne-mnm TONEKO
nocTe oUeHKH Beex CONYTCTBYHIIINX

[ ] pHCKOB.
‘ 3. | Orkas B | CVE-2023 | OTnpanka enenuatkhe | 2023-01-10 http://portal.msre.microsoft.com/en- ‘ Ecrn

odcaywusannn v | 21728 CPOPMIPOBAHHLIX JAHHLIX. Hanuasg US!securily-guidan(-.cmdvisoryﬁC\"E—Z(}l3-
| Windows YAIBHMOCTE . YeTpaHaeres 21728
OpUIATEHBLIM naTyem BEHAOpA. B https:#nvd.nist.gow‘vulnfdctaiI_IC\’E-Z(}?.;B-
‘ CBA3N co CAOENBIIETiCH 21728
‘ ‘ ofeTanosKoii u BBEAEHHBIMH https:/ibdu.fstec,ru/vul/2023-00332
CAHRUMNMH  TipoTHBR  Poccuiickoii
‘ Deaepauun pPexoMeHayem
‘ VCTAMABIHBATH 0GHOBNEHHRA ‘
‘ HPOrpaMMHOTO ofecieYeHns TILKY |
MOCJIE OUCHKH BCEX CONYTCTBYIOMINX ‘
L | ﬂ‘i | PMCKOB. | |
[ 4. Boinoanenie CVE-2023- | Ornpaska cneumansuo coszannoro 2023-01-10 | hltps:x‘.fn\-'d.nisl.govﬁvuln{dcmiIK(JVE-ZDZJ- Eern |
‘ MPOU3BOJILHOTD ‘ 21555 3anpoca. Brinonuenue 21555 ‘
koaa B Windows LHPOU3BOJLHOMD Koaa. Hannan https:/ihd w.fstee.rufvul/2023-00137
[ YA3BUMOCTE YETpaHseTes [
OPHUNATLHBIM HaTUeM BeHIopa. B ‘
[ CBA3H co CAOKHBINCHCH
oficTanosxoii 7] BBEJCHHLIMY
CAHKNMAMH  mpotue  Poccuiickoii
Deaepauun PEKOMeHyeM
[ YCTAHABIHBATH OBHORICHIN
‘ NPOTPAMMHOTO 00eCHCYeHNs TONLKY
} H0CE OLEHKH BCEX COMYTCTRYKMIHX
L | PHCKOB.
5 ‘ Brinonnenne CVE-2023- | OTKpEITHE noyibzosateneM | 2023-01-10 https:h’nvtLnist‘govauln/detaiIIC\-’E—2(}23-
NPOH3BONLHOTG 0135 COCUHANLHO CO3TAHHON BPe10HOCHO 0135
Kkoha B Google Be(-CTPaHHIEL Brinoanenie
Chrome ‘ NPOH3IBOILHOTO KOJ4. Jdaunan
[ ‘ VH3BHMOCTH YCTpauseTes
[ OQHUHANEHLIM naTuem BeHaopa, B
CRH3N co CARHBICiicn
‘ 00CTANOBKO#H i BEEACHHBIMH
‘ CAllKUMAMH  npotuB  Poccmiickoit ‘
Mescpauun PEROMeHayeM ‘
[ VCTAHABIHEBATL 0GHOBAEHHS ‘

NporpaMMHOro ofecucyenns TWILKO
nociae OUMCHKH Beex CONYTCTBYIOUIHX

|_PHCKOE. | ‘ |
-_—
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