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«MndopmupoBaHHe KJIHEHTOB CHCTEMbI
AHCTAHIHOHHOT0 0AHKOBCKOIO
obcayxxuBanus «iBank2» o mepax
3aI0MThI 3a aBryct 2021 r.»

-

B cBsi3H ¢ HEOOXOMMMOCTBIO CHUIKEHHSI PHCKOB BO3EHCTBHS BPEJOHOCHOTO KOJId, PHCKOB
WCTIOJIb30BAHKSA yS3BIMOCTEH MPOTPAMMHOIO OOECHIEYEHMS! ¥ MOBBIIIEHHS YPOBHS 3aIUTHI
MH(POPMAIUH TIPH paboTe ¢ CHCTEMON AUCTAHLIHOHHOIO GAHKOBCKOTO oOciyxuBaHus «iBank2»
(MuTeprer-6ankom) cinyx0a UH(POPMALUOHHOM 0e30MmacHOCTH PHEKO
«IIPOMCBA3SBMHBECT» (OOO) pekomeHayeT it-CHeHMaIMCTAM  HAIIMX  KIHEHTOB
(opraHusanmii W MHIUBMAYaJbHBIX IpEINpUHHAMATENEHl) NPHMEHITH B CBOEH pabote
PEKOMEHALMH 110 3aIuTe HHpOpManuy, ykasanHble B [Ipunoskenun 1 k maHHOMY mHCBEMY. B
ClTy4ac BO3SHUKHOBEHHUS BONPOCOB IO IIPUMEHEHHIO PEKOMEHIANUM MpocHM Bac MO3BOHHUTH B
ciyx0y HHpOpManOHHON Ge30macHoCTH 110 HoMepam 8 (8722) 67-72-75, 8(8722) 62-16-94.
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«iBank2»,

HE PEKOMEHIyeTCs

IMpunoxkenne Ne 1

K MH(OPMALHMOHHOMY NHUCbMY
«HdopMHpOBaHHE KITHEHTOB CHCTEMbI
AUCTAHLUMOHHOr0 6AaHKOBCKOI0
o6cnyxkuBanus «iBank2» o mepax
3amnThl 3a aBryer 2021 r»

oOecrieuenne,

Ha KOMIIBIOTEPE, € MCIONB30BAHUEM KOTOPOTO OCyIIeCTBIsIeTCa paboTa B cucteme J[bO

yCTaHaBJIMBaTh IIPOTPAaMMHOC HMCIOIICC

YSI3BUMOCTH C KPUTHYHBIM YpOBHeM omacHocTH. K Takomy IIporpaMMHOMY 00eCTeqeHUIO
OTHOCHUTCS IPOrpaMMHOC O6€CH€“I€HI’I€, YKa3aHHOC B TabIulIe HUXKE.
L

Ne | HaumenoBanue Naentudurar OnucaHue ya3BUMOCTH Jdara CcebliIka HA HCTOYHHKH Hanuu
ySI3BHMOTO op BbISIBJICHUS ue
NporpaMMHOro ysi3BHMOCTeii o0HOB
OGecneyeHus JIeHHH

il Boinonnenue MITRE: CVE- | Dxecniyarauus yassumoctn | 24 aprycra | https:/www.cybersecurity- Ects
NPOH3BOJBHOIO 2021-3711 no3BoJsieT yaaaenuomy | 2021 r. help.cz/vdb/SB2021082414
koaa B OpenSSL 3JI0YMbIIJIEHHHKY BbINOJIHUTD https://www.openssl.org/news/secadv/2021082

NpOM3BOJIbLHBIA  KOA B lleJeBOH 4.txt

cHCTEME  MOCPeACTBOM  OTIPABKH https://git.openssl.org/gitweb/? p=openssl.git;a
cneuHaibHO chOpMHPOBAHHBIX =commitdiff;h=59f5e75f3bced8fc0e130d72a3f
JAHHBIX. YA3BUMOCTb 00YyCJ/10BJIEHA 582cf7b480b46

owuOKol  rpaHMll  NaMATH B

¢yukunun  EVP_PKEY_decrypt() s

peanu3auuu aemudposanus SM2,

2. Beinosinenue MITRE: CVE- | Oxcniyarauus yasgumoctn | 18 aBrycra | https:/www.cybersecurity- Ectb
MPOH3BOJIBLHOIO 2021-22156 Nno3BOJIfAET yaasnennomy | 2021 r. help.cz/vdb/SB2021082304
Koaa B 3JIOYMBILIEHHHKY BBINOJIHHTh https://support.blackberry.com/kb/articleDeta
BlackBerry QNX NpOH3BOJIbLHBIIL  KOA B LeIeBOH il?articleNumber=000082334
SDP u QNX OS cucTeMe  MOCPeACTBOM  OTHPABKH https://tools.cisco.com/security/center/content/

creuraaIbHo c(hOpMHPOBAHHBIX CiscoSecurityAdvisory/cisco-sa-qnx-
JAHHBIX. YA3BHMOCTb 00YC/10B/ICHA TOxjVPdL

UEJOYHCICHHBIM TNEePenoJHeHHEeM B

¢ynkuun calloc() B Oubaunorexe

cpeabl Boinosnenus C.

3. Beinonnenue MITRE: CVE- | DOkcniyarauus yasgumoctn | 18 aBrycra | https:/www.cybersecurity- HeT
MPOH3BOJIBHOTO 2021-34730 no3BOJIsIET yaajaenHomy | 2021r. help.cz/vdb/SB2021082201
Koaa B 3/10yMBILIEHHUKY BbINMOJIHUTh https://tools.cisco.com/security/center/content/
MapuIpyTH3aTOP NpPOU3BO/LHBIA  KOA B Le1eBOH CiscoSecurityAdvisory/cisco-sa-cisco-sb-rv-
ax Cisco cucTeMEe  MNOCPEACTBOM  OTNPABKH overflow-htpymMBS

creuHajbHO chOpMHPOBAHHBIX https://bst.cloudapps.cisco.com/bugsearch/bug
UPnP-3anpocos. YA3BUMOCTD /CSCvz05607

obycjoBiaeHa  owuOKOl  rpanHuu

namati B cayxbe Universal Plug-

and-Play (UPnP).

4. MnuozxectBenubie | MITRE: CVE- | Dkenayarauuns ys3sumoctu | 17 asrycra | https://www.cybersecurity- Ectb
ysi3umoctn B | 2021-35392 M03BOJISIET yaaaennomy | 2021r. help.cz/vdb/SB2021081709  https://www.iot-
Realtek SDK 3JI0YMBILLIEHHUKY BbINOJHUTh inspector.com/blog/advisory-multiple-issues-

NpoN3BOJILHBIIT  KOA B  LeJIeBOil realtek-sdk-iot-supply-chain

cucTeMe  MOCPeICTBOM  OTNPABKH https://www.realtek.com/images/safe-
crneuHaibHO c(hOpMHPOBAHHDBIX report/Realtek_APRouter_SDK_Advisory-
3anpocoB. YA3BUMOCThL 00yCJI0B/IEHA CVE-2021-35392_35395.pdf
HEKOPPEKTHbIM CO31aHHEM https://www.realtek.com/en/cu-1-en/cu-1-
coobwenuii  SSDP  NOTIFY wu3 taiwan-en

3aro/I0BKa ST, MOJTyHeHHbIX

coobmennii M-SEARCH.

5 MuowxkectBennble | MITRE: CVE- | Dxenuyarauus ya3sumoctn | 17 asrycra | https://www.cybersecurity- Ecth
yassumoctd B | 2021-35394 no3BOJIsAET yaajaennomy | 2021 r. help.cz/vdb/SB2021081709  https://www.iot-
Realtek SDK 3JIOYMBILIJIEHHHKY BBINOJHUTD inspector.com/blog/advisory-multiple-issues-

NPOU3BO/IbHbIC KOMAHAbLI 000JI0YKH realtek-sdk-iot-supply-chain

B LeJIeBON cHCTeMe MOCPeACTBOM https://www.realtek.com/images/safe-
OTNPaBKH CrneuHanbHo report/Realtek_APRouter_SDK_Advisory-
chOpMHPOBAHHBIX JNAHHBIX B CVE-2021-35392_35395.pdf

YA3BHMOE MPHJIOKEHHE. Y SI3BHMOCTD https://www.realtek.com/en/cu-1-en/cu-1-
o0yc/10B/1eHA HEKOPPEKTHOI taiwan-en

NpOBEPKOIi  BXOAHBIX JAHHLIX B

ANArHOCTHYECKOM HHcTpymenTe MP

Daemon.

6. MuoxecrBennbie | MITRE: CVE- | Dkenayarauus yaseumocTu | 17 asrycra | https://www.cybersecurity- Ecth
yassumoctH B | 2021-35393 n03BOJIsAET yaajenHomy | 2021, help.cz/vdb/SB2021081709  https://www.iot-




Realtek SDK

3JI0YMBIIIIJIEHHUKY BBINOJIHHTH
NpoM3BONLHBLIH KOA B  1LeJeBOH
cucremMe  MOCPeACTBOM  OTNPABKH
CreuranbHo chopMUPOBAHHBIX
AAHHBIX. YA3BUMOCTH 00YC/I0B/IEHA

HEKOPPEKTHLIM CHHTAKCHYECCKHUM

inspector.com/blog/advisory-multiple-issues-
realtek-sdk-iot-supply-chain
https://www.realtek.com/images/safe-
report/Realtek_APRouter_SDK_Advisory-
CVE-2021-35392_35395.pdf
https://www.realtek.com/en/cu-1-en/cu-1-

aHAJIM30M  3arojioBka  00paTHOro taiwan-en
sbizoBa  UPnP  SUBSCRIBE /
UNSUBSCRIBE.
7. Muoskecrsennbie | MITRE: CVE- | Dkenayarauus ysissumoctu | 18 asrycra | https://www.cybersecurity- EcTb
yszgumoct B | 2021-36065 M03BOJIAET yaanendomy | 2021, help.cz/vdb/SB2021081806
Adobe 3/10YMBILIIEHHUKY BBINOJHUTh https://helpx.adobe.com/security/products/pho
Photoshop NpPOM3BOJIBLHBI  KOA B  LeeBOii toshop/apsb21-68.html
cHcTeMe  TOCPeACTBOM  OTKPLITHS
nosib30BaTe/1eM CreUHATLHO
c¢(hopmMHPOBAHHOTO daiina.
Vassithocrs 06ycsoBaena ounoKoi
rpaHHL NAMSITH,
8. Muoxecrsennbie | MITRE: CVE- | Dkensyatauns ysm3sumocrn | 18 aBrycra | https://www.cybersecurity- Ectb
yazgumoctn B | 2021-36066 no3BoJsAET yraaennomy | 2021, help.cz/vdb/SB2021081806
Adobe 3JIOYMBbIIIJIEHHUKY BbINIOJTHUTD https://helpx.adobe.com/security/products/pho
Photoshop NPOU3BOJLHBII  KOA B  LeJeBOH toshop/apsb21-68.html
cucTeMe MOCPEACTBOM  OTKPBLITHS
N0JIb30BaTE/IeM CrenHaabHo
c¢OpPMHPOBAHHOTO (aiina.
Ya3BumMocTh 00yc/I0B/eHa 0NOKOi
rpaHUl NAMSTH.
9. MuoxecrBennble | MITRE: CVE- | Dkenayatauus ysssumocTu | 17 asrycra | https://bugs.chromium.org/p/chromium/issues | Ectb
ys3gumoctu B | 2021-30598 no3BoJsieT yaanennomy | 2021r. /detail?id=1234764
Google Chrome CVE-2021- 3/10yMbILIEHHUKY BLIMOJIHHTE https://bugs.chromium.org/p/chromium/issues
30599 Npou3BOJILHBIAL  KOA B  LeIeBOi /detail?id=1234770
cucreMe  MOCPEACTBOM  OTKPBLITHS https://bugs.chromium.org/p/chromium/issues
no/bL30BaTeIeM CrMeunaabHO /detail?id=1234009
cO3AaHHO# BPEIOHOCHOH BeO- https://bugs.chromium.org/p/chromium/issues
CTPaHHUbI, Ys3BHMOCTL /detail?id=1233564
obycsioBiiena omuOKOH cMeleHHs https://bugs.chromium.org/p/chromium/issues
THNOB. /detail?id=1230767
https://chromereleases.googleblog.com/2021/0
8/stable-channel-update-for-desktop.html
https://www.cybersecurity-
help.cz/vdb/SB2021081702
https://bugs.chromium.org/p/chromium/issues
/detail?id=1234829
https://bugs.chromium.org/p/chromium/issues
/detail?id=1231134
10. | Muosxecrsenunie | MITRE: CVE- | DkeniyaTauus ys3gumoctu | 17 asrycra | https://bugs.chromium.org/p/chromium/issues | Ecrtb
ysazumoctd B | 2021-30600 no3BoAfET yaraaenHomy | 2021r. /detail?id=1234764
Google Chrome CVE-2021- 310yMBILLIEHHUKY BbIMOJIHHTD https://bugs.chromium.org/p/chromium/issues
30601 CVE- | npou3BoJIbHBII  KOA B  LeJeBOi /detail?id=1234770
2021-30602 cHCTeMe MOCPeACTBOM  OTKPBLITHS https://bugs.chromium.org/p/chromium/issues
no/b30BaTes1eM CrneuHaabHO /detail?id=1234009
CO31aHHOM BPEAOHOCHOIH BeO- https://bugs.chromium.org/p/chromium/issues
CTPaHHUBI. Ys3BHMOCTH /detail?id=1233564
o0ycJ10B/1eHA owuOKoH https://bugs.chromium.org/p/chromium/issues
HCNOJb30BAHUS nocje /detail?id=1230767
0cB0GOXKACHHS. https://chromereleases.googleblog.com/2021/0
8/stable-channel-update-for-desktop.html
https://www.cybersecurity-
help.cz/vdb/SB2021081702
https://bugs.chromium.org/p/chromium/issues
/detail?id=1234829
https://bugs.chromium.org/p/chromium/issues
/detail?id=1231134
11. | MuoxkecrBenusie | MITRE: CVE- | Dkenayatauus ysizBumocTu | 17 asrycra | https://bugs.chromium.org/p/chromium/issues | EcTb
ysa3sumoctH B | 2021-30603 no3BOJsIET yaajgenHomy | 2021r. /detail?id=1234764
Google Chrome 3JIOYMBIIJIEHHHKY BBINOJHUTE https://bugs.chromium.org/p/chromium/issues
NpPOHM3BOJILHBIA  KOA B  LeeBOi /detail?id=1234770
CHCTEME MOCPEACTBOM  OTKPBLITHS https://bugs.chromium.org/p/chromium/issues
n0/Ib30BaTe1eM CNeUUATLHO /detail?id=1234009
CO31aHHOH BPEAOHOCHOH Be0- https://bugs.chromium.org/p/chromium/issues
CTPAHHUbI. YA3BUMOCTD /detail?id=1233564

00ycJ/10BJIeHA COCTOSIHHEM TOHKH B
WebAudio.

https:/bugs.chromium.org/p/chromium/issues
/detail?id=1230767
https://chromereleases.googleblog.com/2021/0
8/stable-channel-update-for-desktop.html
https://www.cybersecurity-
help.cz/vdb/SB2021081702
https://bugs.chromium.org/p/chromium/issues




/detail?id=1234829
https://bugs.chromium.org/p/chromium/issues
/detail?id=1231134

12. | MuoxecrBennble | MITRE: CVE- | Dkenayatauus ysi3BumoctH | 17 aerycra | https:/bugs.chromium.org/p/chromium/issues | Ectb
ysizBumoct B | 2021-30604 no3BoJIsieT yaaaenHomy | 2021 . /detail?id=1234764
Google Chrome 3710yMbILIICHHHKY BBINOJIHUTD https://bugs.chromium.org/p/chromium/issues
NpOU3BOJILHBIH  KOA B  LeJeBOi /detail?id=1234770
CHCTEME MOCPEACTBOM  OTKPLITHSA https://bugs.chromium.org/p/chromium/issues
nob30BaTe1eM CrneunaabHo /detail?id=1234009
CO31aHHO BPEAOHOCHOIH BeO- https://bugs.chromium.org/p/chromium/issues
CTpaHHLUBIL. YA3BHMOCTH /detail?id=1233564
o0yc/10BJIeHA omuOKoi https://bugs.chromium.org/p/chromium/issues
HCMOJIb30BAHUS nocJje /detail?id=1230767
ocBOGOMKACHHUS. https://chromereleases.googleblog.com/2021/0
8/stable-channel-update-for-desktop.html
https://www.cybersecurity-
b help.cz/vdb/SB2021081702
https://bugs.chromium.org/p/chromium/issues
/detail?id=1234829
https://bugs.chromium.org/p/chromium/issues
/detail?id=1231134
13. | Beinosanenue MITRE: CVE- | Dxcnayarauus ysizBumocru | 10 aBrycra | https://www.cybersecurity- Ectb
NPOH3BOJILHOTO 2021-36937 no3BoJIsieT yaanenHomy | 2021 r. help.cz/vdb/SB2021081032
Kkoaa B Microsoft 3710yMbILIEHHHKY BbINOJIHUTDL https://portal.msrc.microsoft.com/en-
Windows Media NpOU3BOJILHBIA  KOA B UeIeBOH US/security-guidance/advisory/CVE-2021-
MPEG-4 Video cHCTeMe  MOCPeICTBOM  OTNPABKH 36937
Decoder CneuraibHo ¢(hOopMHPOBAHHOIO
3anpoca. Ysi3BUMOCTL 00YCJ/IOB/IeHA
HEKOPPEKTHOH MPOBEPKOil BXOAHBIX
JAaHHBIX B BHIeO aexoaepe Windows
Media MPEG-4.
14. | Boinosnnenue MITRE: CVE- | Dxcmyarauus ysizgumoctu | 10 asrycra | https://www.cybersecurity- Ectn
NMPOU3BOJILHOTO 2021-34535 no3BoJIsAET ynajgennomy | 2021 r. help.cz/vdb/SB2021081025
Kkona B Microsoft 3JI0YyMBILIEHHUKY BBLINOJHUTh https://portal.msrc.microsoft.com/en-
Remote Desktop NPOU3BOJILHBIK  KOA B  leJeBOH US/security-guidance/advisory/CVE-2021-
Client u Hyper-V CHCTEME  MOCPEACTBOM  OTNPAaBKH 34535
Viewer CrneuraibHO ¢(OpPMHPOBAHHOTO
3anpoca. Y#A3BUMOCTh 00yC/10BJIeHA
HEKOPPEKTHOH NPOBEPKOIi BXOAHBIX
AAHHBIX B KJMEHTEe YIAaJIEHHOro
paGouero  crola M cpeicTBe
npocvorpa Hyper-V.
15. | BeinosHenue MITRE: CVE- | Dkeniyatauus yszeumoct | 10 asrycra | https://www.cybersecurity- Ectn
NPOH3BOJILHOIO 2021-36941 no3BOJsIET yaajaennomy | 2021r. help.cz/vdb/SB2021081028
koaa B Microsoft 3JI0YMBILLIEHHUKY BBINOJHUTb https://portal.msrc.microsoft.com/en-
Office NpOU3BOJBLHBII  KOA B LeJIeBOH US/security-guidance/advisory/CVE-2021-
CHCTEME  MOCPEACTBOM  OTKPbITHSA 36941
noJib30BaTe/IeM CneuHaIbHo
CO3JAHHOTO BPEAOHOCHOTO (haiiaa.
Ya3BUMOCTD 00yc/i0B/1eHA
HEKOPPEKTHOH NpPOBEPKOil BXOAHBIX
AAHHBIX.
16. | Brinosnenue MITRE: CVE- | Jkenayarauus yszBumoctu | 10 aBrycra | https://www.cybersecurity- Ectb
NPOH3BOJILHOTO 2021-36941 n03BOJIIeT yaajaennomy | 2021 r. help.cz/vdb/SB2021081028
koaa B Microsoft 3JI0YMBILLIEHHUKY BBIMOJIHUTE https://portal.msre.microsoft.com/en-
Office NpOU3BO/ILHBIIL  KOA B LeJIeBOH US/security-guidance/advisory/CVE-2021-
CHCTEME  MOCPEACTBOM  OTKPLITHS 36941
noJb30BaTe1eM CNeUHATBHO
CO3JAHHOTO BPEIOHOCHOTO (haiiia.
Ysa3Bumoctb ofycoBIeHa
HEKOPPEKTHOI NpoBepKOii BXOAHBIX
AAHHBIX.
17. | Bomosnnenue MITRE: CVE- | Dkenayarauuns yassumocTn | 2 asrycra | https://erbug.com/1229298 Ectb
NPOH3BOJILHOIO 2021-30590 no3BoJsieT yaasaennomy | 2021 r. https://crbug.com/1209469
koga B Google 3JI0YMBILLIEHHUKY BBIMOJIHHTD https://chromereleases.googleblog.com/2021/0
Chrome NPOU3BOJILHLIH  KOA B UeJeBOii 8/the-stable-channel-has-been-updated-
CHCTEME TMOCPeACTBOM  OTKPBITHSI to.html https://erbug.com/1218468
10JIb30BaTe/1eM CrneunaabHO https://www.cybersecurity-
CO3AaHHOI BPEAOHOCHOIH BeO- help.cz/vdb/SB2021080211
CTPaHUlbL YA3BHMOCTD https://crbug.com/1227777
obyc/ioBieHa  owWMOKON  rpaHuil
namaTi  npu  obpaborke HTML-
AAHHbIX,
18. | BuimosiHenue MITRE: CVE- | Dkcensyarauus yassumoctn | 2 asrycra | https://crbug.com/1229298 Ecern
NIPOH3BOJIBLHOTO 2021-30591 103BOJIsIET yaanaennomy | 2021, https://erbug.com/1209469
koxa B Google 3JIOYMBILIEHHUKY BbIMOJIHUTD https://chromereleases.googleblog.com/2021/0
Chrome NpOU3BOJIbHBLI  KOA B LeIeBoil 8/the-stable-channel-has-been-updated-
CUCTEME  MOCPeACTBOM  OTKPBITHSI to.html https://crbug.com/1218468




noJb30BaTeIeM CrnenHaabHO https://www.cybersecurity-
CO31aHHO BPEIOHOCHOI Be0- help.cz/vdb/SB2021080211
CTPAHMUBI. Ya3sumocrs https://erbug.com/1227777
o0ycioBs1eHa owmu Kok
HCMOJIb30BAHUS nocse
0cB0o0OKAEHHST B KoMnoneHTe API
¢aiinosoii  cucremsr B Google
Chrome.
19. | Beinosinenue MITRE: CVE- | Jxcnayatauus yszBumoctd | 2 apryeta | https:/crbug.com/1229298 Ectb
IPOH3BOJILHOTO 2021-30592 no3BoJsIeT yaaaenuomy | 2021 r. https://erbug.com/1209469
koxa B Google 3JIOYMBHIJIEHHUKY BLINOJHUTE https://chromereleases.googleblog.com/2021/0
Chrome MPOU3BO/ILHBIA  KOA B ueIeBol 8/the-stable-channel-has-been-updated-
CHCTEME  MOCPEACTBOM  OTKPBITHS to.html https://erbug.com/1218468
noJib30BaTesIeM cneuuaabHo https://www.cybersecurity-
CO31aHHOI BPEI0HOCHOIi Be0- help.cz/vdb/SB2021080211
CTPaHHUBDI. Ysazsumocrs https://erbug.com/1227777
obpcioBiena  owuGKoH  rpanuu
namaTH npu  obpaborke HTML-
- AAHHBIX B TPYNNAX BKIALOK.
20. | Bbinoanenue MITRE: CVE- | Jxenayatauus yssBumocri | 2 asryera | https:/erbug.com/1229298 Ectb
MPOH3BOJILHOTO 2021-30594 no3BoJsieT yaaaeunomy | 2021 r. https://crbug.com/1209469
kona B Google 3JI0YMBIILJIEHHHKY BBINOJIHHTD https://chromereleases.googleblog.com/2021/0
Chrome NPOU3BOJILHLIA  KOA B 1eJeBOH 8/the-stable-channel-has-been-updated-
CHCTEME  MOCPEACTBOM  OTKPLITHSH to.html https://crbug.com/1218468
NnoJib30BaTesieM CNeuHaabHO https://www.cybersecurity-
CO31aHHOI BPEe1OHOCHOI1 Be0- help.cz/vdb/SB2021080211
CTPaHHLbI, Ysa3sumocrs https://crbug.com/1227777
o0ycJ/ioB/1eHa OHOKOIH
UCMOJIb30BAHMS nocse
0cBO0OKAEHHS B KOMIMOHEHTe
0J1b30BATE/ILCKOI0 unTepdeiica

«Uudopmauus o
Google Chrome.

CTpaHHUe» B




