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«AndopmMupoBaHHE KJIHEHTOB CHCTEMBI
AUCTAHIHOHHOI0 0AHKOBCKOI0
o6ciry:kuBanus «iBank2» o mepax
3amUThI 32 OKTAOPL 2021 r.»

B CBS3H ¢ HEOOXOIMMOCTHIO CHUIKEHHS PUCKOB BO3JEHCTBUS BPEAOHOCHOTO KOZa, PUCKOB
MCIIOJIB30BAHAS YA3BUMOCTEH MPOTPaMMHOTO OOCCIEUCHMs M TOBBILCHUS YPOBHA 3allHTEI
nH(OpMaNHX Iph paboTe ¢ CHCTEMON AUCTAHIHOHHOTO GanKoBCcKOro obcaykuBanus «iBank2»
(UurepHeT-0aHKOM) ciyx0a HHpOPMALMOHHOR 0e301acHOCTH PHKO
«[TPOMCBS3BUHBECT» (OOO) pexkoMeHIyeT it-CrielHaiucTaM — HamuX — KIHCHTOB
(opraHm3alMii W MHAUBHIYaNbHBIX TpPeIPHHAMATENICH) TNPUMEHITH B cBoelt pabote
PEKOMEH/IAIUHY 110 3aIUTe UH(YOPMALUH, YKa3aHHBIC B [Tpunosxenun 1 K JaHHOMY MHUCbMY. B
cilydae BO3HHKHOBEHHMS BOIIPOCOB IIO NMPHMEHEHHIO peKOMEHIanui mpocuM Bac mo3BOHUTE B
cayx0y uHMOPMAIHOHHON G€30ITaCHOCTH 10 HOMEpam 8 (8722) 67-72-75, 8(8722) 62-16-94.
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Mpunoxkenne Ne 1

K HH()OPMALHOHHOMY MHUCbMY
«WHpopmMupoBaHHe KIUEHTOB CHCTEMbI
JUCTAHIHOHHOr0 0AHKOBCKOI0
obcay:xkuBaHus «iBank2» o mepax
3aLMThI 32 OKTAOpL 2021 r.»

Ha KOMIIBIOTEPE, C HCIIOIB30BaHUEM KOTOPOro OCyIlecTBiseTcs padora B cucteme JJ5O
«iBank2», He peEKOMEHIyeTCs YyCTaHABIMBATH IPOTPaMMHOE OOecIedeHHe, HMEIOIIee

YA3BUMOCTA C KPUTHUYHBIM YPOBHCM OIACHOCTH. K TaKOMy MIPOIrpaMMHOMY 00eCIIeYeHUIO
OTHOCHTCA IPOrpaMMHOG O6€CHC‘—ICHI/I€, YKa3aHHOC B Ta6JII/ILIe HHXKE.

Ne HaumeHoBaHue Nnentudu | OnucaHue ysi3BHMOCTH JaTa CeblIKA HA HCTOYHUKH Hannu
ySI3BHMOTO KaTop BbISIBJICHHSI ue
NporpaMMHOro YS3BHMOCT 00HOB
OGecneyenus eif JIeHUii

1 Mmuo:xecrBennble | MITRE: JkenayaTanus ysizBumoctu | 17 https://www.cybersecurity- Ectn
ysizeumoctn B | CVE-2021- | mosBoJsieT yAaaJaeHHOMY | ceHTs0pst help.cz/vdb/SB2021101922
Apache HTTP | 34798 3JIOYyMBILLIEHHHKY BbI3BaTh 0TKa3 B | 2021 r. http://httpd.apache.org/security/vulnerabilitie
Server 00C/JIy’KHBAHHH LI€JIeBOH  CHCTEMBI s_24.html

NOCPeACTBOM OTHPABKH CHELHAJBHO
chopmupoBanHoro HTTP-3anpoca.
Ysa3BuMoCThL 00yc/I0BJIeHa OLIHOKOI
pasbivMeHoBaHus ykasaTest NULL.

2 MuoxecrBennble | MITRE: IKenyaTanus ysizBumoctu | 17 https://www.cybersecurity- Ectn
yazsumoctd B | CVE-2021- | mo3BoasieT yYAQJeHHOMY | CeHTAOps help.cz/vdb/SB2021101922
Apache HTTP | 40438 3JI0OyMbIILJIeHHUKY npoBectH SSRF- | 2021 . http://httpd.apache.org/security/vulnerabilitie
Server aTaKy MNOCPeJCTBOM  OTNPABKH s_24.html

crneuHaabLHO ¢(OpMHPOBAHHOTO
HTTP-3anpoca. Ya3BUMOCTD
o0ycs10BJIeHA HEKOPPEeKTHOIi
NpOBepKOii BXOAHBIX JAHHBIX B
moayne mod_proxy na HTTP-
cepBepe Apache.

3 Mhuo:xecrBennble | MITRE: DKemIyaTanus yasBumoctn | 19 oxtabpsa | http://crbug.com/1242404 Ectb
yszBumoctn B | CVE-2021- | mo3BossieT yaanaenHomy | 2021 r. http://crbug.com/1253399
Google Chrome 37989 3JI0YMBILLTEHHUKY NnoCpPeACTBOM http://crbug.com/1248661

CVE-2021- | oTkpbITHS noJbL30BaTe/1eM http://crbug.com/1233067
37990 CNenHaJbHO CO3AAHHOI BPeJOHOCHOIi http://crbug.com/1241860
Be0-CTPAHUUBI. Ysa3Bumoctb http://erbug.com/1246631
00ycJIOBJIEHA HEKOPPEKTHOIi http://crbug.com/1250660
peanu3auueii komnonenta B Google http://crbug.com/1249810
Chrome. http://crbug.com/1247395
https://www.cybersecurity-
help.cz/vdb/SB2021101923
http://chromereleases.googleblog.com/2021/10/
stable-channel-update-for-desktop _19.html

4 MHuo:xectBennbie | MITRE: DKenIyaTauus ysizBumocTu | 19 okrsiGps | http://crbug.com/1242404 Ectb
yaseumocthn B | CVE-2021- | mo3Bogsier yaanenHomy | 2021 r. http://crbug.com/1253399
Google Chrome 37991 3JIOyMBILUICHHHKY MOBBICHTL CBOH http://crbug.com/1248661

NpUBWJIETHH B LeJIeBOii cucreme http://erbug.com/1233067

MOCPeACTBOM OTKPBITHSI http://crbug.com/1241860

NoJIL30BaTe1eM CneuHaabLHO http://crbug.com/1246631

CO3aAHHOI BPEAOHOCHOI Be0- http://crbug.com/1250660

CTPaHUUbI, Ys3BUMOCTD http://crbug.com/1249810

o0ycJI0B/IeHA COCTOSIHHEM TOHKH B http://erbug.com/1247395

komnoHeHnTe V8 B Google Chrome. https://www.cybersecurity-
help.cz/vdb/SB2021101923
http://chromereleases.googleblog.com/2021/10/
stable-channel-update-for-desktop_19.html

S MmuosxkecrBennbie | MITRE: IKenryaTauus ysazBumoctH | 19 okTsbps | http://crbug.com/1242404 Ectb
yszeumoctn B | CVE-2021- | no3BoJsier yaajaennomy | 2021r. http://erbug.com/1253399
Google Chrome 37986 3/10YMBILIJICHHUKY BBINOJHUTE http://crbug.com/1248661

CVE-2021- | npou3BoJIbHBI KO B  LEJEBO http://erbug.com/1233067
37984 cHCTEMEe MOCPEICTBOM  OTKPLITHS http://crbug.com/1241860
CVE-2021- | noJsn3oBaTesieM CHeuHaabLHO http://crbug.com/1246631
37981 CO31aHHOI BPEIOHOCHOT Beb- http://crbug.com/1250660
CTPAHHILBI. YS3BUMOCTH http://crbug.com/1249810
oOycsioBjieHa  omuOKoif  rpanuy http://erbug.com/1247395
namMaTd npu  o6paborke HTML- https://www.cybersecurity-
JAAHHBIX. help.cz/vdb/SB2021101923




http://chromereleases.googleblog.com/2021/10/
stable-channel-update-for-desktop_19.html

6 Muoskecrsennsie | MITRE: DKCnIyaTanms yszgumocru | 19 oxraGps http://crbug.com/1242404 Ectb
yassumoern B | CVE-2021- | mo3BossieT ypanenHomy | 2021T. http://crbug.com/1253399
Google Chrome 37985 3JIOYMBIIIEHHUKY BBINOJIHUTL http://erbug.com/1248661

CVE-2021- | npou3BOJbHBIi KOX B  LEJICBOH http://crbug.com/1233067
37983 cHcTeMe MOCPeICTBOM  OTKPLITHS http://crbug.com/1241860
CVE-2021- | nmoJib3oBaTejieM crnenuaabHo http://crbug.com/1246631
37982 co3AaHHOM BPeAOHOCHOIH BeO- http://erbug.com/1250660
CTPaHHIBI. Ysa3BUMOCTh http://crbug.com/1249810
o0ycsi0BJIeHa ourHOKoi http://crbug.com/1247395
HCNOL30BAHHUS nocjie https:/www.cybersecurity-
0cBOOOKAEHHS. help.cz/vdb/SB2021101923
http://chromereleases.googlebl0g.c0m/2021/10/
i stable-channel-update-for-desktop 19.html

7 Boinonnenue MITRE: JxenayaTanus ysizgumocTu | 12 oxTsa0pst https://www.cybersecurity- Ectp
NPOHM3BOJILHOTO CVE-2021- | nmo3BoJsier ynajennomy | 2021r. help.cz/vdb/SB2021101229
kopa B Microsoft | 41340 3JI0YMBILIEHHUKY BBINOJHUTDL http://portal.msrc.microsoft.com/en-
Windows MpOM3BOJILHBI  KOA B LeJeBOH US/security-guidance/advisory/CVE-2021-
Graphics cucreMe TOCPeACTBOM  OTKPBITHA 41340
Component noJIb30BaTe/IeM CreuHaabLHO

CO3IAaHHOTO BpeaoHocHOro aiina.
YA3BUMOCTH o0ycJ10BJIeHA
HEKOpPPEeKTHOll MpOBEpKOii BXOAHBIX
JAHHBIX.

8 BeinonHenue MITRE: IxcnryaTanus ysisumoctH | 12 oxTaGps https://www.cybersecurity- Ectb
NpPOH3BOJILHOTO CVE-2021- | nmo3BoJisieT yaanensomy | 2021 r. help.cz/vdb/SB2021101212
xoxa B Microsoft | 41330 3JI0YMBILLICHHUKY BBINOJHUTH http:/portal.msre.microsoft.com/en-
Windows Media NpOM3BOJILHBI  KOA B LeJeBOH US/security-guidance/advisory/CVE-2021-
Foundation cHucTeMe MOCPEACTBOM  OTHPABKH 41330

creuHaabHo copMHPOBAHHOTO
3anpoca. Ya3BHMOCTb 00YyC/0B/IeHA
HEKOPPEeKTHOl NPOBEPKOiH BXOAHBIX
JAHHBIX.

9 MuoskectBennbie | MITRE: DKenayaTauus ysizamocTH | 12 oxTs6ps http://helpx.adobe.com/security/products/acro Ectb
yaspumoctn B | CVE-2021- | mo3BosieT yaasensomy | 2021r. bat/apsb21-104.html
Adobe Acrobat | 40728 3JIOYMBILIEHHUKY BBINOJIHUTL https://www.cybersecurity-

Reader NpOM3BOJILHBIN  KOA B LeEJeBOH help.cz/vdb/SB2021101243

cucremMe MOCPEACTBOM  OTKPBITHS
noJib30BaTes1eM CreuHaabLHO
CO3JAHHOTO BPEJOHOCHOTO  (aiina
PDF. ¥Ys3BumocTh  00ycsioBJjeHa
omwn0KoOi  WCMNONBL30BAHUSL  mocJIe
ocBoOo:kaenuss  mpu  oGpaborke
¢aiiios PDF.

10 | Muoxecrsennbie | MITRE: DKCNIyaTALUs ysizssumoct | 12 oxTs0ps http://helpx.adobe.com/security/products/acro Ectn
yaspumoctn B | CVE-2021- | mo3Boaser yaasennomy | 2021r. bat/apsb21-104.html
Adobe Acrobat | 40731 3/I0yMBILIJIEHHHKY BBINOJIHUTEL https://www.cybersecurity-

Reader NpOM3BOJILHBI  KOA B LeJeBoi help.cz/vdb/SB2021101243
cucTeMe  MOCPeACTBOM  OTKPLITHS
nobL30BaTesIeEM cneuHaabHo
CO3JaHHOTO BPEJOHOCHOTO  (aiina
PDF. VsassuMocth 00yc/a0BJieHa
omu0KOl rPAHHLL NAMSTH.

11 | Beinosnenue MITRE: DKCnIyaTauus ysazsumocti | 12 oxTabps https://www.cybersecurity- Ectn
NpPOH3BOJIBLHOIO CVE-2021- | mo3BoJisieT yaasnentomy | 2021r. help.cz/vdb/SB2021101218
komxa B Windows | 41331 3JIOYMBILILTEHHHKY BBINOJIHHTD http://portal.msrc.microsoft.com/en-

Media Audio NpOM3BOJLHBIN KOA B  LeJeBOH US/security-guidance/advisory/CVE-2021-
Decoder chUcTeMe  MOCPeJCTBOM  OTIPABKH 41331

cneuuanbHo copMHPOBAHHOTO

3anpoca. YsI3BUMOCThL 00yc/oBjieHa

HEKOPPEeKTHOH NPOBEPKOH BXOAHBIX

JAHHBIX.

12 | Muoxecrsennbie | MITRE: DkenuyaTauus ysisBumocTH | 12 okTalps http://www.foxitsoftware.com/support/securit | Ectb
yassumoctn B | CVE-2021- | mo3Boaser ypanennomy | 2021r. y-bulletins.html  https://www.cybersecurity-
Foxit PDF | 41780 3JI0YMBILIEHHUKY BBINOJHUTDL help.cz/vdb/SB2021101204
Reader for | CVE-2021- | npou3Bo/ibHBIi KOX B  LeEJEBOi
Windows 41781 cucreMe MOCPeACTBOM  OTKPBITHS

CVE-2021- | nosib30BaTe/ieM crnenuaabHo
41782 CO3JAHHOrO BpenoHOCcHOro (aina
CVE-2021- | PDF. ¥YsasBumocTh  00ycJioBjIeHa
41783 omuOKOil rpaHHl  NAMATH  NpPH
CVE-2021- | o6paGotke daiinos PDF.

41784

CVE-2021-




41785

13 | BoimosHenue MITRE: JKemiIyaTanus yasBumoctu | 12 oxtsiOps | https://www.cybersecurity- | Ects
NPOH3BOJIBHOIO CVE-2021- | no3Bosasier yaanennomy | 2021 r. help.cz/vdb/SB2021101216
xoaa B Microsoft | 40486 3JIOYMBILULIEHHUKY BLINOJIHUTH http://portal.msrc.microsoft.com/en-

Word NPOH3BOJILHBIH KOA B  LeJeBOii US/security-guidance/advisory/CVE-2021-
CHCTEME MOCPEACTBOM  OTKPBLITHS 40486
no/ib30BaTes1eM CMEUHAILHO
CO3AaHHOTG BPEIOHOCHOro daiina.
Ysa3BuMocTh o0yc/i0BJIeHa
HEKOPPEKTHOH MpOBepKoil BXOAHBIX
JAHHBIX.

14 | HoBblmenue MITRE: JKenyaTauus ysasBumoctH | 12 oxTaGps | https:/www.cybersecurity- Ectb
npususernii B | CVE-2021- | nossojger JIOKaJabHOMY | 2021 . help.cz/vdb/SB2021101211
OC Windows 40449 ay‘mmfubuunpmzannomy http://portal.msre.microsoft.com/en-

3/I0YMBILJIEHHHKY BLINOJHHTEL US/security-guidance/advisory/CVE-2021-
MPOHU3BOJILHbBIH KO ¢ 40449 http://securelist.com/mysterysnail-
NOBBIIEHHBIMH NPUBHJIETHAMH B attacks-with-windows-zero-day/104509/
UeJIEBOH  cHCTeMe  MOCPeaCTBOM http://www.virustotal.com/gui/file/b7fb3623e3
OTKPBITHA CNEUHANLHO CO3AAHHOTO 1fb36fc3d324d99829e42910cad4dadfa7429a2d
¢aiina. YazBumocts 06ycsioBsiena 99a838¢004366e

owu0Koii  HCMOABL30BaHUA  mocie

ocBoOokaennss B (ynwxuun Win32k

NtGdiResetDC B sape Microsoft

Windows.

15 | BemoJHenue MITRE: OKemTyaTauus yassumoct | 12 okTaGps | https:/www.cybersecurity- EcTb
NPOU3BOJILHOTO CVE-2021- | nossossier yaanensnomy | 2021 r. help.cz/vdb/SB2021101219
Kkoga B Microsoft | 40480 3JI0YMBILLIEHHUKY BBINOJHHUTH http://portal.msre.microsoft.com/en-

Office CVE-2021- | npou3BojbHBIi KOA B  wLeNeBOii US/security-guidance/advisory/CVE-2021-
40481 CHCTEME MOCPEACTBOM  OTKPbLITHS 40480
noJib30BaTes1eM CMeuHAaILHO
CO3AAHHOTO0 BPEJOHOCHOro (haiiia,
Ysa3BumocThb o0ycsioB/IeHA
HEKOPPEKTHOH NpOBEPKOil BXOAHBLIX
JaHHBIX.

16 | BeimosiHenue MITRE: IKenryaTauus yssBumocTH | 12 okrabps | https://www.cybersecurity- Ecrn
NPOH3BOJILHOTO CVE-2021- | nossosser yaajennomy | 2021 r. help.cz/vdb/SB2021101217
koaa B Microsoft | 40485 3JIOYMBIULIEHHHKY BLINOJIHUTH http://portal.msrc.microsoft.com/en-

Excel CVE-2021- | npou3BOJbHBIN KOA B  wLeJeBOi US/security-guidance/advisory/CVE-2021-
40471 CHCTEeMe IMOCPEACTBOM  OTKPBITHS 40485
CVE-2021- | nosb3oBaTenem CneunaIbHo
40473 CO3JAHHOTO BpEAOHOCHOTO (aiina.
CVE-2021- | YasBumocTh o0ycJioBJiena
40474 HEKOPPEKTHOI NMpoBepKoii BXOAHBIX
CVE-2021- | nanubIx.
40479

17 | MHoxecrennnie | MITRE: IKenuryaTanus ys3BumocTH | 5 oxrabps | http:/github.com/crossbeam- Ectn
yasBumoctn B | CVE-2021- | mosBoasier yaanennomy | 2021 r. rs/crossbeam/security/advisories/ GHSA-pqqp-
Mozilla Firefox 38496 3JIOYyMBIUIEHHUKY BbINOJHUTEL xmhj-wgew http://www.mozilla.org/en-

CVE-2021- | npousBoJibHblii  KOX B  LeIeBoii US/security/advisories/mfsa2021-45/

38498 CHCTEMe MNOCPEACTBOM  OTKPBLITHS https://www.cybersecurity-
N0JIb30BaTe/IeM crneuHanbLHo help.cz/vdb/SB2021101208
CO3JaHHOH BPEAOHOCHOIH Be0- http://www.mozilla.org/en-
CTPaHHULBI. Ysa3Bumocts US/security/advisories/mfsa2021-44/
o0ycs10B/1IeHA omnGKoi http://www.mozilla.org/en-
HCNOIL30BAHUS nocje US/security/advisories/mfsa2021-43/
0CBOGOKICHH S,

18 | MuoxecrBennnie | MITRE: IKenyaTanus yA3BUMOCTH | § oxTs6ps | http://github.com/crossbeam- Ectn
YA3BUMOCTH B | CVE-2021- | no3BoJsisier yaajaennomy | 2021, rs/crossbeam/security/advisories/GHSA-pqqp-
Mozilla Firefox 32810 3JIOYMBILLIEHHUKY BBINOJIHHTE xmhj-wgew http://www.mozilla.org/en-

NPOH3BOILHBI  KOA B  weJeBoii US/security/advisories/mfsa2021-45/
cHCTeMe. YS3BHMOCTB 0GycsioBjIeHa https://www.cybersecurity-
COCTOSIHHEM TOHKH B  (DyHKUHAX help.cz/vdb/SB2021101208
""Stealer::steal", http://'www.mozilla.org/en-
""Stealer::steal_batch" " US/security/advisories/mfsa2021-44/
""Stealer::steal_batch_and_pop" http://www.mozilla.org/en-
US/security/advisories/mfsa2021-43/

19 | Muoxecrsennnie | MITRE: Akenryarauus yassumocT | § okTaGpsa | http:/github.com/crossbeam- Ects
yasBumoctH B | CVE-2021- | nossosser yraneunomy | 2021r. rs/crossbeam/security/advisories/GHSA-pqqp-
Mozilla Firefox 38500 3JI0yMBILLICHHHKY BBINOJIHUTH xmhj-wgew http://www.mozilla.org/en-

CVE-2021- | npou3BoabHbIii KOX B  ueseBoii US/security/advisories/mfsa2021-45/

38501 CHCTEME MOCPEACTBOM  OTKPBLITHS https://www.cybersecurity-
N0JIL30BaTe/IeM CreuHaILHO help.cz/vdb/SB2021101208
CO30aHHOM BPEAOHOCHOIH Be0- http://www.mozilla.org/en-
CTPAHUIBI, YSI3BHMOCTE US/security/advisories/mfsa2021-44/




ofycsioBjeHa  OmHKOKOH  rpaHul http://www.mozilla.org/en-
namsaitda npu  o6paGorke HTML- US/security/advisories/mfsa2021-43/
JAaHHBIX.
20 | BoimoaHeHHe MITRE: xenuyaTauus yazsumoctu | 11 okrsiGps | https://www.cybersecurity- Ectb
NPOH3BOJIBHOIO CVE-2021- | no3Bogsier yaanennomy | 2021r. help.cz/vdb/SB2021101111
Koaa B | 33035 3JIOyMbILLIEHHUKY BBINOJIHUTH http://github.com/apache/openoffice/commit/e
OpenOffice Npou3BOJIbLHBIH KOA B  UEJEBON fddaef0151af3be16078cc4d88c6baec0fI11eS6#d
cHCTeMEe  MOCPeACTBOM  OTKPBLITHS iff-
MoJIb30BaTeJIeM CrenHaabLHO ea66¢734dd358922abal2ad4ba39c96bdc6ebde
CO3JaHHOIO BPEIOHOCHOTO 587d07dbe63d04daa0a30e90f
aoxkymenta  DBF. YA3BUMOCTD http://lists.apache.org/thread.html/r929c0c6aS
o0ycsioBjeHa  omwuOKod  rpaHHL 3cad64a1007b878342756badbb05ddd9b8f31a6
namMATH. d0b424cb@%3Cannounce.apache.org%3E
http://lists.apache.org/thread.html/r1ab8532el
1f41bc7ca057ac7e39cab25f2e1f9d5f4929788ae
- 21c8b9@%3Cusers.openoffice.apache.org%3
E http://www.openwall.com/lists/0ss-
security/2021/10/07/3
21 | BobimosiHeHnue MITRE: DKCMIyaTalus ys3sumoctd | 30 https://support.sw.siemens.com/  https://cert- | Ecrb
NPOH3BOJILHOIO CVE-2021- | mo3BoJisieT yAaJeHHOMY | ceHTalps portal.siemens.com/productcert/txt/ssa-
kona B IO | 37202 3/10yMbILJICHHHKY BbINOJIHUTE | 2021 T. 728618.txt https://cert-
Siemens CVE-2021- | npou3BobHbIi KOA B  LEJEBOI portal.siemens.com/productcert/pdf/ssa-
41535 CHCTEME TMOCPeACTBOM  OTKPBLITHS 728618.pdf
CVE-2021- | noJib3oBaTejieM cneuuaIbLHO https://www.zerodayinitiative.com/advisories/
41536 CO3J2aHHOTO BpEeIOHOCHOrO aiija. ZDI1-21-1124/
CVE-2021- | Ysa3BUMOCTH o0ycs10BJIeHA https://www.zerodayinitiative.com/advisories/
41537 HeKoppeKTHOli 00paGoTkoii daiiios ZDI1-21-1123/
CVE-2021- | ¢opmaTos IFC u OBJ. https://www.zerodayinitiative.com/advisories/
41539 ZDI-21-1121/
CVE-2021- https://www.zerodayinitiative.com/advisories/
41540 ZDI-21-1120/

https://www.zerodayinitiative.com/advisories/
ZDI-21-1119/
https://www.zerodayinitiative.com/advisories/
ZDI1-21-1118/
https://www.zerodayinitiative.com/advisories/
ZDI-21-1117/




