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«NHdopMHupoBaHHE KIHEHTOB CHCTEMBI
AUCTAHLUMOHHOTO DAHKOBCKOIO
o0cayxuBanusa «iBank2» o mepax
3alIMTHI 32 Aekadps 2021 r.»

B cBs3u ¢ HEOOXOAMMOCTBLIO CHIDKEHHS PHCKOB BO3AeHCTBUS BPeJOHOCHOI0 KOJA. PUCKOB
HCIIONB30BAHMS VSI3BUMOCTEH HpPOTpaMMHOro oOecledeHts U IIOBBILEHUS YPOBHS 3allHTHI
uH(OpMAIUH TIPK paboTe ¢ CHCTEMOH IUCTAHIMOHHOTO OaHKOBCKOTO OOciy)uBanus «iBank2
(MurepHeT-6aHKOM) cry>xda HH(pOPMAITUOHHOR 0e30macHOCTH PHKO
«[TPOMCBSI3BMHBECT» (O0O0) pexoMeHnjayeT it-cienyManycTaM  HAIIMX — KIMEHTOB
(opranusaiuii W HMHAMBHAYATHHEIX [peIlpHHUMATEICH) TPUMEHATH B CBoed pabore
peKOMEHJIAlMH 110 3aINTe HHGOPMAlUH, yka3aHHble B [Ipunoxennu 1 K naHHoMy muceMy. B
¢cIydae BO3HHKHOBEHHs BOIMPOCOB 110 TPUMEHEHMIO peKoMenjauuil mpocuM Bac MO3BOHUTE B
cnyx6y unpopMaronHoit GesomacHocTy mo Homepam 8 (8722) 67-72-75, 8(8722) 62-16-94.
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IMpuiioxenne Ne 1

K HHQOpMAUHOHHOMY ONHELMY
«HndopmupoBanie KIHENTOR CHCTEMbI
AHCTAHIHOHHOIO GAHKOBCKOIO
obcnyxuBanns «iBank2» o mepax
3aIUMTRI 32 dekalps 2021 r.»

Ha xomIbtoTepe, ¢ HCIOJIB30BAHIEM KOTOPOI'O OCYIIECTRISETCS pabota B cucreme IBO
«iBank2», He pekomeHIyeTCS YCTaHABIMBATE porpaMMHoOe  O0ECIeUEeHKe, WMEIoIIee

YA3BHMOCTH C KPUTHYHEIM YPOBHEM OLACHQCTH. K TaKOMy IIpOrpaMMHOMY OGCCHCIIGHHIO
OTHOCHUTCA IIPOTpaAMMHOC 0660116'{CHPTC, YKa3aHHOE B '1”363'[1/11_[6 HHKE.

Ne | Haumenosanne Haewrudm | Onucanue yu3gumocTH dara CeBIIKA HA HCTOMHHKN | Haanu
YA3IBHMOTO KAaTop BLIABIEHHS ne
OPOrpaMMHOTO | YA3BHMOCT - obion
Odcecnedenusn cii . JeHN

1 Brinoauenue He IRenaVATAILHA yazeumocTn | 28 oxtadpa | http:/portal.msre.microsoft.com/en- EcTo
NPOU3ROILHOTO ONpeieIcH | MO3IBoJiser yaaaednomy | 2021 r, US/security-guidance/advisory/CVE-2021-
wona B D-Link ATOYMbILICHHHKY BBINOIHHTE 37997 http://portal.msre.microsoft.com/en-
DSL-3782 NPOM3BOMLILIA  KOX B LeJdeBoi US/security-guidance/advisory/CVE-2021-

CHOTEMC  MOCPEICTBOM  OTKPLITHH 37998
NOIB30BATENEM CHEUHATLHO
Co3IAHN0 BRCIOHOCHO Beh-
CTPAHHULL. ¥a3pUMOCTE
ofiycoreHa ownbkoii
| HCIO/IB30BAITHA noce
ocBobomacHA.

2 | BrmoaHenne He IrkenayaTanus yaseumocrn | 2 pexabpa | https:/www.cybersecurity- Ecre
NIPOH3BOILIIOTD ONPEACIcH | MOIBONET yiaajgendomy | 2021 r, help.cz/vdb/SB2021120209
k01a B D-Link IM0YMBILLICHIIKY BBINOJIHHTE http://packetstormsecurity.com/files/165084
DSL-3782 NPUH3BOALNIBLIA KOO B UCIeBoi

CHCTEME  NOCPEACTBOM  OTHPARKH
cneuHAnLIo chopMupOBANTIOTD

3anpoca. Yi3BuMocTL oGycloB/IeHa
HEROPPERTHol NpoBepKoil BXOINLIX

JAHHBIX
3 Mnoxecreennsic | MITRE: IRENIYATALSN yaspuaMmoeTi | 29 noadps | hetps://www.cybersecurity- Eetk
YAZRHMOCTH B | CVE-2021- | nolponsaer yaagaednomy | 2021 1, help.cz/vdb/SB2021112903
Cisco  Sceurity | 34798 3TOYMBIULIEHHHKY BLI3BATh 0TKA3 B http:/itools.cisco.com/security/center/content/
Manager 00C/IYRHBAHHI  1IEJTeBOA  CHCTCMDI CiscoSecurityAdvisory/cisco-sa-apache-httpd-
[UCPEICTROM OTHPABKH COCUHATLHO 2.449-VWL6sWQ

cipopmuporannoro  HTTP-3anpoca,
¥Yaieumocrs obyeaosaena olndkoii
paseimeHoBanng yrazarean NULL.

4 Brinosnenne MITRE: JKemIyaTauus yassumocrn | 10 nexaGps | httpss//www.cybersecurity- Ecth
NpoH3BOALHOND CVE-2021- | nozeonser yaajnensomy | 20211, help.cz/vdb/SB2021121003
Kola B Apache | 44228 HTOYMBILLICHIHRY BBIIOJIHHTE http:/f/www.lunasec.io/docs/blog/logdj-zero-
Logdj NPOH3BOILILIE  KOI B LedeBoi day/ http://github.com/apache/logging-
CHCTEME  NOCPEICTBOM, OTHpanKM | log4j2/pull/608
CNEeUNAILHD chopmMHpOBAHHOTD http://github.com/advisories/GHSA-jTh8-c2jp-
3anpoca. YaipuMocTh o0yc10Baena Sv3q
HEKOPPEKTHOH MPOBeproil BXOTHLIX
JAHHKIX,
5 Breoancnire MITRE: DRCIYATALNA yapumoerw | 1 gexabpu | https://www.cybersccurity- Ecrn
HPUH3BOTLHOTO CVE-2021- | nossonser yaanenuomy | 2021 r, help.ez/vdb/SB2021120123
koza B Mozilla | 43527 3N0YMBIIIEHHHKY BBINOIHHTE http://www.mozilla.org/en-
NSS OPOM3BOJILHLIH  KOA B Ue’denoii US/security/advisories/mfsa2021-51/
CHCTEME  MOCPelcTBOM  OTHPABKH
CHEUHATLIIO copPMHPOBAHHBIX

AAHOLIX. Y#3BHMOCTL 00YCI0BICHA
OWHGKROH  TPAHHE  MaMaTH  OpH

obpadorke DSA-noumceii ]
popmare DER uau RSA-PSS,
6 Brinojnenue MITRE: FRenIyATALHA yaspumoctu | 7 gewabpn | https:/www.cybersecurity- EcTe
IPOHIBOALHOIG CVE-2021- | nospoaser yranennomy | 2021 r. help.ezivdb/SB2021120715
koga B FortiGate | 26109 ATOYMBIIICHHHKY BBINOJIHHTE http://www.fortiguard.com/psirt/FG-IR-21-
FortiOS SSL OPON3BOJIBHBIE  KOA B ueqienoii 049
VPN CHCTEME  TOCPENCTBOM  OTMPABKH https://www.cybersecurity-
CNeUHANLHO copMUPOBAHHOTO help.cz/vdb/SB2021120701
HTTP-3anpoca. ¥i3BuUMOCTE http://chromereleases.googleblog.com/2021/12/
oy cIuBaCHa UETOYHCTIEHHBIM stable-channel-update-for-desktop.html




nepenoIneHHenm http://erbug.com/1272403
http://erbug.com/1274641
hitpi/ferbug.com/1274499
httpt//erbug.com/1273674
http://crbug.com/1273197
http:/ierbug.com/1273176
hitp:/ierbug.com/1271456
htip:/ferbug.com/1267661
http://erbug.com/1270990
http:/icrbug.com/1267496
http:/ferbug.com/1262183
http://erbug.com/1267791
~ http://erbug.com/1239760
- htep:/ferbug.com/1266510
http://erbug.com/1260939
7 Muosceernennme | MITRE: DRCILTYATALMH YssBHMOCTH | 7 newaOps | https:/fwww.cybersecurity- Ecte
YHIBHMOCTH B | CVE-2021- | nospoaser yaaaennomy | 2021 r, help.ez/vdb/SB2021120701
Google Chrome 4055 CVE- | 3/10yMBIIIEHHIKY BLIMOIHHTE http:/fchromereleases.guogleblog.com/2021/12/
2021-4058 NPON3BOMBILIA - KOI B uedeBoi stable-channel-update-for-desktop.htm!
CVE-2021- | cucreme  MOCPELCTBOM OTKPBITHR http://erbug.com/1272403
4062 NOJIB30BATENEM CHELHATLHO http:/ierbug.com/1274641
co3TanNof BPeI0HOCHOI Bed- http:/ierbug.com/1274499
CTPAHHLEL ¥azpumocts http://erbug.com/1273674
obyciomnesa  ownbkoli  rpamnn http://erbug.com/1273197
MaMATH, http:/ferbug.com/1273176
http:/ferbug.com/1271456
http://erbug.com/1267661
http:/ferbug.com/1270990
http://erbug.com/1267496
http://crbug.com/1262183
hetp:/ferbug.com/ 1267791
http:/ferbug.com/1239760
hitp:/ferbug.com/1266510
http://erbug.com/1260939
8 Munoxecrsennsie | MITRE: Drenayarauun ya3BuMoeTH | 7 nexadps https://www.eybersccurity- Ecth
YAIBHMOCTH B | CVE-2021- | nozroasier yaaneuHosy | 2021 r. help.cz/vdb/SB2021120701
Google Chrome 4054 3T0YMBILLTEHH HKY NOUICTATE http://chromereleases.googleblog.com/2021/12/
COAEPRHMOE Be0-CrPAHHULI stable-channcl-update-for-desktop.htm]
HOCPeICTROM OTKPBITHsE http:/ferbug.com/1272403
NOL30BATETEM COELHAILHO http:/ferbug.com/1274641
CO31AHHOIH BpPEIOHOCHOH Bef- http://erbug.com/1274499
CTPAHHLL ¥a3iBuMocTh http:/ferbug.com/1273674
0Dy Ca0B1CHA HCKOPPERTHOI http://erbug.com/1273197
NPOBEPKOIT BXOJAHBIX JAHHKIX 0OpH http:/ierbug.com/1273176
ABTO3ANOHEHIH. http:/ierbug.com/1271456
http://crbug.com/1267661
http:/ferbug.com/1270990
http:/ferbug.com/1267496
http://erbug.com/1262183
http://erbug.com/1267791
http:/ierbug.com/1239760
hitpi/ferbug.com/1266510
http://erbug.com/1260939
9 Brinonnenne MITRE: FxcnayaTaunn Ys3BUMOCTH | 7 gewalipa hitps:/fwww.cybersecurity- Eetn
NPOHIBOILHOTD CVE-2021- | no3soasel yaagennomy | 2021, help.ezivdb/SB2021120709
koda 8 Tenda | 44352 3I0YMLIILTEHHIRY BBIMMNIIHTE http://github.com/zhlu32/eve/blob/main/tenda/
AC15 NPOH3BOJALHBIH K0l B UedeBoi Tenda-acl5-buffer-overfow.md
cucTeMe., ¥a3BUMOCTE 00yCI0BIEHA
0MKOKOIH FPAHNL NAMATH,
10| Muoxeerrennsie | MITRE: IRCIIYATALNS yazpumoct | 15 aexalps https:/fwww.cybersecurity- Ecth
yaseumoern B | CVE-2021- | nosmoaser yaanennomy | 2021, help.cz/vdb/SB2021121510
Apple Safari 30934 3T0YMBIILIEHHHKY BBINOINNTh http://support.apple.com/en-us/A1T212978
NpousBOALHBIT KON B Henesoii
CHCTEME  MOCPENCTBOM  OTKPBLITHS
NOJIL30BATEIEM CHeUHANBHO
coszannoh BPEAOHUCHOI Bei-
CTPaHHULL Yussumoctr |
ofyciosaesa  owmbroii  rpaunu
AMATIL.
11 MuokeeTrednsle | MITRE: IKCMIYATALHS yazsumoctd | 15 gexalpn | hitps:/iwww.cybersecurity- Ecte |
yazeumocrs B | CVE-2021- | nosmoasier yaaaennomy | 2021 r, help.cz/vdb/SB2021121510
Apple Safari 30936 3T0YMBILICHIHKY BBINOIHHTh http:/'support.apple.com/en-us/HT212978
CVE-2021- | npousBoiLubiii koI B uetesoii
30951 CHCTCME  NOCPEICTBOM  OTKPhITHS
HOTB30BATEICM CORIHAILHO
Co3TanHOl BPEIUHOCHOIT Bel-
CTPAHHULL ¥u3pHMOCTH
| ofiyeaosacna OLIHOKROH

las




npeobpaloBanem THNA.

HCOOIB30BANIA nocie
ocBoboKaeHI I, i
12 | MnokecrBennsie | MITRE: DrenyaTanus Ya3pumMoctH | 15 aexabps https:a’fwww.cybcrsecurity— Eern
yaisumoctd B | CVE-2021- | mozeousier yaanenaomy | 2021 r. help.ez/vdb/SB2021121510
Apple Safari 30952 HOYMBIHLICHITHRY BBEINOIHNTE http://support.apple.com/en-us/HT212978
NPOHIROALHLIA KON B LeaeBoii
CHCTeME  MOCPCICTBOM  OTKPRITHA
N0akL30BATEIEM CMeUHAIBIIG
COBIAHHON BPEIOHOCHOR Bed-
CTpaHHLkL, ¥YuiBuMocTH
ofycnqpiena UEI0HHCICHHhIM s
HepenoJiHCHHeM. -
13 | Buinosinenue MITRE: DRCMAYATALMS yassumocty | 10 newxalps https://www.cybersecurity- Ecte
MPOH3BOIRHOTD CVE-2021- | noszsoaser yaadenHomy | 2021, help.cz/vdb/SB2021121007
koga B TP-Link | 41653 AYTCHTHHHUHPORAHHOMY http://kdm1110.com/cve-2021-41653.html
TL-WR840N EU 3N0YMBILLTCHHHRY BBINOJIHUTE http://tp-link.com http:/iwww.tp-
V5 NPON3IBOILIEIE KO B Lejegoil link.com/us/press/security-advisory/
CHCTEMC  NOCPEICTHOM  OTHPABKH
CNEUHATLEHO chopMHpoBAILIX
JAHHBIX, YMIBUMOCTE 00YCT0BIeH
HCKOPPERTIOI [POBeproil BX0NHEIX
JANHLIX.
14 | Muoxectoennnie | MITRE: DrenayaTatnsn yaisumoctn | 14 aexabpa https:/iwww.cybersecurity- Ecth
YAIBHMOCTH B8 | CVE-2021- | mo3sonmer yaaaenaomy | 2021 r. help.ez/vdb/SB2021121490
Adobe 43018 IOYMBIILICHITHRY BBINOINHTE http:ffhelpx.adobc.cnm!sccurit_wpl‘oductsfphot
Photoshop NPOHIBOALHBIE KOO B uedepoii oshop/apsh21-113.html
CHCTCME  [I0CPEACTBOM  OTKPLITHS
10/1L30BATEIEM CHEUHATLHY
COIAHHOrO  BpeaoniocHoro  PSD-
tafina.  Yassumocrs  ofycaortena
ownbKoll rpaHHn masuTIL.
15 | Mnuomecrsennsie | MITRE: IKemavarauua yaspumocru | 14 gexafps https:/iwww.cybersecurity- Ecte
yaigumoeTH B | CVE-2021- | nozrodser yaanenwomy | 2021 r. help.cz/vdb/SB2021121490
Adabe 44184 IO¥MBIULICHITHRY BRIITOIHHTh I1ttp:ﬂhelpx.adnhe.cuma’securit}-'.-’pruducts.-"phnt
Photoshop NPOMBOABHLIE  Kod B pedeBoi oshop/apsbh21-113,html
CHCTEME  MOCPCACTROM  OTKPLITHA
NOJb30BATE/IEM CENHANIBII0
CO3IAHNOr0  BpercHocnore  PSD-
¢afina.  ¥aisusmocte  ofyeaoriena
omubKoil rpanul naMATH.
16 | Bemoanenne MITRE; IrenayaTanun yazenmocern | 14 aexuGpa https:f{www.cy'bersecuriry— EeTo
IPOHIBNILITOTO CVE-2021- | nossomser yaameniomy | 2021, help.cz/vdb/SB2021121486
Kkona g Microsoft | 43233 3TOYMBILLTEHHHRY BBITOTHHT B http://portal.msre.microsoft.com/cen-
Remote Desktop NpOM3BOILHEIT Kol B OCIeBoi US/security-guidance/advisory/CVE-2021-
Client CHCTEME  MOCPCICTROM  OTMPABKH 43233
CNEUHATRHO cthopMHpoRaHHOrO
3aupoca. Yi3BEMOCTE 0fyeoB/cia
HEKOPPERTHOH 1POBEPROIT BXOTHEIX
A3HHBIX B KAHEHTE YAAlEeHHOro
pafouero evoga.
17 | Boinoanenne MITRE: DKenayarauus yasgumocTu | 14 jpexatipn https://www.cybersecurity- Ecth
NPOH3BOJILHOTO CVE-2021- | nozroasier yaanedHosmy | 2021 r. help.cz/vdb/SB2021121447
koza B Microsoft | 43256 3I0YMEINICHHIKY BhIIIHHTh http://portal. msre.microsoft.com/en-
Excel NPOHIBOALHEI  KOZI B HedACBOd lJSx’securit_wguidanccx’advis[)r}'a’C\-’E—ZUZ1-
cHCTeMe, YAI1BHMOCTL 00ycJa0BIeH: 43256
HECKOPPEKTHON NPOBepKOH BXOAHBIX
AANHKIX
18 | Muomeersennnie | MITRE: IRenayaTann ¥YAIBUMOCTR | 7 aexafipa htep:/iwww.mozilla.org/en- Ecrs
YI3BHMOCTH B | CVE-2021- | nossomsaer yaanenwomy | 2021 r. US/security/advisories/mfsa2021-52/
Mozilla 43537 3JTOYMBILTCHHHKY BBINOTHHTE http:/fwww.mozilla,org/en-
Thunderbird NpOU3BONLHELIE  KOA B 1eICBoi US/security/advisories/mfsa2021-53/
CHCTEME  [OCPEICTBOM  OTKPLITHH http://www.mozilla.org/en-
NO/IL30BATEIEM ClCHHATRHO US/security/advisories/mfsa2021-54/
CO3TAHHOI BpEIOHGCHOI Bei- https://www.cybersccurity-
CTPAHHUEL ¥aieumocTs help.cz/vdb/SB2021120712
08y e/I0BAeHA HCKOPPEKTHBLIM




