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«NupopmupoBaHne KIHEHTOB CHCTEMbI
AHCTAHIUOHHOTO OAHKOBCKOI0
obcayxkuBanus «iBank2» o mepax
3aMUTHI 32 H0Jb 2021 r.»

L

B cBsI3U ¢ HEOOXOIUMOCTEIO CHIDKEHUSI PHCKOB BO3AEHCTBUSA BPEAOHOCHOTO KOJA, PUCKOB
HCIIONIB30BAHMS YSI3BUMOCTEH MPOrpaMMHOrO OO€CHedYeHHs W IMOBBIMICHUS YPOBHS 3aIlUTEI
rH(GOPMAITHHI HpH PaboTe ¢ CHCTEMOM AUCTAHIIMOHHOTO GAaHKOBCKOTO oOcmykuBanus «iBank2»
(UuTepHET-0aHKOM) ciyxoa uH(OPMAIMOHHON 0e30macHOCTH PHKO
«[IPOMCBA3BMHBECT» (O0OO) pekoMeHAyeT it-cieHMalucTaM  HallMX  KJIHEHTOB
(opraEM3alMii W WHIMBHMAYalbHBIX [PEIIPUHAMATENEH) NpPUMEHAT, B CBOeH pabore
pEKOMEH/AIMY TI0 3amuTe HHPOPMAIKH, yKasaHHbIe B [Ipunoxennu 1 K JaHHOMY nuceMy. B
CcIy4ae BO3HUKHOBEHHS BOIIPOCOB IO TPUMEHEHUIO PEKOMEHJAIMA TpocuM Bac IIO3BOHMTE B
cinyx6y nrGOpMaHORHOM Ge3omacHoCTH Mo HoMepam 8 (8722) 67-72-75, 8(8722) 62-16-94.

AbaypaxmanoB K.A.

4 HOIITII/ICB J

Hen. Upranos 10T ¢
pykosoautesr CUB
8 (8722) 67-72-75



«iBank2», He

IpOrpaMMHOE

IMpustoxkenne Ne 1

K MH(OPMALHOHHOMY NMUCbMY
«AnpopMHUPOBaHUE KIIHEHTOB CHCTEMbI
JUCTAHLUHOHHOTO0 6AHKOBCKOI0
obcayxuBanus «iBank2» o mepax
3amThI 32 HI0Jab 2021 r»

obecrieucHue,

Ha KOMIIBIOTEPE, C HCIIOIB30BAHUEM KOTOPOTO OCYINECTBILICTCH pa6ota B cucreme JIbO

PEKOMEHIYCTCA yCTaHaBJINBATb HMEIOMICC

YA3BAMOCTH C KPUTHYHBIM YPOBHEM ONACHOCTH. K TakoMy IIpOrpaMMHOMY OOCCIICUCHHIO
OTHOCHTCS IIPOrPaMMHOE OG€ECTICUCHNUE, YKA3aHHOE B TAOJIHIIE HIKE.
(L2

Ne | HaumenoBanue Naentuduxkar OnucaHue yi3BHMOCTH Jata CcblIKa HA HCTOUHHKH Hannu
ySI3BHMOTO op BbISIBJICHHUS ue
NporpaMMHoOro ySI3BUMOCTEH o6HOB
OGecnedennst Jenuii

1. IloBbIlIEHHE MITRE: CVE- | Dkcmiyarauust yA3BUMOCTH | 22 MIOHS https://www.cybersecurity- Ectb
npuswiernii B | 2021-21999 Mo3BoJIfeT JokaabHomy | 2021r. help.cz/vdb/SB2021062226
HHCTPYMEHTaX ayTeHTHQHUHPOBAHHOMY https://www.vmware.com/security/advisories/
VMware 3JIOYMBILICHHHKY [OBbICHTE CBOH VMSA-2021-0013.html

NpUBHJIETHH B UeJIeBOii  cHcTeMe https://www.zerodayinitiative.com/advisories/
MOCPeACTBOM pa3MelleHus ZDI-21-754/

BPEXOHOCHOTO aiina Ha

BHPTYAJILHOH MalIHHe. YA3BUMOCTH

o0yc/10BJIeHA HEKOPPEKTHBLIM

npuMeHeHHeM NOJIMTHK

0e30MaCHOCTH.

2. MuoskecrBennbie | MITRE: CVE- | Oxcnuyarauus ysizBumocTu | 18 uioHsi https://msrc.microsoft.com/update- Ectb
yssgumocrn B | 2021-30554 no3BoJisgeT ynanennomy | 2021r. guide/vulnerability/ CVE-2021-30554
Microsoft Edge 3JI0yMBIIIJIEHHUAKY BBINOJIHUTEL https://www.cybersecurity-

(Chromium- NpOM3BOJILHBI  KOA B LEJIeBOi help.cz/vdb/SB2021061816
based) cHcTeMe MOCPeACTBOM  OTKPBITHS

no/Ib30BaTe/IEM CreuHaaLHO

CO31aHHOKI BpPEIOHOCHOM BeO-

CTPAHUUBL. YA3BUMOCTb

o0ycJ10B/1EHA HEKOPPEeKTHOIH

UCMOJIb30BAHHEM namMsTH B

komnonente WebGL B Google

Chrome

3. MuoskecrBennbie | MITRE: CVE- | Dxcnyaranus ya3Bumoctn | 18  mioHst https://msrc.microsoft.com/update- Ectb
yasgumoctn B | 2021-30555 no3BoJifeT yaamensomy | 2021r. guide/vulnerability/CVE-2021-30554
Microsoft Edge | CVE-2021- 3JIOYMBIIIEHHUKY BBINOJIHHTH https://www.cybersecurity-

(Chromium- 30556 CVE- | npousBoJbHbIi KOA B  UeJIeBOii help.cz/vdb/SB2021061816
based) 2021-30557 cucreMe  MOCPEACTBOM  OTKPBLITHSA

n0JIb30BaTe/IeM CrenuaabHO

CO31aHHOH BPE10HOCHOH Be0-

CTpaHHUbL Y3BUMOCTD

o0yc/10B/1eHA HEKOPPEeKTHOH

UCMOJIb30BAHHEM namsTH B

komnonentax Google Chrome.

4. BoinosiHenue MITRE: CVE- | DxkcniyaTtauus yasBumoctu | 29 unioHs https://www.cybersecurity- Her
NPOU3BOJILHOTO 2021-34527 N03BOJIfIET ynamennomy | 2021r. help.cz/vdb/SB2021070204
xona B Windows ayTeHTH(QHUHPOBAHHOMY https://portal.msrc.microsoft.com/en-

3JI0yMBIILJIEHHUKY BBINMOJIHUTH US/security-guidance/advisory/CVE-2021-
NpOU3BOJILHBIA KO ¢ 34527
NpUBHJIETHAMH noJIb30BaTes

SYSTEM B ueaeBoii  cucreme

N0CPEACTBOM OTMPABKH CMNEUHAJILHO

¢(hOpMHPOBAHHOTO 3anpoca

aucneryepy ouepeaH nevyaTu

Windows. Ysa3BuMocTh 00yc/10BJIeHA

HEKOPPEKTHOl MPOBEPKOH BXOAHBIX

JAAHHBIX B dyHKUMH
RpcAddPrinterDriverEx().

5 MuoskectBennbie | MITRE: CVE- | Dkenuyarauus ysI3BUMOCTH | 5 utost | https://www.autodesk.com/trust/security- Ectb
yasgumoct B | 2021-27040 no3BoJsieT ynanennomy | 2021r. advisories/adsk-sa-2021-0004
Autodesk u | CVE-2021- 3JI0YMBIILIEHHHKY BbINOJHUTH i
AutoCAD 27042 NpPOM3BOIbHBIN  KOA B LeJIeBOii

cucreMe MOCPEACTBOM  OTKPBLITHS
no/b30BaTe/1eM CreUHaJbHO
CO3AHHOTO DWG daiiga.




YA3BUMOCTb o0ycJi0BJIEHA
HEKOPPEKTHBIM onpeaeseHHeM
rpaHul namsTH npu
CHHTAKCHYECKOM aHaju3e gaitia.

6. Muoxecrennsie | MITRE: CVE- DKenIyaTauus ysizBumocTH | S U018l https://www.autodesk.com/trust/security- Ectb
yA3BUMOCTH B 2021-27041 no3BoJsieT yAaJaeHHOMY 2021 r. advisories/adsk-sa-2021-0004
Autodesk n | CVE-2021- 3JI0yMbILJIEHHUKY BBINOJIHUTH
AutoCAD 27043 npou3BoJbHBIH  KOA B ueseBoi

cucTeMe MOCPEACTBOM  OTKPLITHS

n0Jib30BaTe/IEM crneuHaJbHo

C031aHHOTO DWG (aiina.

Ya3BHMOCTL 00YC/10BJIeHa OWHOKOI

3amucd 32 TMpefeibl  BbIAEJICHHOIO

Oydepa namsTH.
Muozmecrsennpie | MITRE: CVE- JreniyaTauus yazgumoctu | 30 WIOHH https://www.cybersecurity— Ectp
yA3BHMOCTH B 2021-32565 No3BOJIsIET yratennomy | 2021r. help.cz/vdb/SB2021063020
Apache Traffic 3J10yMpILIJIEHHHKY NOBPEAHTH
Server Le/IOCTHOCTL JAAHHBIX B LeIeBOH

cucTemMe MOCPEACTBOM  OTNPAaBKH

CreuHaabHO chopMHPOBAHHBIX

BPEIOHOCHBIX HTTP-3anpocos.

Ys13BHMOCTD o0ycJ10BIeHA

HEKOPPEKTHOH o6paboTKoi

3arosioBka Content-Length.
Muoxecrsennsie | MITRE: CVE- JKCMIyaTalHs yazgumoctu | 30 mions https://www.cybersecurity- EcTb
yA3BHMOCTH B 2021-32566 no3BoJIAeT yAAAEHHOMY 2021 r. help.cz/vdb/582021063020
Apache Traffic 3/I0yMBILLJICHHHKY BBI3BATH OTKA3 B
Server 00cay:KHBAHHH LeIeBOH  CHCTEMDI

[10CPEACTBOM OTNPABKH CNELHATLHO

c(hOpMHPOBAHHBIX BPEJOHOCHBIX

HTTP-3anpocos. YA3BUMOCTH

o0ycs10BJI€HA HEKOPPEKTHOH

NpoBepKOii BXOAHBIX AAHHBIX TNpH

o6padorke HTTP/2.
Mroxecrsennbie | MITRE: CVE- JrenayaTauus ysizgumoctu | 30 wions https://www.cybersecurity- Ectb
yA3BHMOCTH B 2021-35474 Nno3BOJIsIET ynanennomy | 2021r. help.cz/vdb/832021063020
Apache Traffic 3JI0yMbILLTIEHHUKY BbINMOJHHUTDH
Server npou3BO/bHBLIH  KOA B eJ1eBoi

cucreMe  MOCPeACTBOM  OTNPAaBKH

crneuHaabHoO chOpMHPOBAHHBIX

BPEIOHOCHBIX  CETEBbIX  MAKETOB.

Y3BUMOCTH 00ycJ10B/IeHA

HEKOPPEKTHBIM onpeaejicHueM

rpanuu Gydepa namsTH B nJjarume

cachekey.

10. | Boimosinenue MITRE: CVE- | DxecnuyaTauus ysizBumMocTH | 6 wmoas | https://www.cybersecurity- Ectb
NpPOH3BOJILHOTO 2021-21704 no3BoJiserT ynasnentomy | 2021r. help.cz/vdb/SB2021070611
rkona 8 PHP 3JI0yMBILIJIEHHUKY BBLINOJHUTD https://www.php.net/ChangeLog-S.php#S.O.S

npousBOJLHBLIA  KOA B ueJieBoii https://www.php.nct/ChangeLog-7.php#7.4.21
cucreMe  MOCPeACTBOM  OTNPABKH https://www.php.net/ChangeLog-7.php#7,3.29
creuuaibHo ¢opMUPOBAHHDBIX http://bugs.php.net/76448

AaHHBIX. YA3BHMOCTH 00yc/0BjeHA http://bugs.php.net/76449

nepenosnenuem oydepa B pynkuusx http://bugs.php.net/76450

firebird_info_cb(), http://bugs.php.net/76452
firebird_handle_doer(),

firebird_stmt_execute() u

firebird fetch_blob().

ﬁl. Muoxecrsennbie | MITRE: CVE- JKenayaTauus yazsumoctu | 13 HI0JIs1 https://www.mozilla.org/en- Ectb
yA3BHMOCTH B 2021-29970 no3BoJifeT yaanennomy | 2021, US/security/advisories/mfsaZOZl-ZS/
Mozilla Firefox 3JI0yMBIIILJIEHHUKY BBINOJIHUTD https://www.mozilla.org/en-

Npou3BOJILHBIH  KOA B ueJieBoi US/security/advisories/mfsalOZ]-29/
cucreMe TMOCPEACTBOM  OTKPLITHS https://www.cybersecurity-
noJib30BaTe/eM crneuraabHo help.cz/vdb/SB2021071316
CO31aHHOMH BPEA0HOCHOIH BeO-

CTpaHHUbI. Ys3BUMOCTH

o0yc0B/IeHA HEKOPPEKTHBIM

HCNO/Ib30BAHHEM naMsiTu B

yHkuuu crneuuaabHbIX

Bo3MoskHocTeli  mpu  o0paGoTke

HTML gaHHBIX.

12. | Muoxecrsennbie | MITRE: CVE- | Dxenayarauus yssgumoctu | 13 wions https://www.mozilla.org/en- EcTb
ySI3BUMOCTH B | 2021-29972 no3BoJisieT yAAJEHHOMY 2021 . US/security/advisories/mfsaZOZ1-28/
Mozilla Firefox 3JI0yMBIILJIEHHUKY BbIMOJIHUTH https://www.mozilla.org/en-

npou3BO/IbHBIH  KOA B ueeBoH US/security/advisories/mfsa2021-29/
cHcTeMe  MOCPeACTBOM  OTKPBITHS https://www.cybersecurity-
noJib30BaTe/1eM crneunaabHo help.cz/vdb/582021071316
CO3AaHHOM BPEeAOHOCHOIH Be0-

CTPAHHLbIL. Ys13BUMOCTb




00ycJ10B/IEHA HEKOPPEKTHBIM
WCNOoJb30BAHHEM namaTH B
oubauoreke Cairo.
JKenTyaTauus yA3BHMOCTH
no3BoJIfeT yaanaeHHOMY
3/10yMbILILJICHHUKY BLINOJIHUTD
npou3BOJIbHbIH  KOA B uesieBoi
cuereMe  TMOCPEACTBOM  OTMPABKH
cneunanbHO chopMHPOBAHHOTO
BPEA0HOCHOTO 3aMmpoca. Ys3BUMOCTh
00y cJ10BJICHA HEKOPPEKTHOH
npoBepKoil BXOAHBIX AAHHBIX.

MITRE: CVE-
2021-31196

MHOKeCTBEHHBIE
ySI3BUMOCTH B
Microsoft

Exchange Server

13 uwas https://portal.msrc.microsoft.com/en—

2021 r. US/security-guidance/advisory/CVE-ZOZl—
31196 https://portal.msrc.microsoft.com/en-
US/security-guidance/advisory/CVE-Zoz1-
34470 https://portal.msrc.microsoft.com/en-
US/security-guidance/advisory/CVE-ZOZl-
33768 https://portal.msrc.microsoft.com/en-
US/security-guidance/advisory/CVE-ZOZl-
34473 https://portal.msrc.microsoft‘com/en-

US/security-guidance/advisory/CVE-Z()Zl-

34523 https://portal.msrc.microsoft.com/en-

US/security-guidance/advisory/CVE-ZOZl-

31206

https://portal.msrc.microsoft.com/en-

US/security-guidance/advisory/CVE-ZOZl-

31196 https://portal.msrc.microsoft.com/en-

US/security—guidance/advisory/CVE-ZOZl—

34470 https://portal.msrc.microsoft.com/en-

US/security-guidance/advisory/CVE-ZOZl—

33768 https://portaI.msrc.microsoft.com/en-

US/security—guidance/advisory/CVE-ZOZl—

34473 https://portal.msrc.microsoft.com/en—

US/security—guidance/advisory/CVE-ZOZl-

34523 https://portal.msrc.microsoft.com/en-

US/security-guidance/advisory/C\’E—ZOZ1-

31206

https://portal.msrc.microsoft.com/en-

US/security—guidance/advis0ry/C\”E~202l-

31196 https://portal.msrc.microsoft.com/en-

US/security-guidance/advisory/CVE-ZOZ1-

34470 https://portal.msrc.microsoft.com/en-

US/security-guidance/advisory/CVE—ZOZl-

33768 https://portal.msrc.microsoft.com/en-

US/security-guidance/advisory/CVE-ZOZl-

34473 https://portaI.msrc.microsoft.com/en-

US/security-guidance/advisory/CVE-Z()Zl-

34523 https://portal.msrc.microsoft.com/en-

US/security-guidance/advisory/CVE-ZOZl-

31206

MITRE: CVE-
2021-34470
CVE-2021-
33768

13 HIONS
2021 r.

MHO0KeCTBEHHbIE
ys3BUMOCTH B
Microsoft

Exchange Server

JreniryaTauus yA3BUMOCTH
[103BONIsET AyTeHTH(HUUHPOBAHHOMY
3710yMbIILIEHHHKY U3 CcMEeKHOI ceTn
MOBbICHTH CBOHM mpusmjierud B
LesieBoii  cucTeme  MOCPEACTBOM
OTNpPaBKH crneuuasbHo
chopMUPOBAHHOTO BPEAOHOCHOTO
3ampoca. Y#3BUMOCTb oGycJoBJieHa
HEKOPPEKTHBIM npuMeHeHHeM
orpaHuueHui 0e30nacHOCTH B
Microsoft Exchange Server

MITRE: CVE-
2021-34473

13 10151
2021 .

MHO0KecTBEHHbIE
ysi3BUMOCTH B
Microsoft

Exchange Server

DreniayaTauus yA3BUMOCTH
no3soJser yAAJIeHHOMY
3/10yMbILLLIEHHUKY BBINOJIHUTD
Npou3BObHBIH  KOL B uesieBoi
cucTeMe  MOCPEACTBOM  OTNPABKH
cneuHaabHO ¢(hOpMHPOBAHHOTO
BPEIOHOCHOTO 3aMpoca. YA3BUMOCTH
00y CJI0BJIEHA HEKOPPEKTHOI
pOBEPKOil BXOAHDIX NAHHBIX.

MHOKeCTBEHHBIE MITRE: CVE- | Oxcnayarauus yA3BUMOCTH 13 uwas https://portaI.msrc.microsoft.com/en-
yA3BHMOCTH B 2021-34523 1103B0JISET AYTEHTHQULHPOBAHHOMY 2021 r. US/security—guidance/advisory/CVE-202l-
Microsoft JIOKATLHOMY 3710yMBbIILJIEHHUKY 31196 https://portal.msrc.microsoft.com/en-
Exchange Server [OBbICHTL CBOM TpHBHIErHd B US/security—guidancc/advisory/CVE-Z()Zl-
neneBoil  cucTeMe  MOCPEACTBOM 34470 https://portal.msrc.microsoft.com/en—
OTNPABKH crneunajbHo US/security-guidance/advisory/CVE-ZOZl-
¢(hopMHPOBAHHOTO BPEIOHOCHOTO0 33768 https://portal.msrc.microsoft.com/en-
zanpoca. Y#3BUMOCTh 00yca0BJIeHA US/sccurity-guidance/advisory/CVE-ZOZl-
HEKOPPEKTHBIM npuMeHeHueM 34473 https://portal.msrc.microsoft.com/en-
orpanuyeHuit 0e30MacHOCTH B US/security-guidance/advisory/CVE—ZOZl-
Microsoft Exchange Server. 34523 https://portal.msrc.microsoft.com/en-
US/security-guidance/advisory/CVE-2021-
31206
Muoxecrsennbie | MITRE: CVE- | DxenjyaTauns ySI3BUMOCTH 13 wwoas https://portal.msrc.microsoft.com/en—
ysA3BUMOCTH B 2021-31206 no3BoJIsiET yaaJaeHHoMY 2021 . US/security-guidance/advisory/CVE-2021-
Microsoft 3/10yMBbIILJIEHHUKY BLINOJIHUTD 31196 https://portal.msrc.microsoft.com/en-
Exchange Server npousBoJbHbIH  KOA B nesieBoii US/security—guidance/advisory/CVE-Z()Zl—
cHeTeMe  TOCPEACTBOM  OTHPABKH 34470 https://portal.msrc.microsoft.com/en-
creuuaJbHo copMUPOBAHHOTO US/security-guidancc/advisory/CVE-202l—
BPEAOHOCHOrO 3ampoca. YA3BUMOCTH 33768 https://portal.msrc.microsoft.com/en-
o0ycoBJeHa HeKOPPEKTHOH US/security-guidance/advisory/CVE—2021—
pOBEPKOii BXOAHBIX 1aHHDIX. 34473 https://portaI.msrc.microsoft.com/en-
US/security-guidance/advisory/CVE-ZOZl-
34523 https://portal.msrc.microsoft.com/en-
US/security-guidance/advisory/CVE—ZOZl-
31206
Tlosbimenne MITRE: CVE- | JxcniyaTauus ysizpumoct | 13 mions https://www.cybersccurity-
npusuieruii B 2021-31979 no3sosisier nokanpHomy | 2021r. help.cz/vdb/SB202]071326
sape Windows ayTeHTH(UUHPOBAHHOMY https://portal.msrc.microsoft.com/en-

3J10yMBILLJIEHHUKY BLINOJIHUTD
NPOU3BOJILHBIH KoA c
HOBbILIEHHbIMH NpPHBUHJIETHAMH B
ueeBoi  cucTeMe  MOCPEACTBOM
zanycka  CreuHajnabHo €O3/1aHHOTO
BpEOHOCHOTO  (aiina. Ya3BUMOCTh
00ycJI0BJIEHA HEKOpPPEeKTHbIM

US/security-guidance/advisory/CVE-ZOZl-
31979

Ectb

Ectb

EcTb

EcTb

EcTb



onpejejieHuemM  TpaHHLL Oydepa
namsaTu B sape Windows.
19. | Boinojinenue MITRE: CVE- | DkcnuyaTauus yasgumoctu | 13 uioas https://www.cybersecurity— Ecetb
TNPOH3BOJILHOTO 2021-33740 no3BoJseT ynanentomy | 2021T. help.cz/vdb/SBZOZlO7l325
koxa B Microsoft 3J10yMbILLJIEHHUKY BbINOJIHUTD https://portal.msrc.microsoft.com/en-
Windows Media npou3BoJbHBIA  KOA B uesieBoi US/security-guidance/advisory/CVE-ZOZ1-
cHcTeMe  MOCPeAcTBOM  OTMPaBKH 33740
crneynanabHO c)OpMHPOBAHHOTO
BpEIOHOCHOrO 3anpoca. YA3BHMOCTD
00ycJI0BJIEHA HEeKOPPEKTHOI
NpoBepKoil  BXOAHBIX AAHHBIX B
Windows Media.
20. | IMoBbieHne MITRE: CVE- | Dxcniyarauus yasgumoctu | 13 wions https://www.cybersecurity- Ectb
npusujeruii B 2021-33771 no3BoJifier nokaabHomy | 2021 T help.cz/vdb/SBZ()21071322
Windows ayTeHTH(HUHPOBAHHOMY https://portal.msrc.microsoft.com/en-
3/10yMBILLICHHHKY TOBBLICHTEL  CBOH US/security-guidance/advisory/CVE-ZOZl-
npuRMerun B LEJICBOH  cHcTeMe 33771
[I0CPEACTBOM 3alycKa CneunajibHo
CO31aHHOr0 BpefOHOCHOTO  (hafina.
Ya3BUMOCTb 00ycs10BJIEHA
HEKOPPEKTHBIM onpeaejieHHEM
rpanun Oydepa namsTH.
21. | BbinoaHeHue MITRE: CVE- | Dxeniayarauns yS3BUMOCTH 13  uwoas https://www.cybersecurity- Ectb
NpPOH3BOJIBHOIO 2021-34452 no3BoJsieT yaanennomy | 2021 1. help.cz/vdb/SB2021071358
koaa B Microsoft 3JI0yMbIIIJIEHHUKY BbIMOJIHHUTH https://portal.msrc.microsoft.com/en-
Word npou3Bo/bHbI  KOA B ueseBoii US/security—guidance/advisory/CVE-ZOZl-
cHcTeMe  MOCPeACTBOM  OTKPBITHSH 34452
no/L30BaTEIEM crenuaJbLHo
COPMHPOBAHHOTO  BPEJOHOCHOTO
daiina.  YA3BUMOCTH 06ycJi0BJIeHA
HEKOPPEKTHOMN MPOBEPKOH BXOAHDIX
nannbix B Microsoft Word.
22. | BbinoJjiHeHHE MITRE: CVE- | DkcrniryaTauns yasgumoctH | 13 mons https://www.cybersecurity— Ectb
NPOU3BOJILHOTO 2021-34501 no3BoJifieT yaanentnomy | 2021r. help.cz/vdb/SBZOZl()7l359
xona B Microsoft | CVE-2021- 3JI0YMbILJIEHHUKY BLINOJIHHTD https://portal.msrc.microsoft.com/en-
Excel 34518 npou3BO/IbHbI  KOA B ueseBoi US/security—guidance/advisory/CVE-ZOZl-
cueTeMe  MOCPEACTBOM  OTKPBLITHH 34501 https://portal.msrc.microsoft.com/en—
NnoJIb30BaTesIeM cneuxaJbHo US/security-guidance/advisory/CVE-ZOZl-
copMHPOBAHHOTO BPELOHOCHOTO 34518
¢aitia.  YA3BHMOCTb 06ycJI0BJIEHA
HEKOPPEKTHOMH NpoBEPKOil BXOAHBIX
nannbix B Microsoft Excel.
23. | BoinojiHeHUE MITRE: CVE- | Dxcnayarauus yasgumoctu | 8 U108l https://www.cybersecurity- Ectb
NpOU3BOJILHOTO 2021-1675 no3BoJIsieT ynanennomy | 2021 r. help.cz/vdb/SBZOZlO60813
kona B OC 3JI0yMBIILJIEHHUKY BBIMOJIHHTH https://portal.msrc.microsoft.com/en-
Windows npou3Bo/IbHbI  KOX B ueseBoi US/security-guidance/advisory/CVE-ZOZl-
cucreMe  MOCPeACTBOM  OTKPBLITHS 1675
noJiL30BaTe/IEM creunabHo
CO3IAHHOTO BpeloHOCHOTO daiina.
Ya3BUMOCTD 00ycJ10BJIeHa
HEKOPPEKTHOI NPOBEPKOil BXOAHBIX
aaHHbIX B cayskbe  aucnerdepa
ouepean neyatn Windows.
24. | BoinojiHeHHe MITRE: CVE- | Jxcniayarauus ya3pumocTH | 15 ot https://www.cybersecurity- EcTb
NpOH3BOJILHOTO 2021-30559 no3BoJifieT ynanennomy | 2021r. help.cz/vdb/SBZOZlOﬂSll
koma B Google 3JI0yMbIIIJIEHHUKY BbINMOJIHUTD https://crbug.com/l228407
Chrome npou3BO/ibHBLIA  KOA B ue/eBoi https://crbug.com/l219630
cHcTeMe  MOCPeACTBOM  OTKPBLITHS https://crbug.com/l221309
noJib30BaTesIeM cneuragbHo https://crbug.com/ll19209
CO31aHHOI BPEIOHOCHO BeO- https://crbug.com/lZl4842
CTPAaHHIbL Y3BUMOCTH https://crbug.com/l220078
obycnossiena  ownGkod  rpanul https://chromereleases.googleblog.com/2021/0
namsth npu obpaborke HTML- 7/stable-channel-update-for-desktop.html
aanubix B ANGLE https:/crbug.com/1219082
PS. BoinoJinenue MITRE: CVE- | Dkcniyarauns yazgumocT | 15 mioss https://www.cybersecurity- Ectb
NpPON3BOJILHOTO 2021-30541 no3BoJAeT ynanennomy | 2021T. help.cz/vdb/SB2021071511
kona B Google 3JIOyMBIIJIEHHHUKY BbINMOJIHUTH https:/crbug.com/1228407
Chrome npou3BoJibHBIH K04 B ueJ1eBoi https://crbug.com/l219630
cHCTeMe  MOCPeACcTBOM  OTKPBITHS https://crbug.com/l22l309
noJib30BaTe/IEM CreuHaJbHo https://erbug.com/1219209
CO31aHHOM BPeJOHOCHOI BeO- https://crbug.com/l214842
CTPaHHIlbL. Ys13BUMOCTH https://crbug.com/l220078
00ycJ10BJIEHA omulKoi https://chromereleases.googleblog.com/Z()Z1/0
HCNOJIb30BAHUSA nocje 7/stable-channel-update-for-desktop.html
ocBoBokaeHHs B KomMnoHeHTe V8. https://crbug.com/1219082
26. | BoimosiHeHHe MITRE: CVE- | Dxcmiyarauus yasgumocetu | 15 uiosist https://www.cybersecurity- Ectb
NpPOH3BOJILHOTO 2021-30560 no3BoJsier ynanennomy | 2021r. help.cz/vdb/SB2021071511




xona B Google

Chrome

3JI0YMBILLTEHHHKY BbINOJHUTH
NpoU3BOJIbHBIH  KOA B ueseBoi
cHCeTeMe TMOCPeacTBOM  OTKPbLITHH
noJ1L30BaTE/IEM crneunaabHO
CO3AaHHOI BPELOHOCHOI Be0-
CTPaHHUbL YA3BUMOCTDb
o0ycJi0BJIeHA I
HCNOJIb30BAHMS nocJie

o0cB0GOMXKAEHHS B KOMIIOHEHTE Blink
XSLT.

https://crbug.com/1228407
https://crbug.com/l219630
https://crbug.com/1221309
https://crbug.com/]219209
https://crbug.com/]214842
https://crbug.com/l220078
https://chromereleases.googleblog.com/2021/0
7/stable-channel-update—for—desktop.html
https://crbug.com/l219082

BoinoJiHeHHE MITRE: CVE- | DxcnuyaTrauns yazumocTu | 15 uioas https://www.cybersecurity- Ectb
npou3BOJILHOTO 2021-30561 no3BoJIAeT ynanennomy | 2021T. help.cz/vdb/SBZOZlOﬂSll
xoxa B Google 3JI0yMbIHLJIEHHHKY BbINOJHUTD https://crbug.com/l228407
Chrome Npou3BO/IbHBIH  KOA B 1es1eBoi https://crbug.com/l219630
cHcreMe MOCPeACTBOM  OTKPBITHS https://crbug.com/lZZ]309
N0J1b30BaTeJIEM crnenHaabLHo https://crbug.com/l219209
c03gaHHOI BPE/OHOCHOH BeO- https://erbug.com/1214842
CTPAHHLbL. Ya3BUMOCTD https://crbug.com/l220078
o6yc/ioBaeHa OWHMOKOH CMEIICHHS https://chromereleases.googlcblog.com/2021/0
THMOB B KoMnoHenTe V8. 7/stable-channel—update-for-desktop.html
https://crbug.com/1219082
TloBbIEHHE MITRE: CVE- | Dxcnuyarauus ysazgumocTH | 13 uroas https://www.cybersecurity-
npuBuieruii B 2021-34469 no3BoJsieT ypasnennomy | 2021T. help.cz/vdb/SB202]071383
Microsoft Office 3/10yMBILJICHHUKY MOBBLICHTH  CBOH https://portal.msrc.microsoft.com/en-
npuBUJETHH B neJieBoil  cucreme US/security-guidance/ad\'isory/CVE-2021-
nocpeacTBOM OTKPBITHS 34469
n0Jib30BaTeeM cneuuaJbLHo
co3aamHoro BpeonocHoro daiina.
Ys3BHMOCTD 00ycJI0BJIEHA
J HEeKOPPEKTHOI paGoToii  dynkuuu
Gesonacnocru B Microsoft Office.
29. | BobinoJiHeHHE MITRE: CVE- | Dxcniyarauus yasgumoctu | 13 monst https://www.cybersecurity— EcTb
NPOH3BOJIBLHOTO 2021-34522 no3BoJIsieT nokanbHomy | 2021 T, help.cz/vdb/SBZ()21071363
xoxa B Microsoft | CVE-2021- 3JI0yMBIILJIEHHUKY BbINOJIHUTDH https://portaI.msrc.microsoft.com/en-
Defender 34464 Npou3BOJIbHBIH  KOL B ueesoi l’S/security-guidance/advisory/CVE-ZOZl-
cucTeMe  MOCPeACTBOM  3amycka 34522 https://portaI.msrc.microsoft.com/en-
creuHaibHO CO3/1aHHOTO US/security-guidance/advisory/CVE-2021-
Bpe10HOCHOTO  (aiina. Ys3BHMOCTH 34464
oGycs10BJIEeHA HEKOPPEKTHOH
06GpaoTkoii BXOAHBIX AAHHBIX B
Microsoft Defender
30. | Muoxecrsennbie | MITRE: CVE- | DkeniyaTauus ysI3BUMOCTH 16  wwoas https://www.cybersecurity- Her
ysI3BHMOCTH B 2021-21820 no3BoJisieT yAaJeHHOMY 2021 . help.cz/vdb/SBZOZlO716]0
MapLpyTH3aTop 3/10yMBILIJIEHHUKY NOJYYHTD HCA k https://www.talosintelligence.com/vulnerabilit
e D-LINK DIR- uedeBoii  cucreme,  Ys3BHMOCTD y_reports/TALOS-ZO?.]-l285
3040 oGyc/i0B/IeHAa  HAJIMYHEM  IKECTKO https://www.talosintclligence.com/vulnerabilit
3AKOAMPOBAHHBIX YHETHBIH JAHHBIX y_reports/TALOS-202l-l283
B Tecrosoii cpeae Libcli. https://www.talosintelligence.com/vulncrabilit
y_reports/T ALOS-2021-1282
https://www.ta|osintelligence.com/vulnerabilit
y reports/TALOS-2021-1284
31. | IloBbimenue MITRE: CVE- | JxcryaTauus yasgumoctu | 21 miosst https://www.cybersecurity- Ectb
npusuieruii B 2021-33909 Nn03BOJISAET sokanbHomy | 2021 r. help.cz/vdb/SB2021072|06
Linux kernel ayTeHTHGUUMPOBAHHOMY https://cdn.kernel.org/pub/linux/kernel/vS.x/C
3/I0yMBILIJICHHUKY TOBBICHTE CBOH hangelLog-5.13.4
NpUBHJIETHH B uesieBoii  cucTeme https://github.com/torvalds/linux/commit/Scae
nocpeacTBOM pasMelleHust ¢aiina ¢ 8cd89ﬂ)5f6d6223d63e6d|5e3|c8ba9cf53b
nMeHeM MPeBbIAIOIHM https://www.opcnwaIl‘com/lists/oss-
onpeaeaeHHy0 AJTHHY. Ys13BUMOCTD security/2021/07/20/1
o0ycJioB/IeHA 1eJI0UHCIIEHHBIM
nepenonnenuem Oydepa B yHKUHH
vmalloc().
32, | MosbiieHHE MITRE: CVE- | DkcriyaTauust yazsumoctu | 21 HIOJIS https://www.cybersecurity- Her
npuBuieruii B 2021-36934 no3BoJsieT sokanbHomy | 2021, help.cz/vdb/582021072105
Windows ayTeHTHGUUHPOBAHHOMY https://msrc.microsoft.com/update-
3JI0yMbIILJIEHHUKY NoJIy4HTh guide/vulnerability/CVE-202|—36934
HEeCAHKUMOHHPOBAHHBIH A0CTYN K https://www.kb.cert.org/vuls/id/506989
JAaHHBLIM B LleJeBoil  cucreme
nocpeacTBOM UCNOJIB30BAHUS
JAHHBIX H3 COXPAHCHHOH TeHeBoi
KOMHH VSS. Ya3BUMOCTD
oGycsi0BJIEHA HEKOPPEKTHOH
HacTpoiiKoi mpas A0CTyna B Access
Control Lists (ACLs).
33. | Muoxecrsennbie | He onpenesieH JKenayaTauus ysi3BUMOCTH | 29 HI0ms https://packetstormsecurity.com/ﬁles/l63657 Her
yA3BHMOCTH B no3BoJsieT yaanennomy | 2021r. https://www.cybersecurity-
Zabbix 3/I0yMbILLJIEHHHKY BBINOJIHUTD help.cz/vdb/SBZ()210729l4

Npou3BOJIbHbIE SQL-KOMaHAbI




ySI3BUMOCTH
Zabbix

MHOXKeCTBEHHbIE

B

10CPeACTBOM OTNPABKHU cneuuaibHo
chOpMHPOBAHHBIX 3anpocoB.
Ys3BUMOCTh 00yc/10BJICHA
HEKOpPPEeKTHOI OUYMCTKOH
0J1b30BATEIbCKHUIl AAHHBIX B
cKkpunTe
«hostinventoriesoverview. php».
JrcnryaTauus yA3BHMOCTH
no3BOJISIET yAQIEHHOMY
3JI0yMBILULJIEHHAKY oboiitn  popmy
aBTOpU3aLNH naHeau
aJAMHHHCTPATOPA nocpeacTBoOM
OTNpaBKH cneuuaibHo
copMHPOBAHHBIX 3anpocoB.
Ya3suMocTb 00yc/10BJIeHA omuOKon
B KO/ CTPAHHIIbI ABTOpH3aLHUH.
CV§Sv3.0:
AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:
H/A:H/E:U/RL:U/RC:C

CWE-284: HexoppeKTHOE
ynpagJieHne A0CTynom
PeoMenanuu 10 YCTPAHCHUIO:
OTpaHHYUTL A0CTYN K ysI3BUMOMY
MPOAYKTY CPeACTBaMH MeJKCeTeBOro
JKpaHupoBaHus  WJIH APYTUMH
AAMHHHCTPATHBHBIMH MepaMH

https://packetstormsecurity.com/ﬁles/l 63657
https://www.cybersecurity-
help.cz/vdb/53202107 2914




