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«MudopMHpOBaHHE KIHEHTOB CHCTEMBI

&, AHCTAHIUOHHOTO BAHKOBCKOI0
odcayxuBanusa «iBank2» o mepax

3aUTHI 32 Jekadpb 2023 r.»

B cBsa3u ¢ HEOOXOIUMOCTBIO CHIKEHHSA PUCKOR BO3JEHCTBHS BPEIOHOCHOIO KOIA, PUCKOB
UCIONMB30BAHUSA YA3BUMOCTCH I[POrPaMMHOTO OOecHedeHHs U IOBBIIIEHUS YPOBHS 3aINHThI
HEQOpMaluK mpH paboTe ¢ cucTeMOl IHCTANIHOHHOTO GaHKOBCKOro 06CTyKUBaHMS «iBank2y
(MuTeprer-6ankom) ciyxba HHPOPMAITHOHHOM OezonacHocTH PHKO
«[IPOMCBA3ZBMHBECT»  (O00) pekoMmenmyeT it-CHCHHATIMCTAM  HAIWKX  KIHELTOB
(opraHw3almil ¥ UHIMBWAyQTRHBIX [PEINpPHHAMATeNeH) [PUMEHATh B CBOCH paboTe
PEKOMEHMIAIMHY 10 3aluTe UH(pOpMAaIWH, yKasanuee B [Ipuinoxkennn 1 k manHoMy nucemy. B
cllyyae BO3HMKHOBCHHMS BOIPOCOB MO MPUMEHEHHIO PEKOMEHIALMH MpocHM Bac Mo3BOHUTE B
cmyx0y HidopMalHOHHON Oesomaciuocty no HomepaM 8(8722) 51-70-44 wmmw HampaBuThb
IHCBEMO TI0 IeKTpoHHOH nouTe office(@psib.ru .

{'Z/ﬁ//// fj/ Abaypaxmanos K.A.

MoOANMHCH

Mpencenatens Mpasaenns



Ha koMmbIOTepe, € KCTIOAb30BAHHEM KOTOPOTO OCYMECTBIIACTCA paborta B cucteme J[BO
«iBank2», He PEKOMEHIYETCS YCTaHaBIMBATH HPOTPAMMHOC obecreyenne, HMEIOLIEe YA3BUMOCTH C
KPUTHIHBIM YPOBHEM OTACHOCTH. K TakoMy [IpOrpaMMHOM

obecredeHne, yKazaHHOe B TaOIHIEe HUKE.

IMpuiaoxenne Ne 1

K HHGOPMALHOHHOMY MHCbMY
«UudopMipoBaHHe KIHEHTOB CHCTEMbI
AHCTAHIIMOHHOTO 0AHKOBCKOIO
obeayxusanns «iBank2» o mepax
3auIHTBI 32 Aekadpb 2023 ry

Y ofecIecueHUKD OTHOCUTCH IporpaMMHOE

Ne | Haumenoran | Maentn OmnucaHle yA3BHMOCTH |IlaTa CeplnKa HA HCTOYHHKH Hannu
e ya3Bumoro | gukaro = BLISIBJIEHUA ne
NporpaMmMHo | p o0ioB
ro YHA3BHMO JeHui
ObecnedycHud | crei ]

1. | Bemoaunenne | CVE- MocsencTBus IKcmIyaTanuu: | 2023-12-01 http://support.apple.com/en- EcTh
npousBosbho | 2023- BBLIMOJIHCHHE TPOH3BOJALHOIC us/HT214033
ro koma B | 42917 Koaa http://support.apple.com/en-

Apple macOS PexomeHaalnm 1o us/HT214032

Sonoma " yCTpaHEHHIO: Janunasn

Apple Safari V3BUMOCTE ycTpaHseres
opuUHATLHLIM naT4eM
penaopa. B cea3@ cO
caoknABIIeHicss  00CTAHOBKOM
H BBECIEHHBIMH CAHKIHAMH
NpOTHB Poceniicroi
Mepepannn peKoMeHaYeM
ycTaHaB/JIHBaTL OOHOBJIEHHS
NporpaMMHOro obecrneqeHns
TOJABLKO [OC/e OUEHKH BCeX
COMYTCTBYIOLLHX PHCKOB,

2. | Bommonuenne | CVE- Cnocod ykenayaTauun: | 2023-11-30 http://www.tenable.com/security/ | EcTs
| mponseoabHO | 2023- Ornpaeka CHEnHaNBHO research/tra-2023-40
ro koga 8 My | 6360 C031aHHBIX 3aTIPOCOB. http://www.joedolson.com/2023/
Calendar Hocaencrsus IKCOIYaTAUHU: 11/my-calendar-3-4-22-security-
naarut BLIMOJTHEHHE MPOH3BOJALHOIO release/

WordPress Koaa

PexomeHaalluy 1o
yCTpaHeHHIo: Jlannan
YS3BHMOCTH yeTpaHaerest
opuuHATLHBIM naT4em
BeHA0PA. B cBf3W O
CI0KHBILIElHCSE  0GCTAHOBKOI
H BBeIEHHBLIMH FAHKIHAMH
NpoTUB Poccuiickoii
@coepanum pexkomMeHayem
yeTAHABINBATE OOHOBICHHH
nporpaMmHoro obecrnedcaud
TOABLKO MOCHe OHCHKH BCeX
COMYTCTBYIIIHNX PHCKOB.

3. | Bemmonuenue | CVE- Cnocob sxenyatamnn: | 2023-11-30 http://www.zyxel.com/global/en/s | EcTo
npouseoibHo | 2023- OTnpaska CIeUHATBHO upport/security-advisories/zyxel-
ro Kopa B | 4474 c(pOpMHPOBAHHLIX AaHHBIX. security-advisory-for-

Zyxel NAS HociieAcTRHS IKCIMYaTAluN: authentication-bypass-and-
products BBIMOJIIEHHE TPOH3BOJILHOIO command-injection-
Koaa ‘vulnerabilities-in-nas-products
Pexomenjaunn o
yCTpalcHUIo: Janunan
ySI3BHMOCTb ycTpandeTcst
othnuHaIbHLIM naTyeMm |




‘ gpenaopa. B cBasm CO
| ‘ ‘ criosKHBLIeiicA  00CTAHOBKOH
‘ ' i BReJICHHBIMH CAHRIHAMH
‘ ‘ ‘ NpOTHB Poccuiickoii

| pexoMeHayeM

‘ ‘ @epepaly

‘ yCcTAaHABINMBATL OOHOBJIEHHS
‘ mporpaMmHore obecrevenys
| ‘ ‘TDJ[[;K(J focie OUEHKH BCex

i nponssoasHo | 2023- l OTnpaBka cneunaibHO
_ ro Koga B ‘ 36006 copMIPOBAHHBIX TAHHBIX.
| Windows IMocseacTBHsS 3KCITYaTALMIH:
‘ ‘ BHINOJEEHIE NPOH3BOIBHONO
‘ Koja
‘ ' PexomeHaalnu no
| ‘ ‘ yCTpaHeHHIo: Jlannasi
| ‘ ‘ YA3BHMOCTH ycTpaHsieTcs
| ‘ odHuHANBEHBIM naTuemM
‘ pepgopa. B cBi3m €O

| caoHBLICHcH  006CTaHOBKOR

‘ H BBeleHHbLIMH CAHKIHAMMH
| MpPOTHB Poceuiickoii
‘ degepallui peKoMeHLyeM

yCTAHABANBATE OOHOBJIEHHS
nporpaMmuoro obecretenus
TOJILKO Toce OUeHKH Beex

CO!'I\"TCTBXH)U[HX p HCKOB.

. CONYTCTRYIOMIHX PHCKOB. |
4. | Bemnoanenne | CVE- Crocob JKCITYAaTALHH: 2023-12-12 ‘

http://msre.microsoft.com/updat
e-guldefv111nerabllit}w’CVF-ZOZ}
| 36006

\
B

CTh

CVE-
2023-
48634

Cnocob JKCIayaTalnm:
OTnpaska creHAlbHO
copMHPOBAHHbBIX NAHHBIX.
Adobe After IMocneacTBHST JKCIIYATALIMIE:
‘ Effects BbIO/IHEHHE TTPOH3BOJBHOIO
‘ Ko/ '
‘ l PexomeHaaLHN
‘ ‘ yeTPaHEeHHIO!
YA3BUMOCTD
‘ ouananbHbIM
‘ gegaopa. B ces3H o €O
clnosuBLIciica 00cTaHOBKOM
‘ ‘u BBCACHHBIMH CAHKINEMH
‘ l IPOTHE Poccuiickoi
‘ @epepaunn peKoMeHayem
‘ yCTAHAB/INBATL ODHOBJIEHHS
nporpaMmMuoro obecmnedeHHs
TOMLKO TocHe ONEHKH BCEX
| comyTeTBYHLINX PUCKOB.

|
BrinoJHeHHe ‘
‘ npoH3BOJILHO
‘ ro Koaa

no
Jauuad
yeTpaHsieTcd
naTdem

2023-12-12 http:f!helpx.adobe.com!security!

products/after_effects/apsb23-
75.html

|
|

|
|

Ectb

Cnocob

OTKpLITHE  TOB3IOBATENEM

CIEelHANBLIIO CO30aHNOI0

Adobe ppenoHocHoro aiina.

Ilustrator TMocaeacTBHA JKCIMYaTalHN:
BLIMOJIHEHHE MPOH3BOABHOIO

‘ KOIa

‘ PeroMeHAaLHH

yeTpaHeHHIo:
‘ y3BHMOCTh

Boino/iHeHHe
NPOH3BONBLHO
ro Kola B

47063

no

Hdanuan
ycTpaHsaercs
ohULIHATBEHBIM naT4yem
gengopa. B cBm3u €O
‘ cllokHBLIeica  00cTaHOBKOM

‘ H BBEISHHBIMH CAHKUHAMH
‘ ‘ NpoTHB Poccniickoii
» Menepamyu pEKOMEHIYEM

|
IKCIIyaTALMH: | 2023-12-12

http:ﬁhelpx.adnbc.com;’security}
productslillustrator;’apstS-
68.html

\
FCTh

E/{



| TosbKO

yCTAHABIHBATL OGHOBIIEHHS
NporpaMMHoOro  odecreveHusl
nocjiae OneHKH BCeX
COMYTCTBYHLUHX PUCKOB.

Beinoanenne
MpPOH3BOJILHO
ro Koia B
Chrome OS

CVE-
2023-
5996

Cnocob IKCILIYATALIHM:
OTKpeITHE  NOJB3OBATENCM
CNenHATLHO co31aHHOI
Bpe10HOCHOH BeD-cTpaHHIIBL
nOCJIEﬂCTBllH IKCMayaTaluHe.,
BBLINOJIHEHHE TMPOH3BOIBHOTO
Kojaa

Pexomengaumu no
VeTpaHeHHo: Januasn
VA3BHMOCTE yeTpaHsieTcs
o(pHUHATLHBIM natyem
BEHAOpA. B CBSI3H co
cnoxuBuiciics  obcTaHOBKOI
H BBEACHHBIMH CAHKIHAMH
NMpoTHB Poccuiickoii
Qegepaunn pexoMeHnayem
YCTAHAB/JINBATL OGHOBIEHUS
nporpaMMHoro obecnedeHus
TOABKO TMO0CJde OHeHKH Beex
CONYTCTBYIOLIHX PHCKOB.

2023-12-11

http://chromereleases.googleblog
.coml2023s’12;’long-term-sup‘p0rt-
channel-update-for.html
https://bdu.fstec.ru/vul/2023-
07841

Ectn

BeinmonHenue
HPOH3BOILHO
ro Kojga B
macO8S
Sonoma

CVE-
2023-
42899

Cnocob IKCITYATALIHH:
OTkpeITHE  N0JB30OBATENEM
CIIeNHATBLHO CO3NaHHOrO
BpeoHOCHOTO thaiina.
IMocseacTBUs IKCONTYATALHH:
BbLINOJHEHHE TPOH3BOJIBLHOMD
Kojaa

Pexomennaiuu no
YCTpPaHEHUH)! Jannasn
YHA3BHMOCTE yYeTpansierca
othunanbHbIM naT4yem
BeHdgopa. B  eBa3sm  co
caoRuBIUElicsT  00CTAHOBKOHA
H BBeJeHHBLIMH CAHKIHIMH
MpPOTHB Poccuiickoii
@eaepauun peKoMeHIyeM
YCTAHABJIHBATL OOHOBJICHHS
nporpamMmHore ofecnmedcHHs
TOJILKO [0CIIe OLUEHKH Beex
CONYTCTBYHUIHX PHCKOB.

2023-12-11

https://support.apple.com/en-
us/HT214036
https://support.apple.com/en-
us/HT214037
https://support.apple.com/en-
us/HT214038

EcTth

BrimogHeHHe
MpPOHIBOJIBHO
ro Koaa B
WordPress

None

Cnocod IKCILTYATALIHH;
OTtnpaeka COENHANBLHO
CO3IAHHBIX 3aMPOCOB,
n(lCJ'Ie,IICTBI‘Iﬂ TBKCH.’I}’EITEIHHH:
BLIMOMIEHHE MPOH3BOABLHOIO
Koaa

PexoMeHgauuu no
YCTPaHCHHIO: Hanuas
YA3BHMOCTD yCTpAHHETCH
o HUHANBHBLIM naryem
Benaopa. B eBsa3m co
cJIoKHBLIelHed 00CTAHOBKO#M
H BBeJeHHLIMH CAHKLHSIMH
NpOTHB Poccuiickoii
Deaepaumu peKoMeHayeM

YCTAHABNAHBATE OGHOBIEHHS
NporpaMMHoOro odecneveHus
TOJLKO MNOCTAe OLEHKH BCEX
CONYTCTBYMINHX PHCKOB.

2023-12-08

http://wordpress.org/documentat
ion/wordpress-version/version-6-
4-2/

EcThe




|
10 | Bemonnenne

NPOH3BOJIbLHO
ro Koaa B
Microsoft
Edge

| CVE-
2023-
6704

Cnocob IKCITYaTaAUHH:
OTkpeITHE  nOABL30BaTEdEM
CHCUHATLHO Co3gaHHOT
BPE10OHOCHO# Be(-CTpAHHIL.
HNocneacrrus sxennyatauuu:
BBITOJTHEHHE MPOH3BOABHOTO
KoIa

Peromennamuu no
YCTPAHEHHIO: Hanunan
Y3BUMOCTH yerpaHsercs
OUIHATILHBIM nar4em
BeHaopa. B cBasm co
CIIOKHRINENCH  00CTAHOBKOI
H BBeJECHHBIMH CAHKIHAMH
npoTHR Poccniickoii
@enepaiHn pPeKoMeHayem
YCTAHABIHBATE OOHOB/IEHHS
nporpammuoro obecrnedyeHus
TOIEKO T0C/Ie OUEHKH Bcex
CONYTCTBYHIUHX PHCKOB,

2023-12-15

http:f/msrc.microsoft.comfupdat
e-guide/en-US/advisory/CVE-
2023-6704
https://bdu.fstec.ru/vul/2023-
08754 g

EcTh ‘

Brinmonuenne
MIPOH3BOJBLHO
ro Koia B
Google
Chrome H
Microsoft
Edge

CVE-
2024-
0223

Cnocod IKCIIYATALIHM;
OTkpeiTHE  monk30BaTeleM
CNenuAILHO CO3aHHOrO
BpeI0HOCHOro (aiina.
ITocseneTBust skenayarammu:
BBIMOJHEHHE MPOU3BOJALHOTO
Koga

Pexomenpauun no
YCTpaHeHHH: Jdannas
YSI3BHMOCTH ycrpansercs
o(uIHANLHEIM naryem
BeHa0pa. B cessm co
cioxHBIIClicss  oGcTaHOBKON

H BBEIEHHBLIMH CAHKLHIMHK
npoTHe Pocceuniickoii
Degepaunn pexoMeHyem

YCTAHABIHBATE OOHOBJIEHHS
NporpaMMHOro obecrnedeHus
TONBKO TI0C/A€ OLEHKH BCeX
CONYTCTBYIOIIHX PHCKOR,

2024-01-04

http:ffchromereleases.googlebiog
.com/2024/01/stable-channel-
update-for-desktop.html
http://erbug.com/1505009
http:;’/msrc.microsoft.comfupdat
e-guide/en-US/advisory/CVE-
2024-0223

Ecrn




