
PHKO dIPOMCBfl3bI,IHBECT) (OOO)

01.09.2020 n. r. Maxa.Ixana

<lIHQopnr upoBa H r{e KJrueHToB cr{creMbr

AUcraHuHoHHoro 6aHroscrcoro
o6cryxu.r s autrfl <<iBa n k2>> o Mepax

3autrrrbr 3a aBrycr 2020 t.>>

B csq:u c seo6xoAnMocrbro cHuxeHnq pr4cKoB eo:Aeficrer4q BpeAoHocHofo KoIa, pncKoB

r,rcnoJrb3oBaHr,rtr yr:nulrocrefi npofpaMMHoro o6ecneqeHu.f, v rIoBbIuIeHIrt ypoBHq

6e:onacHocrr.r flpa pa6ore c cucreuofi Ar4craHrrr4oHHoro 6aHrcogcxoro o6clyNuBaH:zs. <iBank2>
(l4urepner-6auxovr) CryN6a nH$opruauzossofi 6esonacHocrl4 PHKO
(IIPOMCB-fl3bl4HBECT) (OOO) peKoMeHAyer it-cneqza,rHcraM Harrrux Krlr.reHroB

(opranntaqufi v r4H;:r4B:a1yanbHbrx rrpeArrpl4Hl4nrarerrefi) [pnMeH.srb e ceoefi pa6ore
peKoMeHAaur.rr4 no 3arrlr4Te raH$oprvraqvu, yKa3aHHbre B flpu:roxeHuu I x AaHHoMy nucrvy. B
cnyqae Bo3Hr{KHoBeHr4r BolpocoB rro [pr,rMeHeHr,r]o peKoMeH lauuil rrpocllM Bac nogsoHuTb B

CnyN6y rzHSoprvraquouuofi 6esonacHocrrz rro HoMepy 8 (8722) 51-70-44.

llpeqcegareJr b flpae.neu un K.A.A6aypaxMaHoB

,*



flpn,roxeHne J\! I
rc uHQopmauiloHHoMy nucbMy

<14HQopmupoBaHr{e KJTHeHToB cHcreM br

nilcraHuiloHHoro 6aHKoBcKoFo

o6c"ryxueaHrq (iBank2) o Mepax
sautllTt'l 3a aBTYCT 2020 r.>>

llo uH$opMarrr4r.r OI4HIIEPT (uenrpa MoHHToprnHra u pearrrpoBaHr.rq Ha KoMrrbrorepHbre
aTaKrr B KpeAr.rTHo-Qunancoeoft cQepe, cIIerlHaJrbHofo cTpyKTypHofo troApa3AereHIIq
Eauxa Poccuu) yqacrr.rnucb cnyqau pacnpocrpa:neHr4fl BpeAoHocHofo [pofpaMMHoro
o6ec[e.{eHr4q ceMeficrBa (RTM)), opr4eHTr4poBaHHoro Ha KJrr4eHToB KpeAr,rrHo-$r4HaHcoBbrx

opfaHr,r3arlr4r,r, qBrqloull4xct
rr p eArrp H H rrM aTe_[qM u.

ropr.lAr,rqecKz Mr4 nr4rlaMr4 V I{HTVIBI,ITYANbHF,IMI4

flpr.r pa6ore c 3neKrpoHHofi norrrofi opfaHu3arlr4.sM 14 vHnvBvr1yaJrbHbIM rIpeAnpI4HLIMarer.sM

cneAyeT yrII,rTbIBaTb, qTo yqacTurrr4cb cnyqav oTnpaBKr4 IIo 3neKTpoHHofi rroqTe JroxHbIX rIHceM

or MorrreHHr,rKoB. I-{enrro raHHbrx rrzceM flBrrfle'tcs. pacnpocrpaHeHrre BpeAoHocHoro KoAa c

rlenbro Kpaxu AeHexHbrx cpeAcrB. floAo6nsre rucbMa corepx{ar $afinrr co cne.4y}otrll4Ml4

HMCHAMIJ:

Paket dokumentov dlya oplaty z etot mesyac.exe
Dokumenty dlya sverki konec iyulya.exe
Sverka 13.07.2020.exe
Sverka za vesf iyul'.exe
Dok-fy sverka za vesr iyul'.exe
Dokumenty nachalo avgusta.exe

2

URl-aapeca u IP-a4peca, peKoMeHAyeMbre K

6:roxupoexe it-cner-(za,u4craMr.r oprau z: aqufi
rH4laBlr'Ay AJrbHbrx n peArrpr4 H HM arer efr uepe:
cereBbre 3KpaHbr, 6pau4uayapbr, cereBoe
o6opylonaHrze

4s.61.139.16
161.35.104.138
blockchain.infb
104.16.54.3
104.16.55.3
api.blockcypher.com
104.20.21.251
104.20.20.251
67.205.r18.45
45.61.136.26
blockchain.info
r04.16.54.3
104.16.55.3
api.blockcypher.com
104.20.2t.251
r04.20.20.251
142.93.0.206
blockchain.info
104.16.54.3
104.16.55.3
api.blockcypher.com
104.20.21.251
104.20.20.251



Dlya sverki chetverg.exe
Akty sverki za iyul'.exe
SDFSSvc.exe
Sverka konec proshlogo mesyaca.exe
Zakryv ayushchie dokumenty za iyul'.exe
Akt sverki za ves' iyul'.exe
Paket dok-ov 31.08.exe
Kopii dok-ov na proverku.exe
Paket avgust.exe
Paket dok-ov avgust.exe

flpra o6uapyxeHr4r.I Bo BXoAruIr4x rrr4cbMax ceoefi 3neKTpoHHofi noqrrr rrr4ceM c Qaftnalrz c

noAo6srnar4 uMeHr4 He peKoMeH,uyercq orKpbrBarb raKr4e Safinu 14 TaKrre rlrcbMa.

Ha rorunuorepe, c HcrroJrr,3oBaHr4eM Koropofo ocyuecrBns.ercs. pa6ora e czcrelre IEO
<iBank2>>, He peKoMeHryercq ycraHaBnr.rBarb rrpofpaMMHoe o6ecneveuue, r4Meroulee

yq3BuMocrh c Kpr4TL{qHbrM ypoBHeM orracHocru. K raxonry [porpaMMHoMy o6ecne.{eHr.r}o
orHocrrrcfl nporpaMMHoe o6ecneqeH14e, yKa3aHHoe e ra6rprqe Hr{xe.

J\9 HattirteuoaaHu
e yn3BlrMor-o
nporpaMMHor
o

O6ecneqeHHq

l,laenrnSu rcar

op
yq3BuMocTeu

0nucauue yqlBl.rMocrlr Aara
BbIq BflEHH

fl

Ccut,lrca Ha ucrorrHnKH Ha,ru'{ue
o6Hoefleu l
u

I n ternet
Explorer'9. | |

MITRE: CVE-
2020- | 380

?rccn,ryarauHn vq3BnMocrr4
no'!rio. rqel ]la-]eHHov)'
l.lr)\1rbilil.leHHilN\ rtbilro.iltHtt
ilp(Jr, ]Bo.ilbHbrr'r rio;l r
npilBilrefilqMu 'reK)'ulcro

no.rtbloBare,lq B ueJeBoii cHcreMe
nocpeacTBoM orKpbrrHs
floJ,tr'30BaTeJleM cneu[aJlbHo
co3AaHHbrx BpeAoHocHblx ee6-
crpaHilubr rrJrfi AoKyMeHTa Microsoft
Office. Yqrsur,rocrs o6yc,roa"reua
HeroppeKTHbrl4 cnoco6ov
o6pa6orru clrcHapucB o6r,erros
||avq-rlr B Int('rntl I-rnloret'.

I I aerycra
2020 r.

h ttps://porta l.msrc.microsoft.com/en-
[ ]S/secu ri t] -guida nce/advisory/CVE-2020- I 380
h ttps ://lr wrr,c1 bersecu rity-
help.czlvdb/S82020081 I l.t
https://portal.msrc.microsoft.com/en-
I S/sec u ri t1'-g u i da n ce/a d vi sory / CV E-2020 - I 561

h ttps://www.cybersecurity-
hel p.czlvdb/SB202008 I 230

Ecrr

2 floesrueHue
np1,|BH.qeru[ B

Nl ic rosolt
Netlogon

llllTRE: (lVE-
2020-1172

')xcn.rt arau{R } n3BuMocril
no3Bo.:rqeT )'laJteHHoMv
'|J,royMbrrxJeHHuKy noBbrcr.rTt cBol,l

npilBHJ,reruil s ue,qeeoii cllcreMe
oocpe,lcrBoM oTI|paBKu cneuMarbHo
co3aAHHbrx ceTeBbIx [aKeToB u

noc",reayuuef o noaKfl rcqeHilq qepel
y,ta"q€HHr,rii n poroxo"l Netlogon (MS-
NRPC) K KoHTpo.llep)' jtoMeHa.

Yg leuNrocts o61'c.noa.reHa
HeKOppeicTHolr no.lll.rr-HKolr
6etonacuocrH s c,rvx6c Netloson.

I I aurycla
2020 r.

h ttps://po rta l. msrc. m ic rosoft.com/en-
I S/sec u rity-g u i da nce/a dvisory / CV E-2020 - | 47 2

h ttps :iAvu w.cybersecurity-
hel p.czlvdb/S8202008 | 2,12

Ecrs

J. l\l HoxecrseuH
hte

yn3BuMocTr.r B

Adobe
Acrobat u

Adobe Reader

l\'llTRE: CIVE-
2020-9722
cvE-2020-
9715

')rcn.ilt'arauuq 
)'g !BHMocrr{

[o]BoJqeT y.[aIeHHoMy
l!,royMbulrleHHuxy no,ryvurs HC! x
/laHHbrM B uereBol4 cncTeMe
nocpelcrBoM oTKpbrTrrg
noitb3oBaTe,,teM cI|euuaJrbHo
cQopnruposaHHoro Qafi,ra,
Yqreutrocrs o6ycnoeneua
HeKOppeKTHbrM yrrpaBJ,reHHeM

naMqrbn npu o6pa6orre PDF-
6ail"qos.

I I aerl'cra
2020 r.

h ttps://hel px.a d obe.co m/sec u ri ty/prod uc tsiac rob
a t/a psb20-.l8.htm I

Ecru

J ) ga.leHHoe

BbtIto.flHeHile
xoaa g WiFi
D-Link DAP-
r 860

lll|TRE: CVE-
2020- | 5631

')rcn,ryaraunn yq3Brmocrrl
no3Bo,.tner yaa.[eHHoM]
ayrenruQn uu poBAHHoMy

3.noyM bt l[,,leH H [t Ky B btnoJIH ltTb
I|por.r ]Bo.[bHbru Kon B ue"reBo]l
cilc-reMe flocpelcTBoM oTnptBKll
cneulta.tbHo cdootr,ttiooeaHHoil

23 ilrorq
2020 r.

h ttps :/isu pportannou ncement.us.dlink,com/
a nnou ncement/publica tion.aspx?name=SAP | 0 |
85 h ttps://nvd. n ist.gov/vul n/detail/CVE-2020-
t5631

Ecrs



KoMaH.qbr B saro.noBKc SOAPAction
cereBoro rtaRera. Vq']euN{octs
o6ycnoe,reHa Heropperruoii
o6pa6orKof cereBbrx r|aKeroB
c.rvx6oii H\AP.

:1. l\l HoxecraeriH
bre
yn3BuMocrlr B

M i c rosoft
Windows
Clodecs
Li bra 11'

MITRE: CVE-
2020-r 585

i)xcn.ryarauun yrsBuMocrll
rroSBoJ,tfleT ynaJIeHHoMy
3J,royMbrlxJleHHHKy BbtnoJ.tH'|Tb
npoHSBo,,rbHbrn KoA B ue,qeBoil
cilcTeMe I|ocpetcTBoM oTKpt tTl4q
noflt,3oBaTe,qeM cneuuarbHo
co3aaHHoro BpeaoHocHoro Safi,ra
uro6paxeHun, Ynlgu*rocrs
06)cJoB"reHa oulH6roil rp{Hlru
rtaMflrn s 6u6.,rnOrerc KoreKoB
Nlicrosoft Windows.

| | aerycra
2020 r.

h ttps://portal. msrc.microsoft.com/en-
[]S/secu rity-guidanceiadvisory/CVE-2020- I 585
https://portal.msrc,microsoft.com/en-
I jS/sec u ri ty-gu i da n ce/a dvisory ICV E-2020-157 4
h ttps://porta l. msrc. m ic rosoft.com/en-
I jS/secu ri ty-guidance/advisory/CVE-2020- | 560
h ttps://www.cybersecu ri ty-
hel p.czlvdbiSB2020081 209

Ecrs

6. Bsrno,tueul,te
nPoHsBoJrlI'Hor

O KOAA B

lll ic rosoft
.NET
Fra mework

MITRE: CVE-
2020-1046

l)rccn,ryarauun yq3B[Mocrl,
nolBo",rfleT yaa,leHHoMy
3noyMbilxreHHuKy BbrnoJlHltTb
npoutBo,,tr,HbrI Kon s ue.regoii
cHcTeMe nocpeacTBoM oTKpbtTuq
noJ,rbloBaTeleM cneuualbHo
coraaHHor-o opeaoHocuoro $aii,ra.
Vgteuiuocrs o6r'c.iroe.teHa
HcKoppeRTHoii t|poBepKoi-r R\o:lHbt\
.lArrrrhrx R \licrosolt .\ltT
l.-ra mework,

I I aurycra
2020 r.

https://porta l.msrc.microsoft.com/en-
[1S/security-guidance/advisory/CVE-2020- I 046
https://www.cy be rsec u rity-
help.czlvd b/S8202008 I 23 |

Ecrs

7. Bst n on u eH lre
(1 pol'l ] Bo,,l bHor
O KOAA B

Nlicrosoft
Outlook

MITRE: CVE-
2020-r 483

l)xcn,ryarauua ]rlBHMocru
no3BoJrqeT yaa,'leHHoMy
S"lOyMbrlx,reHHUKy BbtnoJlHHTr,
npor.rSBo"'rbHblii Koa e ue,tesofi
cucTeMe nocpeacTBoM oTKpbrTt49
rroJrr,SOBaTeIeM cneuuaflbHo
colaaHHoro epe,roHocHoro $afi:ra.
) stuurrocrs 116tc-ros,reHa ourr.r6x<lit
rprHl4u nAuq ru rtpn o6pa6orrie
6aii:tog B )reKTrtoHHoM nHcbMe.

I I aerycra
2020 r.

h ttps://po rta l. ms rc. m ic rosoft.com/en-
ttS/secu ri ty-guida nce/advisory/CVE-2020-l 483
h ttps://www.cybersecurity-
hel p.czlvdb/S82020081 | 23

Ecrs

8 [| o.ryveuue
ayreuruQnra
uuoH H btx
AAHHbIX B

TeamViewer
Desktop Aae
Windows

l\llTRE: CVE-
2020- | 3699

')rccn.r1,araurn vnlBltMocrtl
no3BoJqeT )"aa"leHHoM)
3,'royMbruJreHHHny noJyql|Tb
NTLM-xrur reKyuero nofl b3oBATefl s
Windows s HCn K AaHHbtM B

ue,reBof cucreMe nocpeAcrBoM
oTKpbrTuq noJ,tb3oBaTe.qeM

cnellHl. tht{o co t.laHHoH
Bpc,loHocHoii ee6-crpauuusr.
)'q leil\{ocr s o6tc.qoe,,rcna
HeKOppeKTHbrlllr orpaHilrteHHqMn
n o"'r bloBareJ'I bc KH x o6 pa6or,r u xon
I Rl e TeamViewer Desktop ann
Windows.

29 u K).rq

2020 r.
h ttps://u,ww.cybersecu rity-
hel p.czlvd biS8202008 | 024
h ttps ://www. h ef p netsecu ri fy.co m/2020/0E/06 I cv e

-2020-t3699t
h ttps://nvd. n ist.gov/vu I n/d etai l/CVE-2020- l 3699

Ecrs

9. HCA K

AAHHbIM B

SQLite

MITRE: CVE-
2020- | 3630

3rccnnyarauun yq3ofiMocru
no3BoJqeT yaaJeHHoM),
3JlOyMbrrxJreHHUKy ocylr|ecTBHTb
HC,,l r ue"reeoii cucreMe
nocpeacTBoM oTnpaBKU cIeuual'tbHo
coopMHpoBaHHr,rx aaHHbrx
npH.iror{eHt{to. } qlgulrocrs
o6yc;roe,reua HeKoppeKrHt tM

QyuruuouuponaHueu uoay.ls FTSJ,

6 aBrycra
2020 r.

https ://sq lite.org/src/i nfo/0d69176f0865f962
https://www.cl,bersecurity-
hel p.czlvdb/SB202008060 I

Ecrs

l0 MHoxecreeHH
bte

yfllBuMocTlt B

Mozilla
Thunderbird

MITRE: CVE-
2020-l 5656

?xcnnyarauHa yn3BnMocrtl
rro3BorfleT yaareHHoMy
3.qoyMbrlxJ,reHHHKy Bblno.ItHHTb
npoiltBo.'rbHbrii Kolt s ue"teeoii
cHcTcMe nocpelcTBoM 0TIIpaBK!l
cneuua,rbHo cQoprrruposanHsrx
.[aHHr,rx npH.nor{eHUro. YqtgHN{ocrs
o6yc,roe,rena HeKoppeKTHr,rM

QyurquoHupoeaHlreu KoMnoHeHTa
I on Mon kev.

28 uroJ,rq

2020 r.
h ttps://www.mozilla.org/en-
Il S/sec u ri ty/advisories/m tsa2020-33/
h ttps:/iwww. mozilla.org/e n-
I rS/security/advisories/mfsa2020-35/

Ecrr

ll M HoxecrseH H

bte

)9IBHMOCTH B

r poa] KTa x

KOMflAHUil
lntel

llllTRE: CVE-
2020-8708

Sncn,lyarauun vfl ]BlrMocru
flo'Bo!,tgeT ]r,loyMbrrxleHHuKy,
Koropbrii HaxoaH rcq B cMexHoil
ceT|l, noBbrcl{Th cRo14 t|puBU.tefHH 1l

no.'r)'rrurb aocrvn n Bl!l(l-
KOHTpO,'r",r e py, y n pa B!,re roueM),
ue,leBoil cr.rcreuoil, nocp€acrBoM
oTnpaBKlt cneultaJlbHo coSaaHHor-o

l3 aerycra
2020 r.

h ttps://th rea tpos t.com/c riti cal-i n tel-flaw-
motherboa rds-server-com pute-mod ules/l 58270/
h (tps://www.i n tel.com/con tent/www/us/en/securi
ty -cen ter/a dviso r1'/i n tel-sa-00384. h tm I

https://vuldb.com/?id, | 59804
h ttps://vuldb.com/?id. | 59821
https://vuld b.com/? id. | 59822

Ecru

4



Bpe^IoHocHoro ]anpoca. J s]eHnocru
o61 c.:ros:eHa HeKoppeKTHbrM


